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1 Introduction  

 

1.1 Introduction to Industrial Managed Switch 

 

AtopƤs EHG (Ethernet Switching Hub Full Gigabit ) 76XX series are product lines of powerful industrial managed 
switch which  are referred to as Open Systems Interconnection (OSI) Layer 3 bridging/ routing devices. Unlike an 
Ƨunmanagedƨ switch, which is normally found in homes or in Small Office/Home Office (SOHO) environments and 
runs in Ƨauto-negotiationƨ mode, each port on a Ƨmanaged switchƨ can be configured for its link bandwidth, priority, 
security, and duplex settings. The managed switches can be managed by Simple Network Management Protocol  
(SNMP) software, web browsers, Telnet, or serial console. Since every single port can be configured to specific 
settings, network administrators can better control the network and maximize network functionality . 

AtopƤs managed switch is also an industrial switch and not a commercial switch . A commercial switch simply works 
in a comfortable office environment . However, an industrial switch is designed to perform in harsh industrial 
environments, i.e., extreme temperature, high humidity, dusty air, potential high impact, or the presence of 
potentially high static charges . AtopƤs managed switch works fine even in these environments. 

AtopƤs managed switch is designed to provide faster, secure, and more stable network. One advantage that makes 
it a powerful switch is that it supports network redundancy protocols / technologies such as Ethernet Ring 
Protection Switching (ERPS), iA-Ring, Rapid Spanning Tree Protocol (RSTP), Multiple Spanning Tree Protocol 
(MSTP), and Media Redundancy Protocol (MRP). These protocols provide better network reliability and decrease 
recovery time down to less than 20 ms. 

@snoƤr l`m`fdc K`xdq-3 switches add to all these features above mentioned, typically present into a Layer-2 
managed switch, also Routing capability through IPv4 static routing, RIPv1/v2 and OSPFv2 dynamic routing. Unlike 
Switching (where packet addressing is made based on the MAC address), Layer-3 switches route the packet based 
on the IP address. 

AtopƤs managed switch supports a wide range of IEEE standard protocols. This switch is excellent for keeping 
systems running smoothly, reliable for preventing system damage or losses, and friendly to all levels of users . The 
goal of this innovative product is to bring users an enhanced network management experience. 

 

Note: 
Throughout the manual, the symbol * indicates that more detailed information of the subject will be provided at the 
end of this book or as a footnote . 
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1.2 Software Features 

AtopƤs industrial  Layer-2 Managed switches come with a wide range of network protocols and software features .  
These protocols and software features allow the network administrator to implement security and reliability into 
their network. These features enable AtopƤs switches to be used in safety applications, and factory and process 
automation . The followings are the list of protocols and software features . 
¶ User Interfaces 

o Web browser 
o Telnet Console 
o Serial Console 

¶ Dynamic Host Configuration Protocol  (DHCP) Server/Relay/Client with Option 66/ 67 

¶ Time Synchronization 
o Network Time Protocol (NTP) Server/Client 
o Simplified Network Time Protocol (SNTP) 
o IEEE 1588 Precision Clock Synchronization Protocol (PTP)v2 hw- E2E TC and sw-Boundary Clock 

¶ Port Mirror ing 

¶ Quality of Service (QoS) Traffic Regulation  

¶ Link Aggregation Control Protocol (LACP) 

¶ Link Layer Discovery Protocol (LLDP) 

¶ Medium Access Control (MAC) Filtering 

¶ Generic Attribute Registration Protocol (GARP) / GARP Multicast Registration Protoc ol (GMRP)/GARP 
VLAN Registration Protocol (GVRP) 

¶ Internet Group Management Protocol (IGMP),  

¶ Protocol Independent Multicast (PIM), PIM Sparse Mode (SM), PIM Dense Mode (DM), PIM Source Specific 
Mode (SSM) 

¶ Distance Vector Multicasting Routing Protocol (DVMRP) 

¶ Simple Network Management Protocol (SNMP) v1/v2/v3 (with MD5 Authentication and DES encryption) 

¶ SNMP Inform 

¶ Spanning Tree Protocol (STP)/Rapid Spanning Tree Protocol (RSTP)/Multiple Spanning Tree Protocol 
(MSTP)/ Media Redundancy Protocol (MRP) 

¶ Virtual Local Area Network (VLAN) 

¶ IEEE 802.1x / Extensible Authentication Protocol (EAP) / Remote Authentication Dial-In User Service 
(RADIUS) / Terminal Access Controller Access-Control System (TACACS+) 

¶ Security (selected models only) 
o MACsec  
o 802.1AE authentication and key exchange 

¶ Ring 
o Ethernet Ring Protection Switching (ERPS) 
o iA-Ring 
o Compatible-Ring 
o Compatible-Chain 
o U-Ring 

¶ Alarm System (with E-mail Notification or Relay Output) 

¶ Industrial Protocols  
o Modbus/TCP 
o Profinet (including MRP Ring) 

¶ Layer-3 Switching: 
o IP Routing 
o IPv4 Routing 
o Routing Information Protocol (RIP)v1/v2  
o OSPFv2 (Open Shortest Path First Protocol for IPv4)  

¶ Virtual Router Routing Protocol (VRRP) 
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2 Configuring with a Web Browser 

 
Chapter 2 explains how to access the industrial managed switch for the first time . There are three ways to configure 
this Ethernet Switch: 
 
1. Web browser  
2. Telnet console  
3. Serial console 
 
The web browser and the telnet console methods allow users to access the switch over the Internet or the Ethernet 
LAN, while the serial console method requires a serial cable connection between the console and the switch. There 
are only a few differences among these three methods. Users are recommended to use the web browser method 
to configure the system because of its user -friendly interface . 
 

2.1 Web-based Management Basics 

Users can access the managed switch easily using their web browsers (Internet Explorer 8 or 11, Firefox 44, Chrome 
48 or later versions are recommended). We will proceed to use a web browser to introduce the managed switchƤs 
functions . 
 

2.1.1 Default Factory Settings 

Below is a list of default factory settings . This information will be used during the login process . Make sure that the 
computer accessing the switch has an IP address in the same subnet and the subnet mask is the same. 
 

IP Address: 10.0.50.1 
Subnet Mask: 255.255.0.0 
Default Gateway: 0.0.0.0 
User Name: admin 
Password: default  



Industrial Managed  
Layer-3 Ethernet Switch 

User Manual 

!  [ ] 

 Heading 1,Product 

Manual 

̢ 

 
 

Page 19 of 289 
 

2.1.2 Login Process and Main Window Interface  

Before users can access the configuration,  they have to log in. This can simply be done in two steps. 
 

1. Launch a web browser. 
2. Type in the switch IP address (e.g. http:// 10.0.50.1), as shown in Figure 2.1). 

Note: When the user name and password is left empty, the login prompt will not show. 
 

 

Figure 2.1 IP Address for Web-based Setting 

 

After the login process, the main interface will show up, as shown in Figure 2.2. The main menu (left side of the 
screen) provides the links at the top-level links of the menu hierarchy and by clicking each item allows lower-level 
links to be displayed. Note that in this case the Port 5 is highlighted in green, indicating that the port is being 
connected. Detailed explanations of each subsection will be addressed later as necessary. 
 

 
 

Figure 2.2 Default Web Interface 



Industrial Managed  
Layer-3 Ethernet Switch 

User Manual 

!  [ ] 

 Heading 1,Product 

Manual 

̢ 

 
 

Page 20 of 289 
 

2.2 Basic Information 

 

To help users become familiar with the device, the Basic section provides important details of the switch . This is 
also the main welcome screen once the user has logged in. The details make it easier to identify different switches 
connected to the network . The Basic section is categorized into six  subsections as shown in the left panel of Figure 
2.3. 

 

Figure 2.3 Basic Informati on Dropdown Menu 

 

2.2.1 Sys Info 

This subsection provides basic system information of Atop Ƥs industrial managed switch . The user can check the 
device name, model name, device description, MAC address, firmware version (application version & kernel version), 
image build information, memory usage of the switch, and current boardƤs temperature. Note that AtopƤs firmware  
generally consists of application  version and kernel version. Figure 2.4 depicts an example of Basic System 
Information of EHG7608-4PoE-4SFP. Table 2.1  summarizes the description of each basic information . 
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Figure 2.4 Details of Sys Info Webpage 

 
 
Table 2.1 Descriptions of the Basic information  
 

Label Description 

Device name The alias of the device used to distinguish it among different devices  

Model name The devibdƤr complete model name 

Device Description The model type of the device 

MAC address The MAC address of the device 

Application Version The current application version of the device  

Kernel Version The current kernel version of the device 

Image Build Info. Information about the firmware image such as date of creati on 

Memory The current RAM's availability and the size of cached and shared memory 

Board Temperature 
The current temperature of the board inside the chassis in degree 
Celsius  (a.k.a. Centigrade) 

 
 

2.2.2 Device Information Setting 

Users can assign deviceƤs details to AtopƤs switch in this subsection . By entering unique and relevant system 
information such as device name, device description, location, and contact, this information can help identify one 
specific switch among all  other devices in the network that supports SNMP. Please click on the ƧUpdateƨ button to 
update the information on the switch . Figure 2.5 shows Device Information Setting page of an EHG7608 managed 
switch model . Table 2.2 summarizes the device information setting descriptions and corresponding default factory 
settings . 

 

Figure 2.5 Details of Device Information Settings Webpage 

 
Table 2.2 Descriptions of the System Settings 
 

Label Description Factory Default 

Device Name Specifies a particular role or application of different 
switches . The name entered here will also be shown 
in AtopƤs Device Management Utility. Max. 63 Char. 

(Model name) 

Device 
Description 

Detailed description of the unit . Max. 63 Characters. Managed Switch 
+ (Model name) 

Location Location of the switch . Max. 63 Characters. Switch Location 

Contact Provides contact information for maintenance . Enter 
the name of whom to contact in case a problem 
occurs. Max. 63 Characters. 

www.atop.com.tw 

http://www.atop.com.tw/
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2.2.3 Console Setting  
In this chapter, we use a web browser for configuring the switch . For the serial console method, please go to 
Chapter 3 Configuring with Serial Console for more detail on how to connect console to the swit ch. The Console 
Setting here only shows the setting parameters of a serial consoleƤs connection, which can be used by a console 
software such as Tera Term. Figure 2.6 below shows an example of the serial consoleƤs connection parameters . 

 

Figure 2.6 Setting Parameters for the Console Method 

 

2.2.4 Protocols Status 

Protocols Status subsection reports status of all protocols in the switch . While users can view status of all 
protocols at once in this webpage, the detailed explanation of each protocol and method will be provided in the 
following sections . Figure 2.7 shows the web interface for the Protocol Status page . 
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Figure 2.7 Protocol Status Webpage 
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2.2.5 Power Status 

AtopƤs managed switch features dual VDC power supply inputs. For Non-PoE models, 9-57VDC can be supplied to 
Power Input 1 (V1+ and V1- pins) and/ or Power Input 2 (V2+ and V2- pins). For PoE models, 45-57VDC should be 
supplied under 802.3af mode and 51-57VDC should be supplied under 802.3at mode. For instance, the EHG7608-
4PoE-4SFP has the following three power ratings: 9-57VDC with a maximum current of 2.8 Amperes (No PoE mode), 
45-57VDC with a maximum current of 1.7 Amperes (802.3af mode), and 51-57VDC with a maximum current of 2 .3 
Amperes (802.3at mode). Figure 2.8 shows the status of each power input . A ƧNot Connectedƨ status means that 
the power on that supply input is either not connected or ` ƧFaultƨ rs`str ld`mr sg`s the power is not supplied 
properly. 

 

 

Figure 2.8 Power Status Webpage 

 

2.2.6 Temperature Log 

This subsection provides user and system temperature logs. There are summary statistics and distribution of 
temperature information for each log . The highest temperature, the lowest temperature and the average 
temperature are reported in degree Celsius. Additionally, there is a recorded time which shows the time since the 
temperature log were recorded. Under the summary statistics, there is a table showing the ranges of temperature, 
percentages of time in each range, and amount of time in each range. The user can reset the user statistics by 
clicking on the Reset button at the bottom of User Temperature Log . However, the system temperature log cannot 
be reset by the users. Note that the information is not automatically update . Information provided in this webpage 
will help the users to monitor the status of the industrial managed switch in harsh environment . The users have to 
click reload on the web browser to update for the latest statistics . Figure 2.9 shows the User Temperature Log box 
and Figure 2.10 shows the System Temperature Log box. 
 
Note that there is a sensor component in the industrial managed switch which can detect the inside temperature . 
The software inside the switch can read the sensorƤs data and transform it into temperature in a unit of degree 
Celsius. Because the device is airtight, the inside temperature will be higher than the outside temperature around 
20 degrees. For the industry level switches, the lowest operating temperature (outside) will be around -20 to -40 
degrees Celsius and the highest operating temperature (outside) will be around 70 to 85 degrees Celsius. 
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Figure 2.9 User Temperature Log 

 

 

Figure 2.10 System Temperature Log 
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2.3 Administration 

 

In this section, users will be able to configure Password, IP Settings, IPv6 Setting, Ping, Ping6, Mirror Port , System 
Time, Modbus Setting, PTP, SSH, Telnet, and DIP Switch. Figure 2.11 shows the Administration section with the list 
of its subsections on the left of the screen . 

 

Figure 2.11 Administration Dropdown Menu 

 

2.3.1 Password 

P`rrvnqc Ƨdefaultƨ is set for the device when it is manufactured . Users can modify it  password to ensure overall 
system security. The user name and password can be updated in this page as shown in Figure 2.12. Setting for a 
local authentication is introduced in this subsection, while setting f or a remote authentication is described in later 
sections. The user name and password set here are applied to all types of access to AtopƤs switch: web 
management user interface (UI), secure shell (SSH), and command line interface  (CLI). Please click on the ƧUpdateƨ 
button to update the user name and password information on the switch .  
Table 2.3 summarizes the description of each field . 
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Figure 2.12 Password Setting Webpage 

 
Table 2.3 Descriptions of Password Setting  
 

Label Description Factory Default 

User Name UserƤs Name. Max. 15 characters admin 

Password Password to log-in. Max. 15 characters default  

Confirmed Password Re-type the password. This has to be 
exactly the same as the password entered 
in the above field. Max. 15 characters 

NULL 

 

In addition to the local authentication, the switch can be configured to request for authentication through a 
centralized RADIUS or TACACS+ server when the local authentication fails . Figure 2.13 shows the setting 
parameters for authentication server  while Table 2.4 summarizes the authentication server settings . For the 
RADIUS and TACACS+ comparison, please refer to Table 2.5 so that you can choose the solution that best suits 
your needs. 
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Figure 2.13 Authentication Server Setting 

 
 
Table 2.4 Authentication Server Settings 
 

Label Description Factory Default 

Authentication Server  Enable / disable authentication through a 
remote authentication server  

Disabled 

Server Type  Choose Authentication Server type: RADIUS 
or TACACS+. See notes below for a detailed 
explanation. 

RADIUS 

Server IP/ Name  IP address of the authentication server NULL 

Server Port  Communication port of the authentication 
server 

1812 

Shared Key  The key used to authenticate with the 
server. Max. 15 characters. 

12345678 

Confirmed Shared Key  Re-type the shared key. Max. 15 characters. NULL 

Authentication Type  Authentication mechanism . For RADIUS: 
MD5. For TACACS+: ASCII, PAP, CHAP, 
MSCHAP. 

RADIUS is MD5 
TACACS+ is ASCII 

Server Timeout (1~255 
sec) 

The time out period of waiting for a 
response from the authentication server . 
This will affect the time that the ne xt login 
prompt shows up in case that the server is 
not available. 

5 

 

*NOTE: 
 
RADIUS (Remote Authentication Dial in User Service):  
 
RADIUS is an access server that uses authentication, authorization, and accounting (AAA) protocol for 
authentication and authorization . It is a distributed security system that secures remote access to networks and 
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network services against unauthorized access . The RADIUS specification is described in RFC 2865, which 
obsoletes RFC 2138. 
 
TACACS+ (Terminal Access Controller Access-Control System Plus):  
 
TACACS+ is a security application that provides centralized validation of users attempting to gain access to a router 
or network access server. The TACACS+ specification is described in  Cisco's TACACS+ RFC draft. 
 
Table 2.5 Comparison of Authentication Server Settings between RADIUS and TACACS+ 
 

 RADIUS TACACS+ 

Transport Protocol  UDP TCP 

Authentication and 
Authorization  

Separates AAA Combines authentication and 
authorization  

Multiprotocol 
Support 

No Yes, support AppleTalk Remote 
Access (ARA) and NetBIOS 

protocol  

Confidentiality  Only password is encrypted Entire packet is encrypted 

 
 

2.3.2 IP Setting 

In this subsection, users may modify network settings of Internet Protocol version 4  (IPv4) for the managed switch. 
Additionally, on industrial managed switch, any virtual  local area network (VLAN) group can be assigned an IP 
interface address. There are two types of IP setting that can be done in this subsection: 1) setting managed (or 
management) interface IP address and 2) setting IP interface address for VLAN. Note that a VLAN group must be 
created first as described in Section 2.14.2.1 before assigning an IP interface address in this section . Each IP 
interface address is a separated subnet. The user can configure multiple IP interface addresses on the switch . The 
IP interface of VLAN 1 is the default managed (or management) interface of the switch as configured in Section 
2.14.1. 
 
This subsection is  divided into two parts : IP Setting and IP Interface. The IP Setting part is depicted in Figure 2.14. 
The Managed Interface VID has a default value of 1. However, the Gateway, the Primary DNS and Secondary DNS 
can be entered. If the user set gateway or DNS on this page, the managed switch will not set the gateway or the 
DNS from DHCP server. After entering the desired information, please click Update button to change the IP Setting. 
 

 

Figure 2.14 IP Setting under IP Setting Webpage 

The second part of IP Setting section is the IP Interface part as shown in Figure 2.15. In this part, there is a table at 
the bottom that lists the IP  interface information of each VLAN Identification  number (VID). The user can configure 
IP interface address for VLAN 1 to 4094 in this IP interface part. Note that the maximum number of IP interface is 

https://tools.ietf.org/html/rfc2865
https://tools.ietf.org/html/rfc2138
http://tools.ietf.org/html/draft-grant-tacacs-02
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32. The user can remove each entry in the table by clicking on the Remove button. The user can configure the IP 
Interface address for each VLAN ID (VID) in this part . To change the IPv4 address of the managed switch (default 
is 10.0.50.1), the user can enter a new Static IP Address and a new Subnet Mask, and select VID = 1 from the drop -
down list then clicking Update button. Note that the user will need to manually update the new IP address in the 
URL field of the web browser if the IP address of the managed switch is changed. 
 

 

Figure 2.15 IP Interface Part under IP Setting Webpage 

To configure IP interface address for other VLAN Identification number  (VID), enter the desired Static IP Address 
and Subnet Mask, and select a VID from the drop-down list , and then click on the Update button. Additionally, each 
IP interface of the switch can enable the Dynamic Host Configuration Protocol  (DHCP) by checking the DHCP box 
option to obtain an IP address and related information automatically  from a DHCP server thus reducing the work 
for an administrator . Note that when checking the DHCP option, the Static IP Address and the Subnet Mask will be 
inactive. The only field that can be selected is the VID which means that the VID will obtain the IPv4 address 
automatic ally for its interface . Note that before deleting any VLAN group as described in Section 2.14.2.1, please 
make sure that the VID does not establish an IP interface. The description of each field and its default value in IP 
Setting webpage are summarized in Table 2.6. 
 

Table 2.6 Descriptions of IP Settings 
 

Label Description Factory 
Default 

DHCP By checking this box, an IP address and related fields will 
be automatically assigned . Otherwise, users can set up 
the static IP address and related fields manually. 

Uncheck 

Static IP Address Display current IP address. Users can also set a new static 
IP address for the device. 

10.0.50.1 

Subnet Mask Display current Subnet Mask or set a new subnet mask 255.255.0.0 

Gateway Show current Gateway or set a new one 0.0.0.0 

Primary DNS Set the primary DNS IP address to be used by your 
network  

NULL 

Secondary DNS Set the secondary DNS IP address. The Ethernet switch 
will locate the secondary DNS server if it fails to connect 
to the Primary DNS Server. 

NULL 
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VID Virtual local area network identification number is the ID 
value for VLAN that need to be configured with IPv4 
address. 

NULL 

 

2.3.3 IPv6 Setting 

This subsection enables AtopƤs industrial managed switch to operate in Internet Protocol version 6  (IPv6) network. 
The webpage is subdivided into two  parts: IPv6 Setting and IP interface for IPv6. The first part called IPv6 Setting 
is shown in Figure 2.16. This part also provides the current IPv6 address information (Link-Local Address) and 
allows the users to configure the  Gateway and the Domain Name Service (DNS) for IPv6 network. If the users 
change any DNS setting, please clicking on the Update button to allow the new configuration to take effect . 
 

 

Figure 2.16 IPv6 Setting Part of IPv6 Setting Webpage 

The second part called IP Interface for IPv6 is shown in Figure 2.17. Similar to IPv4 Setting in previous subsection, 
the IPv6 Setting also allows the user to set IPv6 interface address for a virtual local area network (VLAN) group 
based on the VLAN identification number (VID). For managed switch, the users have options to enable Autoconfig, 

DHCPv6, or Manual setting. Note that in IPv6 network, there are three types of auto configuration: stateless, stateful, 
and a combination of both. The ƧAutoconfigƨ option here is the stateless configuration, while the  ƧDHCPv6ƨ option 

is the stateful configuration . If the users check both the Autoconfig  and the DHCPv6 options, the switch will use 
the combination of stateless and stateful configuration . When selecting the ƧManualƨ option, the users will have to 
enter the Global Unicast Address, Prefix Length, and Gateway. The users can select the VID from the drop-down 
khrs ƧSelect vlanƨ- After finishing the setting, please click on the Update button to allow the new configuration to take 
effect. 
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Figure 2.17 IP Interface for IPv6 Part of IPv6 Setting Webpage 

 
At the bottom of this part as shown in Figure 2.17, there is also a list of IPv6 interface setting for each VLAN 
identification number  (VID). The users can click on the Remove button at the end of the line to remove any entry 
(or remove IPv6 interface address setting) from this list which is similar to the IPv4 Setting in previous subsection . 
Table 2.7 explains each field in the IPv6 Setting webpage. 
 
Table 2.7 Description of IPv6 Setting 
 

Label Description Factory Default 

Autoconfig  By checking this box, all IPv6 setting will be automatically configured 
for the users. This option is based on the stateless autoconfiguration 
in which the switch uses information in router advertisement 
messages to configure an IPv6 address. The address will be a 

concatenation of first 64 bits from the router advertisement source 
address with the Extended Unique Identifier (EUI-64). 

Uncheck 

DHCPv6 By checking this box, an IPv6 address and related fields will be 
automatically assigned  from a DHCPv6 server in the network. This 
is a stateful auto configuration in which the switch will generate a 
DHCP solicit message to the ALL-DHCP-Agents multicast address to 

find DHCPv6 server. Otherwise, users can set up the IPv6 address 

manually. 

Uncheck 

Manual By checking this box, users must provide Global Unicast Address, 
Prefix Length, and Gateway address in the following fields . Note that 
when this option is checked, the next three fields will become active 
for setting . 

Uncheck 

Global Unicast 
Address 

Set an IPv6 address that is routable across the Internet and its three 
high-level bits are 001. The IPv6 address is in the format 2XXX::/3.  

NULL 

Prefix Length Set a prefix length for the IPv6 address in previous field.  NULL 

Gateway Set the IPv6 address of an IPv6 Gateway NULL 
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Label Description Factory Default 

Manual DNS By checking this box, user must manually provide Primary and 
Secondary DNS addresses for IPv6. Note that when this option is 
checked, the next two fields will become active for setting . 

Uncheck 

Primary DNS Set the primary DNS IPv6 address to be used by your network. NULL 

Secondary DNS Set the secondary DNS IPv6 address. The Ethernet switch will locate 
the secondary DNS server if it fails to connect to the Primary DNS 
Server. 

NULL 

 
 

2.3.4 Ping 

AtopƤs managed switch provides a network tool called Ping for testing network connectivity in this subsection . Ping 
is a network diagnostic utility for testing reachability between a destination device and the managed switch . Note 
that this utility is only for IPv4 address . The Ping utility for IPv6 will be provided in the next subsection. Figure 2.18 
shows the user interface for using the Ping command . 

 

 Figure 2.18 Ping Webpage 

Users can enter an IP address or a domain name into the field to verify network connectivity as shown in Figure 
2.19. After entering the IP address/ name, please click ƧPingƨ button to run the ping function . Example of successful 
ping result is shown in Figure 2.20 while a failure ping result is depicted in Figure 2.21. 

 
Figure 2.19 Example of Ping Command 

 

Figure 2.20 Example of successful ping command result  
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Figure 2.21 Example of unsuccessful ping command result  

 

*Note: 

If users enter a domain name instead of an IP address, they should assign a DNS first. This can be done through 
Administration  Ą IP Setting as shown in Section 2.3.2. 

 

2.3.5 Ping6 

Ping6 is a corresponding network diagnostic utility for testing reachability between a destination device and the 
managed switch in IPv6 network. Figure 2.22 shows the user interface for using the Ping command . 

 

Figure 2.22 Ping6 Webpage 

Users can enter an IPv6 address into the field  to verify network connectivity . After entering the IPv6 address, please 
click ƧPing6ƨ button to start the ping function . Examples of successful ping6 results are shown in Figure 2.23. 

 

 

Figure 2.23 Example of Successful Ping6 Result 
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2.3.6 Mirror Port 

In order to help the network administrator keeps track of network activities,  the managed switch supports port 
mirroring, which allows incoming and / or outgoing traffic to be monitored by a single port that is defined as a mirror 
port. Note that the mirrored network traffic can be analyzed by a network analyzer or a sniffer for netw ork 
performance or security monitoring purposes . Figure 2.24 shows the Mirror Port webpage. The descriptions of port 
mirroring options are summarized in Table 2.8. 

 

Figure 2.24 Mirror Port Webpage 

*Note: 
Overflow will occur if the total throughput of the monitoring ports exceeds what the mirror port can support . 
  
Table 2.8 Description of Port Mirroring Options  
 

Label Description Factory Default 

Monitored direction  Select the monitoring direction . 
 
- Disable: To disable port monitoring . 
- Input data stream: To monitor input data 
stream of monitored ports only . 
- Output data stream: To monitor output 
data stream of monitored ports only  
- Input/ Output data stream: To monitor 
both input and output data stream of 
monitored ports  

Disabled 
 
 

Monitored Port  Select the ports that will be monitored  Unchecked all 

Mirror-to-port 
Select the mirror port that will be used to 
monitor the activity of the monitored 
ports 

Port1 
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2.3.7 System Time 

AtopƤs industrial managed switch has internal calendar  (date) and clock (or system time) which can be set manually 
or automatically . Figure 2.25 shows the System Time and SNTP webpage. The users have options to configure 
Current Date and Current Time manually. There is a drop-down list of Time Zone which can be selected for the local 
time zone. If the switch is deployed in a region where daylight saving time is practiced  (see note below for 
explanation), please check the Enable option for Daylight Saving Time. Then, the users will have to enter the Start 

Date, End Date, and Offset  in hour(s). 

 

 

Figure 2.25 Webpage for Setting System Time and SNTP 

 

For automatically date and time setting, the users can enable Simple Network Time Protocol  (SNTP) by checking 
the Enable SNTP option (see note below for explanation). Then, the users must enter the NTP Server 1 and NTP 
Server 2 which will be used as the reference servers to synchronize date and time to. The users can specify the 
Time Server Query Period for synchronization which is in the order of seconds. The value for this period will depend 
on how much clock accuracy the users want the switch to be . Finally, the managed switch can become a network 
time protocol server for  the local devices by checking the box behind the Enable NTP Server option. Description of 
each option is provided in Table 2.9. 

 

Table 2.9 Descriptions of the System Time and the SNTP 
 

Label Description Factory Default 

Current Date 
Allows local date configuration in yyyy/mm/dd 
format  

None 

Current Time 
Allows local time configuration in local 24 -hour 
format  

None 

Time Zone The userƤs current local time  (GMT+08:00) Taipei 

Daylight Saving  Enable or disable Daylight Saving Time function Unchecked 

Start Date Define the start date of daylight saving  NULL 
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Label Description Factory Default 

End Date Define the end date of daylight saving NULL 

Offset 
Decide how many hours to be shifted 
forward /backward when daylight saving time begins 
and ends. See note below. 

0 

Enable SNTP Enables SNTP function . See note below. Unchecked 

NTP Server 1 Sets the first IP or Domain address of NTP Server. time.nist.gov 

NTP Server 2 

Sets the second IP or Domain address of NTP Server. 
Switch will locate the 2nd NTP Server if the 1st NTP 
Server fails to connect.  

Time-A.timefreq .bldrdoc.gov 

Time Server Query 
Period 

This parameter determines how frequently the time 
is updated from the NTP server. If the end devices 
require less accuracy, longer query time is more 
suitable since it will cause less load to the switch . 
The setting value can be in between 60 Ơ 259200 (72 
hours) seconds. 

259,200 seconds 

Enable NTP Server  

This option will enable network time protocol  (NTP) 
daemon inside the managed switch which allows 
other devices in the network to synchronize their 
clock wit h this managed switch using NTP.   

Unchecked 

 

*Note: 

- Daylight Saving Time: In certain regions (e.g. US), local time is adjusted during the summer season in order to 
provide an extra hour of daylight in the afternoon, and one hour is usually shifted forward or backward . 

- SNTP: Simple Network Time Protocol is used to synchronize the computer systems Ƥ clocks with a standard NTP 
server. Examples of two NTP servers are time.nist.gov and time-A.timefreq.bldrdoc.gov. 

 

2.3.8 Modbus Setting 

AtopƤs managed switch can be connected to a Modbus network using Modbus TCP/ IP protocol which is an 
industrial network protocol for c ontrolling automation equipment . The managed switchƤs status and settings can 
be read and written through Modbus TCP/ IP protocol which operates similar to a Management Information Base  
(MIB) browser. The managed switch will be a Modbus slave which can be remotely configured by a Modbus master. 
The Modbus slave address must be set to match the setting inside the Modbus master . In order to access the 
managed switch, a Modbus Address must be assigned as described in this subsection . A Modbus memory mapping 
table, which lists all the registerƤs addresses inside the managed switch and their descriptions, is provide in 7 
Modbus Memory Map. Figure 2.26 shows the Modbus Setting webpage. 
 

 

Figure 2.26 Webpage for Setting the Modbus Address 
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Figure 2.26 shows the webpage that users can set up the Modbus ID address. Users can use Modbus TCP/ IP 
compatible applications such as Modbus Poll to configure the switch . Note that Modbus Poll can be download 
from http://www .modbustools .com/download.html . The Modbus Poll 64-bit version 7.0.0, Build 1027 was used in 
this document . Atop does not provide this software to the users . Tutorial of Modbus read and write examples are 
illustrated below . 
 

*Note: The switch only supports Modbus function code 03, 04  (for Read) and 06 (for Write). 

Read Registers (This example shows how to read the switchƤs IP address.) 

 

 

Figure 2.27 Mapping Table of Modbus Address for SwitchƤs IP Address 

 

1. Make sure that a supervising computer  (Modbus Master ) is connected to your target switch  (Modbus Slave) 
over Ethernet network. 

2. Launch Modbus Poll in the supervising computer . Note a registration key may be required for a long-term 
use of Modbus Poll after 30-day evaluation period. Additionally, there is a 10-minute trial limitation for the 

connection to the managed switch . 
3. Click Connect button on the top toolbar to en ter Connection Setup dialog by selecting ConnectƮ menu as 

shown in Figure 2.28. 
 

 

Figure 2.28 Entering Connection Setup Menu of the Modbus Poll 

4. Select Modbus TCP/ IP as the Connection mode and enter the switchƤs IP address inside the Remote 

http://www.modbustools.com/download.html
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Modbus ServerƤs IP Address or Node Name field at the bottom as shown in  Figure 2.29. The Port number 
should be set to 502. Then click OK button. 

 

 

Figure 2.29 Modbus Poll Connection Setup 

 

5. On the window Mbpoll1, select multiple cells from row 0 to row 2  by clicking on cells in second column of 
row 0 and row 2 while holding the shift key as shown in Figure 2.30. 

 

 

Figure 2.30 Multi ple Cell Section in Modbus Poll 

 

6. Set Display mode of the selected cells in previous step to HEX (hexadecimal) by selecting Display pull-
down menu and choosing the Hex as shown in Figure 2.31. 
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Figure 2.31 Set Display Mode to Hex in Modbus Poll 

7. Click on the Setup pull-down menu and choose Read/Write DefinitiomƮ as shown in Figure 2.32. 
 

 

Figure 2.32 Modbus Poll Setup Read/ Write Definition 

 

8. Enter the Slave ID in the Modbus Poll function as shown  in Figure 2.33, which should match the Modbus 
Address = 1 entered in Figure 2.26 in Section 2.3.8 (Modbus Setting). 
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Figure 2.33 Slave ID in the Modbus Poll Function is set to 1 

 
9. Select Function 03 or 04 because the managed switch supports function code 03 and 04 as shown in Figure 

2.34. 
 

 

Figure 2.34 Set Code 03 in the Modbus Poll Function 

10. Set starting Address to 81 and Quantity to 2 as shown in Figure 2.35. 
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Figure 2.35 Setup Starting Address and Quantity in Modbus Poll 

 

11. Click OK button to read the IP address of the switch . 
 

 

Figure 2.36 Modbus Memory Address 81 and 82 are the location of EHG76xxƤs IP Address 

 

12. Modbus Poll will get the values 0x0A, 0x00, 0x32, 0x01, which means that the switchƤs IP is 10.0.50.1 as 
shown in Figure 2.36. 
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Write Registers (This example shows how to clear the switchƤs Port Count (Statistics ).) 

 

 

Figure 2.37 Mapping Table of Modbus Address for Clearing Port Statistics  

1. Check the switchƤs Port TX/RX counts in Port Statistics  page (described in Section 2.5.4) as shown in 
Figure 2.38. 
 

 
Figure 2.38 Port Count in Port Statistics Webpage 

2. Click function 06 on the toolbar as shown in Figure 2.39. 
 

 

Figure 2.39 Click on Function 06 in the Modbus Poll 

 

  




























































































































































































































































































































































































































































































