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Important Announcement

purpose of operation and maintenance of Atop Technologies, Inc., products.

No part of this publication is to be used for any other purposes, and it is not to be reproduced, copied, disclosed,
transmitted, stored in a retrieval system, or translated into any human or computer language, in any form, by any

means, in whole or in part, without the prior explicit written consent of Atop Technologies, Inc.,
Offenders will be held liable for damages and prosecution.
All rights, including rights created by patent grant or registration of a utility model or design, are reserved.

We have checked the contents of this manual for agreement with the hardware and the software described. Since
deviations cannot be precluded entirely, we cannot guarantee full agreement. However, the data in this manual is

Disclaimer

reviewed regularly and any necessary corrections will be included in subsequent editions.
Rt ffdrshnmr engq
of their respective companies.

This manual contains some advanced network management knowledge, instructions, examples, guidelines, and
general theories. The contents are designed to help users manage the switch and use its software, a background
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in general theory is a must, when reading it. Please refer to the Glossary for technical terms and abbreviations.

This manual is to be used by qualified network personnel or support technicians who are familiar with network
operations, and might be useful for system programmers or network planners as well . This manual also provides
helpful and handy information for first time users . For any related problems, please contact your local distributor.
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1 Introduction

1.1 Introduction to Industrial Managed Switch

AtopB EHG (Ethernet Switching Hub Full Gigabit) 76XX series are product lines of powerful industrial managed
switch which are referred to as Open Systems Interconnection (OS)) Layer 3 bridging/routing devices. Unlike an
dinmanageda switch, which is normally found in homes or in Small Office/ Home Office (SOHQ environments and
runs in @&uto-negotiationzmode, each port on a@nanaged switch zcan be configured for its link bandwidth, priority,
security, and duplex settings. The managed switches can be managed by Simple Network Management Protocol
(SNMP) software, web browsers, Telnet, or serial console. Since every single port can be configured to specific
settings, network administrators can better control the network and maximize network functionality .

AtopB managed switch is also an industrial switch and not a commercial switch . A commercial switch simply works
in a comfortable office environment . However, an industrial switch is designed to perform in harsh industrial
environments, i.e., extreme temperature, high humidity, dusty air, potential high impact, or the presence of
potentially high static charges . Atop® managed switch works fine even in these environments.

AtopB managed switch is designed to provide faster, secure, and more stable network. One advantagethat makes
it a powerful switch is that it supports network redundancy protocols /technologies such as Ethernet Ring
Protection Switching (ERPS, iA-Ring, Rapid Spanning Tree Protocol(RSTP, Multiple Spanning Tree Protocol
(MSTP), and Media Redundancy Probcol (MRP). These protocols provide better network reliability and decrease
recovery time down to less than 20 ms.

@sno®Pr I © m=3fswitcheskaddxtd gl these features above mentioned, typically present into a Layer-2
managed switch, also Routing capability through IPv4 static routing, RIPv1/v2 and OSPFv2dynamic routing. Unlike
Switching (where packet addressing is made based on the MAC address), Layer3 switches route the packet based
on the IP address.

Atop® managed switch supports a wide range of IEEE standard protocols. This switch is excellent for keeping
systems running smoothly, reliable for preventing system damage or losses, and friendly to all levels of users. The
goal of this innovative product is to bring users an enhanced network management experience.

Note:
Throughout the manual, the symbol * indicates that more detailed information of the subject will be provided at the
end of this book or as a footnote .
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1.2 Software Features

Atop®B industrial Layer-2 Managed switches come with a wide range of network protocols and software features .
These protocols and software features allow the network administrator to implement security and reliability into
their network. These features enable AtopB switches to be used in safety applications, and factory and process
automation . The followings are the list of protocols and software features .

1

=a =

= =& —a -9 = = = =4 =48 —a —a 9

= =

User Interfaces
0 Web browser
0 Telnet Console
0 Serial Console
Dynamic Host Configuration Protocol (DHCP) Server/ Relay Client with Option 66/67
Time Synchronization
o Network Time Protocol (NTP) Server/ Client
o Simplified Network Time Protocol (SNTP)
o0 |EEE 1588 Precision Clock Synchronization Protocol(PTP)v2 hw- E2E TC and sw-Boundary Clock
Port Mirroring
Quality of Service (QoS) Traffic Regulation
Link Aggregation Control Protocol (LACP)
Link Layer Discovery Protocol (LLDP)
Medium Access Control (MAC) Filtering
Generic Attribute Registration Protocol (GARP) / GARPMulticast Registration Protoc ol (GMRP)/GARP
VLAN Registration Protocol (GVRB
Internet Group Management Protocol (IGMP),
Protocol Independent Multicast (PIM), PIM Sparse Mode (SM), PIM Dense Mode (DM), PIM Source Specific
Mode (SSM)
Distance Vector Multicasting Routing Protocol (DVMRP)
Simple Network Management Protocol (SNMP) v1/v2/v3 (with MD5 Authentication and DES encryption)
SNMP Inform
Spanning Tree Protocol (STP)/Rapid Spanning Tree Protocol (RSTP)/Multiple Spanning Tree Protocol
(MSTP)/ Media Redundancy Protocol (MRP)
Virtual Local Area Network (VLAN)
IEEE 8021x / Extensible Authentication Protocol (EAP) / Remote Authentication Dial-In User Service
(RADIUS / Terminal Access Controller Access-Control System (TACACSt)
Security (selected models only)

0 MACsec

0 802.1AE authentication and key exchange
Ring

o Ethernet Ring Protection Switching (ERP9

o0 iA-Ring

0 Compatible-Ring

o0 Compatible-Chain

o URing
Alarm System (with E-mail Notification or Relay Output)
Industrial Protocols

0 Modbus/TCP

o Profinet (including MRP Ring)
Layer-3 Switching:

o IP Routing

o IPv4 Routing

0 Routing Information Protocol (RIP)v1/v2

0 OSPFv2 (Open ShortestPath First Protocol for IPv4)
Virtual Router Routing Protocol (VRRP)
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2 Configuring with a Web Browser

Chapter 2 explains how to access the industrial managed switch for the first time . There are three ways to configure
this Ethernet Switch:

1. Web browser
2. Telnet console
3. Serial console

The web browser and the telnet console methods allow users to access the switch over the Internet or the Ethernet
LAN, while the serial console method requires a serial cable connection between the console and the switch. There
are only a few differences among these three methods. Users are recommended to use the web browser method
to configure the system because of its user -friendly interface.

2.1 Webbased Management Basics

Users can access the managed switch easily using their web browsers (Internet Explorer 8 or 11, Firefox44, Chrome
48 or later versions are recommended). We will proceed to use a web browser to introduce the managed switch®
functions .

2.1.1 Default Factory Settings

Belowis a list of default factory settings . This information will be used during the login process . Make sure that the
computer accessing the switch has an IP address in the same subnet and the subnet mask is the same.

IP Address: 10.0.50.1
Subnet Mask: 255.255.0.0
Default Gateway: 0.0.0.0
User Name: admin
Password: default
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2.1.2 Login Process and Main Window Interface

Before users can access the configuration, they have to log in. This can simply be done in two steps.

1. Launch a web browser.

2. Type in the switch IP address (e.g. http:// 10.0.50.1), as shown inFigure 2.1).

Note: When the user name and password is left empty, the login prompt will not show.

ﬁ

e@ & http//10.0.50.1/

D~

= || & Managed Switch

—

Figure 2.1 IP Address for Web-based Setting

After the login process, the main interface will show up, as shown in Figure 2.2. The main menu (left side of the
screen) provides the links at the top-evel links of the menu hierarchy and by clicking each item allows lower-level
links to be displayed. Note that in this case the Port 5 is highlighted in green, indicating that the port is being
connected. Detailed explanations of each subsection will be addressed later as necessary.

Basic
Administration
Forwarding

Port

Power Over Ethernet
Trunking
Unicast/Multicast MAC
GARP/GVRP/GMRP
IP Multicast

SNMP

Spanning Tree
BGP

VLAN

VRRP

DHCP Server
Security
ERPS/Ring

LLDP

uDLD

IP Routing

Client IP Setting
System

IR YT T T T T T e T T T T S S S
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— Basic System Information
Device name
Model name
Device Description
MAC address
Application Version
Kernel Version

Image Build Info.
IMemary

Board Temperature

switch

EHGT7608-4PoE-45FP

Managed Switch, EHG7608-4PoE-4SFP
00:60:E9:1E:93:B9

4.60-svn438

4.60-svn438

Fri Feb 26 17:41:32 CST 2021

128140K used, 127460K free, OK buff,
50592K cached

31.06 Centigrade

Figure 2.2 Default Web Interface
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2.2 Basic Information

To help users become familiar with the device, the Basic section provides important details of the switch . This is
also the main welcome screen once the user has logged in. The details make it easier to identify different switches
connected to the network . The Basic section is categorized into six subsections as shown in the left panel of Figure
2.3.

- r— Basic System Information

Sys Infa

Dev Info Setting Device name switch

Console Setting Model name EHG7608-4PoE-4SFP

Protocols Stat

[OtoCs SiEts Device Description Managed Switch, EHG7608-4PoE-4SFP
Power Status
MAC address 00:60:E9:1E:93.B9

Temperature Log
+ Administration Application Version 4 60-svn438
+ Forwarding Kernel Version 4 60-svn438
+ Port Image Build Info. FriFeb 26 17:41:32 CST 2021
+ Power Over Ethernet M 127900K used, 127700K free, 0K buff,

emory 50592K cached
+ Trunking :
+ Unicast/Multicast MAC Board Temperature 38 18 Centigrade
+ GARP/GVRP/IGMRP
Figure 2.3 Basic Informati on Dropdown Menu

2.2.1 SysInfo

This subsection provides basic system information of Atop B industrial managed switch . The user can check the
device name, model name, device description, MAC address, firmware version (application version & kernel version),
image build information, memory usage of the switch, and current board B temperature. Note that AtopB firmware
generally consists of application version and kernel version. Figure 2.4 depicts an example of Basic System
Information of EHG7608-4PoE-4SFP. Table 2.1 summarizes the description of each basic information .

— Basic System Information
Device name switch
Model name EHGT7608-4PoE-4SFP
Device Description Managed Switch, EHG7608-4PoE-45FP
MAC address 00:60:E9:1E:93:BY
Application Version 4 60-svn438
Kernel Version 4 60-svn438
Image Build Info. Fri Feb 26 17:41:32 CST 2021
Memory gﬁgggg{k{c:zﬁga‘l 27700K free, OK buff,
Board Temperature 38.18 Centigrade
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Figure 2.4 Details of Sys Info Webpage

Table 2.1 Descriptions of the Basic information

Label Description
Device name The alias of the device used to distinguish it among different devices
Model name The devib d ®omplete model name
Device Description The model type of the device

MAC address

The MAC address of the device

Application Version The current application version of the device

Kernel Version

The current kernel version of the device

Image Build Info.

Information about the firmware image such as date of creati on

Memory

The current RAM's availability and the size of cached and shared memory

Board Temperature

The current temperature of the board inside the chassis in degree
Celsius( a.k.a. Centigrade)

2.2.2 Device Information Setting

Users can assign deviceB details to AtopB switch in this subsection . By entering unique and relevant system
information such as device name, device description, location, and contact, this information can help identify one
specific switch among all other devices in the network that supports SNMP. Please click on the 2Jpdatezbutton to
update the information on the switch . Figure 2.5 shows Device Information Setting page of an EHG7608 managed
switch model . Table 2.2 summarizes the device information setting descriptions and corresponding default factory

settings.

—Device Information Setting

Device Name EHGTG08-4PoE-45FP
Device Description Managed Switch, EHG7G608-4PoE-45FF
Location Switch's Location
Contact wwnw_atop. com. tw
Update

Figure 2.5 Details of Device Information Settings Webpage

Table 2.2 Descriptions of the System Settings

Label Description Factory Default
Device Name Specifies a particular role or application of different (Model name)
switches. The name entered here will alsobe shown
in AtopB Device Management Utility. Max. 63 Char.
Device Detailed description of the unit. Max. 63 Characters. Managed Switch
Description + (Model name)
Location Location of the switch . Max. 63 Characters. Switch Location
Contact Provides contact information for maintenance . Enter | www.atop.com.tw
the name of whom to contact in case a problem
occurs. Max. 63 Characters.
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2.2.3 Console Setting

In this chapter, we use a web browser for configuring the switch. For the serial console method, please go to
Chapter 3 Configuring with Serial Console for more detail on how to connect console to the swit ch. The Console
Setting here only shows the setting parameters of a serial console B connection, which can be used by a console
software such as Tera Term. Figure 2.6 below shows an example of the serial console B connection parameters.

— Console
Baud Rate 115200 bits/second
Stop 1 bit
Data 8 bits
Parity None
Flow Control None

Figure 2.6 Setting Parameters for the Console Method

2.2.4 Protocols Status

Protocols Status subsection reports status of all protocols in the switch . While users can view status of all
protocols at once in this webpage, the detailed explanation of each protocol and method will be provided in the
following sections . Figure 2.7 shows the web interface for the Protocol Status page .
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— Protocol Status

Protocol Status
SNTP Disabled
PTP Disabled
LACP Disabled
GVRP Disabled
GMRP Disabled
IGMP Enabled
SNMP Disabled
STP Disabled
RSTP Disabled
MSTP Disabled
802.1x Disabled
ERPS Disabled
IA-Ring Disabled
Compatible-Ring Disabled
U-Ring Disabled
LLDP Tx Enabled
LLDP Rx Enabled
Compatible-Chain Disabled
MRP Disabled
NTP Server Disabled
Telnet Enabled
SSH Enabled
MLD Disabled
DHCP Server Disabled
VRRP Disabled
PIM Sparse Mode Disabled
Pl SSi Disabled
PIM Dense Mode Disabled
DVMRP Disabled
UDLD Disabled
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2.2.5 Power Status

Atop® managed switch features dual VDC power supply inputs. For Non-PoE models, 957VDC can be supplied to
Power Input 1 (V1+ and V1- pins) and/or Power Input 2 (V2+ and V2- pins). For PoE models, 4557VDC should be
supplied under 802.3af mode and 51-57VDC should be supplied under 8023at mode. For instance, the EHG608-
4PoE-4SFP has the following three power ratings: 9-57VDC with a maximum current of 2.8 Amperes (No POE mode),
45-57VDC with a maximum current of 1.7 Amperes (802.3af mode), and 51-57VDCwith a maximum current of 2.3
Amperes (802.3at mode). Figure 2.8 shows the status of each power input. A dNot Connectede status means that
the power on that supply input is either not connected or ©= Fallte r s~ st r  the pomar is sog supplied

properly.

— Power Status
Power Status
1 DK
2 Mot Connected

Figure 2.8 Power Status Webpage

2.2.6 Temperature Log

This subsection provides user and system temperature logs. There are summary statistics and distribution of

temperature information for each log. The highest temperature, the lowest temperature and the average
temperature are reported in degree Celsius. Additionally, there is a recorded time which shows the time since the
temperature log were recorded. Under the summary statistics, there is a table showing the ranges of temperature,
percentages of time in each range, and amount of time in each range. The user can reset the user statistics by
clicking on the Resetbutton at the bottom of User Temperature Log . However, the system temperature log cannot
be reset by the users. Note that the information is not automatically update . Information provided in this webpage

will help the users to monitor the status of the industrial managed switch in harsh environment . The users have to
click reload on the web browser to update for the latest statistics . Figure 2.9 shows the User Temperature Logbox
and Figure 2.10 shows the System Temperature Log box.

Note that there is a sensor component in the industrial managed switch which can detect the inside temperature .
The software inside the switch can read the sensorB data and transform it into temperature in a unit of degree
Celsius. Because the device is airtight, the inside temperature will be higher than the outside temperature around
20 degrees. For the industry level switches, the lowest operating temperature (outside) will be around -20 to -40
degrees Celsius and the highest operating temperature (outside) will be around 70 to 85 degrees Celsius.
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User Temperature Log

Highest Temperature
Lowest Temperature
Average Temperature
Recordsd Time

Degrees Range  Percent

~-20 0%
-20~-10 0%
-10~0 0%
0~ 10 0%
10~ 20 0%
20~ 30 0%
30~ 40 7%
40- 50 53%
50~ 80 38%
60~ 70 0%
70~ 30 0%
a0~ 0%

53.50
6.75
46.70
Oy 1d 11h 1m

Time
0y Od 0Oh Om
Oy Od 0Oh Om
0y 0d Oh Om
0y 0d OR 1m
0y 0d Oh Om
Oy 0d Oh 15m
Oy 0d 2h 30m
Oy 0d 18h 41m
Oy 0d 13h 34m
0y 0d Oh Om
0y 0d Oh Om
0y 0d Oh Om

Figure 2.9 User Temperature Log

System Temperature Log

Highest Temperature
Lowest Temperature
Average Temperature
Recorded Time

Degrees Range  Percent

~-20 0%
-20~-10 0%
-10~-0 0%
0-~10 0%
10~ 20 0%
20~ 30 0%
30~ 40 7%
40~ 50 53%
50~ 60 38%
60~ 70 0%
70~ 80 0%
80~ 0%

5350
6.75
46.70
Oy 1d 11h 1m

Time
0y 0d Oh Om
0y 0d Oh Om
Oy Od 0h Om
0y Od Oh 1m
0y 0d Oh Om
Oy 0d Oh 15m
Oy 0d 2h 30m
Oy 0d 18h 41m
Oy 0d 13h 34m
Oy 0d Oh Om
0y Od Oh Om
0y 0d Oh Om

Figure 2.10 System Temperature Log
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2.3 Administration

In this section, users will be able to configure Password, IP Settings, IPv6 Setting, Ping, Ping6, Mirror Port, System
Time, Modbus Setting, PTP, SSH, Telnet, and DIP Switch. Figure 2.11 shows the Administration section with the list

of its subsections on the left of the screen .

231

P* r r v ndgfaulte® set for the device when it is manufactured . Users can modify it password to ensure overall
system security. The user name and password can be updated in this page as shown in Figure 2.12. Setting for a
local authentication is introduced in this subsection, while setting f or a remote authentication is described in later
sections. The user name and password set here are applied to all types of access to AtopB switch: web
management user interface (Ul), secure shell (SSH), and command line interface (CLI). Please click on the 2Jpdatee

+ Basic
- Administration

Password

IP Setting

IPv6 Setting

Ping

Ping6

Mirror Port

System Time

Modbus Setting
e il o i o

SSH

Telnet

DIP Switch
Forwarding
Port
Power Over Ethernet
Trunking
Unicast/Multicast MAC
GARP/GVRP/GMRP
IP Multicast
SNMP
Spanning Tree

Password

r—Local Login Setting

User Name
Password
Confirmed Password

admin

Update

—Auth Server Setting

Authentication Server
Server Type

Server IP/Name
Server Port

Shared Key
Confirmed Shared Key
Authentication Type

Server Timeout (1~255 sec)

Enabled

RADIUS v

1812

Update

-
ADIUSD usually runs on port 1812, TACACSD usually runs on port

Figure 2.11 Administration Dropdown Menu

button to update the user name and password information on the switch .
Table 2.3 summarizes the description of each field .
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— Local Login Setting
User Name | admin|
Password | sesssressnass

Confirmed Password |

| Update |

Figure 2.12 Password Setting Webpage

Table 2.3 Descriptions of Password Setting

Label Description Factory Default
User Name UserB Name. Max. 15 characters admin
Password Password to log-in. Max. 15 characters default
Confirmed Password Retype the password. This has to be NULL
exactly the same as the password entered
in the above field. Max. 15 characters

In addition to the local authentication, the switch can be configured to request for authentication through a
centralized RADIUS or TACACS server when the local authentication fails. Figure 2.13 shows the setting
parameters for authentication server while Table 2.4 summarizes the authentication server settings. For the
RADIUS and TACACS comparison, please refer to Table 2.5 so that you can choose the solution that best suits

your needs.
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— Auth Server Setting

Authentication Server
Senver Type

Server IP/Name
Server Port

Shared Key
Confirmed Shared Key
Authentication Type

ATE -
LS B

(| Enabled

Senver Timeout {1~255 sec)

| Update |

RADIUS usually runs on port 1812, TACACS usua

1812

EREEEEEE

y Tuns on port 49.

Figure 2.13 Authentication Server Setting

Table 2.4 Authentication Server Settings

*NOTE

Label Description Factory Default

Authentication Server Enable/ disable authentication through a Disabled
remote authentication server

Server Type Choose Authentication Server type: RADIUS | RADIUS
or TACACS*. See notes below for a detailed
explanation.

Server IP Name IP address of the authentication server NULL

Server Port Communication port of the authentication 1812
server

Shared Key The key used to authenticate with the 12345678
server. Max. 15 characters.

Confirmed Shared Key Retype the shared key. Max. 15 characters. | NULL

Authentication Type

Authentication mechanism . For RADIUS
MD5. For TACACS: ASCII, PAP, CHAP,
MSCHAP.

RADIUS is MD5
TACACSH is ASCII

Server Timeout (1~255
sec)

The time out period of waiting for a
response from the authentication server.
This will affect the time that the ne xt login
prompt shows up in case that the server is
not available.

5

RADIUS(Remote Authentication Dial in User Service):

RADIUS is an access server that uses authentication, authorization, and accounting (AAA) protocol for
authentication and authorization. It is a distributed security system that secures remote access to networks and
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network services against unauthorized access. The RADIUS specification is described in REC 2865 which
obsoletes RFC 2138

TACACS*H (Terminal Access Controller Access-Control System Plus):

TACACSt is a security application that provides centralized validation of users attempting to gain access to a router
or network access server. The TACACS specification is described in Cisco's TACACS- RFC draft

Table 2.5 Comparison of Authentication Server Settings between RADIUS and TACAC$

RADIUS TACACSH+
Transport Protocol UDP TCP
Authentication and Separates AAA Combines authentication and
Authorization authorization
Multiprotocol No Yes, support AppleTalk Remote
Support Access (ARA) and NetBIOS

protocol

Confidentiality Only password is encrypted Entire packet is encrypted

2.3.2 IP Setting

In this subsection, users may modify network settings of Internet Protocol version 4 (IPv4) for the managed switch.
Additionally, on industrial managed switch, any virtual local area network (VLAN) group can be assigned an IP
interface address. There are two types of IP setting that can be done in this subsection: 1) setting managed (or
management) interface IP address and 2) setting IP interface address for VLAN. Note that a VLAN group must be
created first as described in Section 2.14.2.1 before assigning an IP interface address in this section. Each IP
interface address is a separated subnet. The user can configure multiple IP interface addresses on the switch. The
IP interface of VLAN 1 is the default managed (or management) interface of the switch as configured in Section

2.14.1.

This subsection is divided into two parts : IP Setting and IP Interface. The IP Setting part is depicted in Figure 2.14.
The Managed Interface VID has a default value of 1. However, the Gateway, the Primary DNSand Secondary DNS
can be entered. If the user set gateway or DNS on this page, the managed switch wil not set the gateway or the
DNS from DHCP server After entering the desired information, please click Update button to change the IP Setting.

IP Setting

Warning: Change static IP address will cause the
Web disconnect.

Gateway \ 10.0.0.254
Primary DNS |
Secondary DNS |

Update

Figure 2.14 IP Setting under IP Setting Webpage

The second part of IP Setting section is the IP Interface part as shown in Figure 2.15. In this part, there is a table at
the bottom that lists the IP interface information of each VLAN Identification number (VID). The user can configure
IP interface address for VLAN 1 to 4094 in this IP interface part. Note that the maximum number of IP interface is
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32. The user can remove each entry in the table by cicking on the Remove button. The user can configure the IP
Interface address for each VLAN ID (VID) in this part. To change the IPv4 address of the managed switch (default
is 10.0.50.1), the user can enter a new Static IP Address and a new Subnet Mask, and select VID=1 from the drop-
down list then clicking Update button. Note that the user will need to manually update the new IP address in the
URL field of the web browser if the IP address of the managed switch is changed.

—IF Interface

DHCF

Static IP Address

Subnet Mask

VID Select vlan v

Update

DHCP IP Address Subnet Mask VID

Disabled 11.0.50.10 25525500 10 | Remove
Disabled 10.0.50.1 25525500 1 | Remove
Disabled 12.050.20 25525500 20 | Remove

Figure 2.15 IP Interface Part under IP Setting Webpage

To configure IP interface address for other VLAN Identification number (VID), enter the desired Static IP Address
and Subnet Mask, and select a VID from the drop-down list, and then click on the Update button. Additionally, each
IP interface of the switch can enable the Dynamic Host Configuration Protocol (DHCP) by checking the DHCP box
option to obtain an IP address and related information automatically from a DHCP serverthus reducing the work
for an administrator . Note that when checking the DHCP option, the Static IP Address and the Subnet Mask will be
inactive. The only field that can be selected is the VID which means that the VID will obtain the IPv4 address
automatic ally for its interface . Note that before deleting any VLAN group as described in Section2.14.2.1, please
make sure that the VID does not establish an IP interface. The description of each field and its default value in IP
Setting webpage are summarized in Table 2.6.

Table 2.6 Descriptions of IP Settings

Label Description Factory
Default
DHCP By checking this box, an IP address andrelated fields will Uncheck

be automatically assigned. Otherwise, users can set up
the static IP address and related fields manually.

Static IP Address Display current IP address. Users can also set a new static | 10.0.50.1
IP address for the device.

Subnet Mask Display current Subnet Mask or set a new subnet mask 255.255.0.0

Gateway Show current Gateway or set a new one 0.0.0.0

Primary DNS Set the primary DNS IP address to beused by your NULL
network

Secondary DNS Set the secondary DNS IP address The Ethernet switch NULL
will locate the secondary DNS server if it fails to connect
to the Primary DNS Serve.
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VID Virtual local area network identification number is the 1D NULL
value for VLAN that need to be configured with IPv4
address.

2.3.3 IPv6 Setting

This subsection enables AtopB industrial managed switch to operate in Internet Protocol version 6 (IPv6) network.
The webpage is subdivided into two parts: IPv6 Setting and IP interface for IPv6. The first part called IPv6 Setting
is shown in Figure 2.16. This part also provides the current IPv6 address information (Link-Local Address) and
allows the users to configure the Gateway and the Domain Name Service (DNS) for IPv6 network. If the users
change any DNS setting, please clicking on theUpdate button to allow the new configuration to take effect .

— IPV6 Setting

Warning: Change static IPv6 address will cause the Web disconnect.
Link-Local Address  feB0:260:e91T fe1e:93b9/64

Gateway | |
Primary DNS | |
Secondary DNS | |

| Update |

Figure 2.16 IPv6 Setting Partof IPv6 Setting Webpage

The second part called IP Interface for IPv6 is shown in Figure 2.17. Similar to IPv4 Setting in previous subsection,
the IPv6 Setting also allows the user to set IPv6 interface address for a virtual local area network (VLAN) group
based on the VLAN identification number (VID).For managed switch, the users haveoptions to enable Autoconfig,
DHCPv6, or Manual setting Note that in IPv6 network, there are three types of auto configuration: stateless, stateful,
and a combination of both . The dAutoconfig 2option here is the stateless configuration, while the @DHCPvee option
is the stateful configuration . If the users check both the Autoconfig and the DHCPvV6 options, the switch will use
the combination of stateless and stateful configuration . When selecting the dMlanualzoption, the users will have to
enter the Global Unicast Address, Prefix Length, and Gateway. The users can select the VID from the drop-down
k h 8edect @ane After finishing the setting, please click on the Update button to allow the new configuration to take
effect.

Page 31 of 289



! [ ]

Industrial Managed Heading 1,Product

Layer-3 Ethernet Switch User Manual Manual
— IP Interface for IPvG
Autoconfig (]
DHCPvG (]
Manual (]
Global Unicast Address
Prefix Length
VID Select vian
[ Update |
Manual Dynamic
Global  Global  ciokal
VID AutoConfig DHCP Manual : b Unicast
Unicast Unicast Rerirac=
Address Address

Figure 2.17 IP Interface for IPv6 Part of IPv6 Setting Webpage

At the bottom of this part as shown in Figure 2.17, there is also a list of IPv6 interface setting for each VLAN
identification number (VID). The users can click on the Remove button at the end of the line to remove any entry
(or remove IPVv6 interface address setting) from this list which is similar to the IPv4 Setting in previous subsection .
Table 2.7 explains each field in the IPv6 Setting webpage.

Table 2.7 Description of IPv6 Setting

Label Description Factory Default
Autoconfig By checking this box, all IPv6 setting will be automatically configured Uncheck
for the users. This option is based on the stateless autoconfiguration
in which the switch uses information in router advertisement
messages to configure an IPv6 address. The address will be a
concatenation of first 64 bits from the router advertisement source
address with the Extended Unique Identifier (EUF64).

DHCPvV6 By checking this box, an IPv6 address and related fields will be Uncheck
automatically assigned from a DHCPV6 server in the network. This
is a stateful auto configuration in which the switch will generate a

DHCP solicit message to the ALL-DHCP-Agents multicast address to

find DHCPV6 server. Otherwise, users can set up the IPv6 address
manually.

Manual By checking this box, users must provide Global Unicast Address, Uncheck
Prefix Length, and Gateway address in the following fields . Note that
when this option is checked, the next three fields will become active

for setting .
Global Unicast Set an IPv6 address that is routable across the Internet and its three NULL
Address high-level bits are 001. The IPv6 address is inthe format 2XXX::/3.
Prefix Length Set a prefix length for the IPv6 address in previous field. NULL
Gateway Set the IPv6 address of an IPv6 Gateway NULL
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Label Description Factory Default
Manual DNS By checking this box, user must manually provide Primary and Uncheck

Secondary DNS addresses for IPv6. Note that when this option is
checked, the next two fields will become active for setting .

Primary DNS Set the primary DNS IPv6 address to beused by your network. NULL
Secondary DNS Set the secondary DNS IPv6 address The Ethernet switch will locate NULL
the secondary DNS server if it fails to connect to the Primary DNS
Server.
234 Ping

AtopB managed switch provides a network tool called Ping for testing network connectivity in this subsection . Ping
is a network diagnostic utility for testing reachability between a destination device and the managed switch . Note
that this utility is only for IPv4 address . The Ping utility for IPv6 will be provided in the next subsection. Figure 2.18
shows the user interface for using the Ping command .

Ping
Address of network host
Ping
Figure 2.18 Ping Webpage

Users can enter an IP address or a domain name into the field to verify network connectivity as shown in Figure
2.19. After entering the IP address/ name, please click dingzbutton to run the ping function . Example of successful

ping resultis shown in Figure 2.20 while a failure ping result is depicted in Figure 2.21.

Ping
Address of network host Www.google.com
Ping
Figure 2.19 Example of Ping Command
Fing Result

Fing statistics for www.google.com :

FPackets: Sent=4, Received =4, Lost=10

Figure 2.20 Example of successful ping command result
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Ping statistics

Lnknow host, www.google.com, or probably incorrect DMNS
setting

Ping again!
Figure 2.21 Example of unsuccessful ping command result

*Note:

If users enter a domain name instead of an IP address, they should assign a DNS first This can be done through
Administration A IP Setting as shown in Section2.3.2.

2.3.5 Ping6

Ping6 is a corresponding network diagnostic utility for testing reachability between a destination device and the
managed switch in IPv6 network. Figure 2.22 shows the user interface for using the Ping command .

FPingG

Address of network host
FPingh
Figure 2.22 Ping6 Webpage

Users can enter an IPv6 addressinto the field to verify network connectivity . After entering the IPv6 address, please
click @Ping6zbutton to start the ping function . Examples of successful ping6 results are shown in Figure 2.23.

Pingt statistics

Fing statistics for fed0::260:e9ff.fe14:4c8c -

Packets: Sent = 4, Received = 4, Lost =0

Ping& again!

Figure 2.23 Example of Successful Ping6 Result
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2.3.6  Mirror Port

In order to help the network administrator keeps track of network activities, the managed switch supports port
mirroring, which allows incoming and / or outgoing traffic to be monitored by a single port that is defined as a mirror
port. Note that the mirrored network traffic can be analyzed by a network analyzer or a sniffer for netw ork
performance or security monitoring purposes . Figure 2.24 shows the Mirror Port webpage. The descriptions of port
mirroring options are summarized in Table 2.8.

Mirror Port

Mirrored direction | Disabled "
Mirrored ports Part1 Port2 Port3 Partd Port5 Paorté Port7 Portd
Mirror-to-port Port1

Update

Figure 2.24 Mirror Port Webpage

*Note:
Overflow will occur if the total throughput of the monitoring ports exceeds what the mirror port can support .

Table 2.8 Description of Port Mirroring Options

Label Description Factory Default

Monitored direction Select the monitoring direction . Disabled

- Disable: To disable port monitoring .

- Input data stream: To monitor input data
stream of monitored ports only .

- Output data stream: To monitor output
data stream of monitored ports only

- Input/ Output data stream: To monitor
both input and output data stream of
monitored ports

Monitored Port Select the ports that will be monitored Unchecked all
Select the mirror port that will be used to Portl
Mirrorto-port monitor the activity of the monitored
ports
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2.3.7 System Time

AtopB industrial managed switch has internal calendar (date) and clock (or system time) which can be set manually
or automatically . Figure 2.25 shows the System Time and SNTP webpage The users have options to configure
Current Dateand Current Time manually. There is a drop-down list of Time Zone which can be selected for the local
time zone. If the switch is deployed in a region where daylight saving time is practiced (see note below for
explanation), please check the Enable option for Daylight Saving Time. Then, the users will have to enter the Start

Date, End Date and Offset in hour(s).

System Time and SNTP

Current Date 200817 124 10 (ex YYYYIMMWDD)

Current Time 2 27 5 (ex 18:00:30)

Time Zone (GMT+08:00)Taipei W
Daylight Saving Time [Enable

Start Date — I - I - I — (Month / Week / Date / Hour)
End Date -- I - I - | - (Month / Week ! Date / Hour)
Offset 0 hour(s)

Enable SNTP ]

MTP Server 1 time.nist.gov (ex: time.nist.gov)

MTP Server 2 time-Atimefreq.bldrdoc.go (ex time-Atimefreq.bldrdoc.gov)
Time Server Query Period 259200 seconds(60~259200), (¥2:00:00)

Enable NTP Server ]

Update Refresh

Figure 2.25 Webpage for Setting System Time and SNTP

For automatically date and time setting, the users can enable Simple Network Time Protocol (SNTP) by checking

the Enable SNTPoption (see note below for explanation). Then, the users must enter the NTP Server 1 and NTP
Server 2 which will be used as the reference servers to synchronize date and time to. The users can specify the

Time Server Query Period for synchronization which is in the order of seconds. The value for this period will depend

on how much clock accuracy the users want the switch to be . Finally, the managed switch can become a network
time protocol server for the local devices by checking the box behind the Enable NTP Serveroption. Description of

each option is provided in Table 2.9.

Table 2.9 Descriptions of the System Time and the SNTP

Label Description Factory Default
Current Date Allows local date configuration in yyyy/mm/dd None
format
. Allows local time configuration in local 24 -hour None
Current Time
format
Time Zone The userB current local time (GMT+08:00) Taipei
Daylight Saving Enable or disable Daylight Saving Time function Unchecked
Start Date Define the start date of daylight saving NULL
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Label Description Factory Default
End Date Define the end date of daylight saving NULL
Decide how many hours to be shifted 0
Offset forward/backward when daylight saving time begins
and ends. See note below.
Enable SNTP Enables SNTPfunction. See note below. Unchecked
NTP Server 1 Sets the first IP or Domain address of NTP Server. time nist gov
Sets the second IP or Domain address of NTP Server | Time-A.timefreq .bldrdoc.gov
NTP Server 2 Switch will locate the 2nd NTP Serverif the 1st NTP

Server fails to connect.

Time Server Query
Period

This parameter determines how frequently the time
is updated from the NTP server. If the end devices
require less accuracy, longer query time is more
suitable since it will cause less load to the switch .
The setting value can be in between 60 0259200 (72
hours) seconds.

259,200 seconds

Enable NTP Server

This option will enable network time protocol (NTP)
daemon inside the managed switch which allows
other devices in the network to synchronize their
clock wit h this managed switch using NTP.

Unchecked

*Note:

- Daylight Saving Time: In certain regions (e.g. US), local time is adjusted during the summer season in order to
provide an extra hour of daylight in the afternoon, and one hour is usually shifted forward or backward.

- SNTP: Simple Network Time Protocol is used to synchronize the computer systems Rlocks with a standard NTP
server. Examples of two NTP servers are time.nist.gov and time-A.timefreq.bldrdoc.gov.

2.3.8 Modbus Setting

Atop®B managed switch can be connected to a Modbus network using Modbus TCP/IP protocol which is an
industrial network protocol for ¢ ontrolling automation equipment . The managed switch®B status and settings can
be read and written through Modbus TCP/IP protocol which operates similar to a Management Information Base
(MIB) browser. The managed switch will be a Modbus slave which can be remotely configured by a Modbus master.
The Modbus slave address must be set to match the setting inside the Modbus master . In order to access the
managed switch, aModbus Address must be assigned as described in this subsection. A Modbus memory mapping
table, which lists all the register B addresses inside the managed switch and their descriptions, is provide in 7
Modbus Memory Map. Figure 2.26 shows the Modbus Setting webpage.
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Figure 2.26 shows the webpage that users can set up the Modbus ID address. Users can use Modbus TCR IP
compatible applications such as Modbus Poll to configure the switch . Note that Modbus Poll can be download
from http://www .modbustools .com/download.html. The Modbus Poll 64-bit version 7.0.0, Build 1027 was used in
this document. Atop does not provide this software to the users . Tutorial of Modbus read and write examples are
illustrated below .

*Note: The switch only supports Modbus function code 03, 04 (for Read) and 06 (for Write).

Read Registers(This example shows how to read the switchB IP address.)

Data . e
Address Read/Write Description
Type
IP Address of switch
Ex: 1P =10.0501
Word 0 Hi byte = 0x0A
0x0051 (81) 2 words R Word 0 Lo byte = 0x00
Word 1 Hi byte = 0x32
Word 1 Lo byte = 0x01

Figure 2.27 Mapping Table of Modbus Address for SwitchB IP Address

1. Make sure that a supervising computer (Modbus Master) is connected to your target switch (Modbus Slave)
over Ethernet network.

2. Launch Modbus Poll in the supervising computer. Note a registration key may be required for a long-term
use of Modbus Poll after 30-day evaluation period. Additionally, there is a 10-minute trial limitation for the
connection to the managed switch .

3. Click Connect button on the top toolbar to enter Connection Setup dialog by selecting ConnectT menu as
shown in Figure 2.28.

8 Modbus Poll - MbpollL _ i SHEEn )
File Edit [ Connection | Setup Functions Display View Window Help
LR F2 | 06 15 16 22 23 |11 B K2
Mbpo Disconnect F4 E@
Tx=0:E Auto Connect * I00ms
Mo Conm Quick Connect F5
Alias 00000 i
’JD 00000/
il il 2 0xD000
_2 O=0000 E
_3 0=0000
: O=0000
_5 0=0000
_5 O=0000
; OreWOMO0Y S
Connect 10.0.50.1: 502

Figure 2.28 Entering Connection Setup Menu of the Modbus Poll

4. Select Modbus TCP/IP as the Connection mode and enter the switchB IP address inside the Remote
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Modbus ServerB IP Address or Node Namefield at the bottom as shown in Figure 2.29. The Port number
should be set to 502. Then click OK button.

Connection Setup ﬁ
Connection
{Madbus TCRAP |
Serial Settingz

Ok M ode
@ RTU ASCIH
9600 B aud
2 Data bi Reszponze Timeout
ata bitz 1000 -
Ewven Party
Delay Between Pollz
1 Stop Bit Advanced... 10 [mz]
Remate Server
IP Address Part Connect Timeout
{10.0.50.1 502 | 3000 [ms]

Figure 2.29 Modbus Poll Connection Setup

5. On the window Mbpolll, select multiple cells from row 0 to row 2 by clicking on cells in second column of
row 0 and row 2 while holding the shift key as shown in Figure 2.30.

L Modbus Poll - Mbpoll1 - =
File Edit Connection Setup Functions Display View Window Help
D& K| |5 2|/ |0s061516 17 22 23 |TC o | B W2
Mbpoll1 (= [®][=]
Tx =321 Er=0:1D =1: F =03: SR = 1000ms
Alias| 00000 A
0|
1
[2 26468
3 25632
4 21367 o
For Help, press F1. [10.0.50.1]: 502

Figure 2.30 Multiple Cell Section in Modbus Poll

6. Set Display mode of the selected cells in previous step to HEX (hexadecimal) by selecting Display pull-
down menu and choosing the Hex as shown in Figure 2.31.
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File Edit Cennection Setup Functions | Display | View Window Help
Colors... Alt+Shift-C 5 16 17 22 23 |TC 2| 7 W2
| Font.. Alt+Shift+F ]
|50 ]
Signed Alt+5Shift+5 s
Unsigned Alt+5hift+L
Hex Alt+Shift+H A
Binary Alt+Shift+B
Long AB CD
Long CD AB
Long BA DC
Long DC BA
Float AB CD
Fleat CD AB
Float BA DC v
] Float DC BA
[ o J: 502
Figure 2.31 Set Display Mode to Hex in Modbus Poll
7. Click on the Setup pull-down menu and choose Read Write Definitiom Tas shown in Figure 2.32.
| | File Edit Connection | Setup | Functions Display View Window Help
Read/Write Definition... F8 | 7|05 06151617 22 23| TC 2, | B W2
Read/Write Once F&
[=]
Read/Write Disabled Shift+F& Mbpoll E@
=03: 53R = 1000ms
Excel Log... Alt+X
Excel Logging Off Alt+C  p00D &
Log.. Alt+L m
1257
Logging Off Alt+0
ogging Alt+ o
Reset Counters F12 F32
Reset All Counters Shift+F12 367
Use as Default 996
7 11296
8 17736 v
Read/write definition [10.0.50.1]: 502

Figure 2.32 Modbus Poll Setup Read Write Definition

8. Enter the Slave IDin the Modbus Poll function as shown in Figure 2.33, which should match the Modbus

Address =1 entered in Figure 2.26 in Section 2.3.8 (Modbus Setting).
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Read/Write Definition

Slave 1D: Ok

Furction: | 03 Read Holding Reagisters [4x] Cancel
Address: |1 Protocol address. E.q. 40011 -» 10
Quantity; |2
Scan Flate: | 1000 [ms] Apply
Dizable
[] Read/wiite Disabled
[] Dizable on emrar Feadsfite Once
Wiew
F o

@10 (20 (80 (2100 ) Fit to Quantity

[ ] Hide &lias Calumns []PLC Addresses [Baze 1)
[] Addressz in Cell [ ] ErvonsD aniel Mode

Figure 2.33 Slave ID in the Modbus Poll Function is set to 1

9. SelectFunction 03 or 04 because the managed switch supports function code 03 and 04 as shown in Figure
2.34.

Read/Write Definition

Slave ID: |1 (]
Function: @3 Fead Holding B egizters [4x] D Cancel
&ddress: |91 Protocol address. E.g. 40011 -> 10
Quantity: |2
Scan Fate: 1000 [rg] Apply

Dizable

[ ] Readwiite Dizabled

[] Dizable an eror Fead/write Once

Wiew

Rowsz

@10 (20 80 100 O Fit to Quantity

[]Hide Alias Columns []PLC Addreszes [Baze 1)
[] &ddress in Cell []ErvondDaniel Mode

Figure 2.34 Set Code 03 in the Modbus Poll Function
10. Set starting Address to 81 and Quantity to 2 as shown in Figure 2.35.
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Read/Write Definition

Slave D |1 1] 4
Function: | 03 Read Holding Registers [4x] w Cancel
Address: Pratocol address. E.g. 40011 - 10
Queniy
Scan Rate; | 1000 [rz] Apply

Dizable

[ ] ReadAwiite Dizabled

[ ] Dizable on error Read wiite Once

Wiew

Rowes

@10 (20 80 (100 C)Fitbo Quantity

[] Hide Alias Columns []PLC &ddresses [Base 1)
[] sddress in Cell [ ] ErrondDaniel Made

Figure 2.35 Setup Starting Address and Quantity in Modbus Poll

11. Click OKbutton to read the IP address of the switch.

(% Modbus Poll - Mbpolia 1 '-'__ K E—)
File Edit Connection Setup Functions Display View Window Help
D& X|F S 2|1 05061516 22 23| w1| B K2
MbpollL = =)
Tx=323:Err=0:1D=1:F = 04: 5A. = 1000ms

Alias 00080 i
1 O=0DADD
; 0x3201 3
3
4|
5|
5
B -
For Help, press F1. 10.0.50.1: 302

b

Figure 2.36 Modbus Memory Address 81 and 82 are the location of EHG76xxB IP Address

12. Modbus Poll will get the values 0x0A, 0x00, 0x32, 0x01, which means that the switchB IP is 10.0.50.1 as

shown in Figure 2.36.
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Write Registers (This example shows how to clear the switch B Port Count (Statistics).)

Address Data Read/Write  Description
Type
0x0100 (256) 1 word W Clear Port Statistics

0x0001: Do clear action

Figure 2.37 Mapping Table of Modbus Address for Clearing Port Statistics

1. Check the switchB Port TX/RX counts in Port Statistics page (described in Section 2.5.4) as shown in

Figure 2.38.
Port Statistics
Port Enable Link
Port1 Oon Up
Port2  On Down
Pori3  On Down
Portd  On Down
PortG1 On Down
PortG2 On Down

™ Tx Error Tx Rate(Kbps) Rx Rx Error
11700 0 i} 35115 0
0 0 i} 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 o 0 0

Figure 2.38 Port Count in Port Statistics Webpage

2. Click function 06 on the toolbar as shown in Figure 2.39.
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Figure 2.39 Click on Function 06 in the Modbus Poll
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