ato

Technologies

o

Atop Technologies, Inc.

P

Protocol Gateway
IEC61850 Client/Server

Protocol and
eNode Designer configuration

eNode Configuration Manual

V1.3
September 29, 2017

Page |1



IEC 61850 eNode Configuration CLIENT/SERVER

This PDF Document contains internal hyperlinks for ease of navigation.
For example, click on any item listed in the Table of Contents to go to that page.

@ IEC 61850 Configuration Guide
@ IEC 61850 Interoperability

Published by:

Atop Technologies, Inc.

2F, No. 146, Sec. 1, Tung-Hsing Rd,
30261 Chupei City, Hsinchu County
Taiwan, R.0.C.

Tel: +886-3-550-8137
Fax: +886-3-550-8131
www.atoponline.com
www.atop.com.tw

Page | 2


http://www.atoponline.com/
http://www.atop.com.tw/

IEC 61850 eNode Configuration CLIENT/SERVER

Important Announcement

The information contained in this document is the property of Atop technologies, Inc., and is supplied for the sole
purpose of operation and maintenance of Atop Technologies, Inc., products.

No part of this publication is to be used for any other purposes, and it is not to be reproduced, copied, disclosed,
transmitted, stored in a retrieval system, or translated into any human or computer language, in any form, by any
means, in whole or in part, without the prior explicit written consent of Atop Technologies, Inc.,

Offenders will be held liable for damages and prosecution.

All rights, including rights created by patent grant or registration of a utility model or design, are reserved.

Disclaimer

We have checked the contents of this manual for agreement with the hardware and the software described. Since
deviations cannot be precluded entirely, we cannot guarantee full agreement. However, the data in this manual is
reviewed regularly and any necessary corrections will be included in subsequent editions.

Suggestions for improvement are welcome.

All other product’s names referenced herein are registered trademarks of their respective companies.

Documentation Control

Author: | Matteo Tabarelli
Revision: | 1.3
Revision History: | Change format, and features improvement
Creation Date: | 9 December 2015
Last Revision Date: | 29 September 2017
Product Reference: | PG59XX User Manual
Document Status: | Release

Page |3



IEC 61850 eNode Configuration CLIENT/SERVER

Table of Contents

1 INEFOAUCTION ...ttt sttt e e et e s e beebeebeeaeeeneenas 6
1.1 S TeTo] o 1T RSP PPURPPRPRIRY 6
1.2 OVEIVIBW. ...ttt et ettt e et e et e et e e et eeeaseeaaseeansseeanseeaaseeaaseeansseeanseeenseeansaeennseanseasnsaeensaeenseanns 7
T.2.T DOCUMENT REFEIENCE. ....ceieiiiiiiieiietee ettt ettt ettt et e b e sbeeseessesbesseessessessesseessensans 7
1.2.2 List Of ABDreVIAtioONS .....cc.ooiiiiciiciee ettt ettt b e teessessesesseessensans 7
2 GENEral DESCIIPLION .. .eeiiiicee et et be et e et e e saae e eenseesnseennes 8
2.1 General SCreen DESCIIPLION .....oo.eiiieiieieee ettt ettt ettt ettt ente st e e aeseeeneeneeneas 8
2.2 SCL Tree EXPlanation .........coooiiiiiieecee e ettt et e e e eas 9
2.3 Associated DAs are Combined into a Single Data Point...........c.cccoeiiiiiiiiiciceeeeeeeeeeee 10
2.4 Replaces Ethernet Properties ..... ..o oottt 11
3 IEC 61850 ADH Application Configuration GUIide .............ccceeviieiiiiiiiciieceeceee e 12
3.1 Adding the Module in @NOAE DESIGNET.......c..oouiiuieieieeieeeee ettt 12
3.2 Common Configuration DETAIlS ..........coeiiiiiieeee e e 13
3.2.1 Changing and Reloading SCL FilS..........oouiiiiieieee et 13
3.3 Client CONFIGUIATION ..ottt ettt ee st e e te e st e st esenseeneeneeneas 14
3.3.1 IEC 61850 Client — Select which data points to use in eNode Designer..........ccccceeevveeeieeiieecneenne. 14
3.4 Server CoNFIQUIATION ......c..ooiiiece ettt ettt e et e et e eaeeeas 15
3.4.1 IEC 61850 Server — Mapping Data Points to the Local IED ...........cccooieieiiiieieeeeeeee e 15
3.4.2 IEC 61850 Server - Altering EXisting MappiNgs ....c.coeeieieiiieieieese et 17
3.4.3 IEC 61850 Server - GOOSE SUDSCHPLION .....ccueeuiiiieieii ettt 18
4 REfErENCE GUITE ..ottt ettt et s e re e beeseesseenaesseenseens 19
4.1 Mass Tree Expanding and CollapSing........cceecuieiiieiieiiieiieieeie ettt ettt et et eaeeae e ens 19
4.2 TaDIE BULLONS ...ttt ettt et e st et e st e s st e s st e s seesseesseesseeenaaeseennaeenes 20
4.3 Modify Selected POINtS WINAOW..........occuiiiiiiicie ettt ettt e ve et e beebe v ens 20
5  Protocol Implementation Conf. Statement (PICS).........c.ccooveiiiiecicieeeeeeeeee 22
5.1 IEC 61850 Protocol Implementation Conformance Statement............ccoccooieieienieiecieeeeeeene 22
52 ACSI BasSiC CONFOMMANCE........couiiiieiieieetieeteee ettt ettt e st et e be e st eneessesseeseenseseeseensensens 22
5.3 ACSI Models Conformance State@MeENt ............cceeiiiiiiiiiieiiieceee ettt 23
54 ACSI Service Conformance StatemMENT ..........c.ooveiiiiiiiiieeeeeee ettt 24
Table of Figures
Figure 2-1 — View of a newly loaded SErver SCL file. .......ooiiiiiiiiiiieceeeeeee ettt 8
FIGUIE 2-2 - IMIAIN SCIEEN. ..ottt ettt e e ettt e e ettt e e e sttt e e e etaseeeeasaeeesasaaeeeassssaeeasssseesassseeeaassseeeassssaeeanssaneeannres 9
Figure 2-3 - Main screen of a single 10gical NOAE. ...........cooiiiiiiiieeiiieceee ettt ettt e 9
Figure 2-4 — Combined DAS, EXaMPIE ONE. ......ccoiiiiiiieieee ettt ettt e eiae et e st e sabeeeaeesbeesaeesaessbesnsesnsesnsennns 10
Figure 2-5 — Combined DAS, XaMPIE TWO. .....occiiiiiiiieie ettt ettt eeeae et e esaeesaesabesnseesaesnsennns 11
Figure 3-1 - Adding an IEC 61850 module t0 the PrOJECT. .......oovieiieieeece et 12
FIgure 3-2 — SCL file SEIECHION. .....c.eoiiiiieeeieee ettt ettt ettt et et e se et e beeteessenseeseeseensennas 13
Figure 3-3 — AItered fil& WarNiNgG. .....c..ooiioiiieeeeeeee ettt ettt ettt et e et et e ss s e beeteessesseeseersennennas 13
Figure 3-4 - Mapped CHENt @XAMIPIE. ...o.oiiiee ettt et e et e et e s b e e e e esteesaeesaessaessaessaennsennns 14
Figure 3-5 - To map, first browse to the desired POiNt. ..........cooiiiiiiiiiiiieceeee e 15
Figure 3-6 - Mapping @ SEIVEI POINT......ouiieiie ettt ettt e et e e et e it e e e s et e e s eeeateeseeeanseeenseeenseeeneeeaneeennnes 16

Page | 4


file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940364
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940367
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940368
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940370
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940371
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940374

IEC 61850 User Manual Introduction

Figure 3-7 - Point has beeN MapPPEd. ........c.oo ittt e et et et 16
Figure 3-8 — Altering an existing Mapping WariNG. .........c.cccuiiiieiieie et ettt et e e e ae e eateeaaeeeaeeane e 17
Figure 3-9 — GOOSE subscription: data point SEleCtioN............c.ocoviiiiiiice e 18
Figure 4-1 - SCL tree€ N0de CONEXE MBNU......c.ooiiiiiieeiieeie et et ettt e et e e e et e etaeeaaeeateeateeeaeeaneeens 19
Figure 4-2 - SCL 1ree pane CONTEXT MENU.........uiiiiiiiieeeiiieeeeieee e ettt e e eieeeeetteeeeaeeeeseseeeesssseeeesssaeeeasssseeessssseesasseeennnns 19
Figure 4-3 - Table DUTLONS. .......oooeiieie e ettt e e e et e et e e aeeeateeaeeeaneeareeans 20
Figure 4-4 - Opening the Modify Selected Points WINAOW. ..........cc.ocovieiiiiiiiicece e e 21
Figure 4-5 - Modify Selected POINtS WINAOW. ........c..cviiiiiiieeee et et 21
List of Tables
Table 2-1 — Automatic IP Setting ModifiCations. ...........coiiiiiiee e 11

Page| 5


file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940376
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940377
file:///C:/Users/Matteo/Documents/Atop%20Documents/Datasheets%20and%20User%20Manuals/Final/eNode%20Designer%20User%20Manual%20IEC61850%20Atop%20v1.2.docx%23_Toc479940383

IEC 61850 User Manual Introduction

1 Introduction

Thank you for Buying Atop’s Protocol Gateway.
The product is bundled with the following three user manuals:

1) Hardware specific installation user manual- not covered in this document. It covers Atop’s hardware
installation procedure, wiring, power connection etc.

2) Getting started with Atop’s Protocol Gateway user manual — configuration tool introduction, web
configuration, software architecture introduction— not covered in this document. This manual covers the
introduction, installation, network set-up maintenance and using of the configuration tool software,
including the procedure to be followed for uploading new configurations to Atop’s device.

3) Protocol specific user manual (This Manual). One protocol-specific manual will be provided for each
protocol installed on the device. This manual covers:

a. Basic device network configuration

b. Step-by-step protocol set-up for in eNode designer

c. Description of the protocol-specific software features, the device profile and the implementation
table of supported functionalities.

This manual is for IEC 61850 Client/Server and describes how to use the IEC 61850 eNode Designer Module to
configure Atop’s IEC 61850 ADH Application within the eNode Designer configuration tool.

1.1 Scope

This document is divided into 3 major sections:
e Overview with General Description; and a
e |EC 61850 ADH Application Configuration Guide
e |EC 61850 ADH Application Interoperability

IEC 61850 Standard related information and the IEC 61850 Standard itself is not part of the scope of this
document, so it is assumed the user to have some basic knowledge about the protocol. For more detailed
information on the IEC 61850 Standard visit the official IEC website on http://www.iec.ch

This manual assumes that reader has some basic knowledge of the IEC 61850 standard documents and
protocol. The following is the document list:

IEC 61850 Description
Document
Part

IEC 61850-1 Introduction and overview

IEC 61850-2 | Glossary

IEC 61850-3 General requirements

IEC 61850-4 | System and project management

IEC 61850-5 Communication requirements for functions and device models

IEC 61850-6 | Configuration description language for communication in electrical substations related to IED’s
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IEC 61850-7-1 |Basic communication structure for substation and feeder equipment — Principles and models
IEC 61850-7-2 | Basic communication structure for substation and feeder equipment — Abstract
communication service interface (ACSI)

IEC 61850-7-3 | Basic communication structure for substation and feeder equipment — Common data classes

IEC 61850-7-4 |Basic communication structure for substation and feeder equipment — Compatible logical
node classes and data classes

IEC 61850-8-1 Specific communication service mapping (SCSM) - Mappings to MMS (ISO/IEC 9506-1 and
ISO/IEC 9506-2) and to ISO/IEC 8802-3

IEC 61850-9-1 Specific communication service mapping (SCSM) — Sampled values over serial unidirectional
multi-drop point-to-point link

IEC 61850-9-2 Specific communication service mapping (SCSM) - Sampled values over ISO/IEC 8802-3 2

IEC 61850-10 | Conformance testing

IEC 61850-80- | Communication networks and systems for power utility automation

1Ed. 1.0 — Part 80-1: Guideline to exchange information from a CDC based data model using IEC
60870-5-101/104

1.2 Overview

1.2.1 Document Reference

[1] Document Title: 197-0100 eNode Designer User Manual
Revision: Version 1.00

1.2.2  List of Abbreviations

ADH
DA
IEC
IED
SCL
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2 General Description

The IEC 61850 eNode Designer Module uses a pre-existing SCL file for configuration; the configuration tool’s
primary action is to select which data points should be added to or mapped from the ADH database.

When an SCL file is loaded into eNode Designer, a copy is automatically saved in the eNode Designer project file.
This allows the project file to be sent (e.g. email) and opened anywhere without the need to send the SCL file as

well.

The generation or the editing of the SCL file (ICD designer) is not covered inside this manual. For SCL file creation
or editing, please contact an Atop Technologies representative

2.1 General Screen Description

Once an SCL file has been imported, a view similar to the following will be shown. The tab section allows the user
to browse the local IED versus the connected remote IEDs.

In the client, there are no configuration options for the local IED so that tab will not be displayed. It just has a tab
of remote IEDs showing all the servers connected.

In the server, the local IED is configurable so that tab is shown. In 61850 servers, the only data points should be
accessed access from remote IEDs are those published on GOOSE, so the remote IEDs tabbed is named “GOOSE
subscription”.

(1)

Local IED | GOOSE subscription

SCL File: s 000000XXXXXX\SCL Files\example_server cid

Browse | | Reload File

Select data points to map from eNode /\ Selected data points. eNode » 61850
o |:| IED: Server1 { 3 \ Tag Data Type Exchange Typdg
- N

Figure 2-1 — View of a newly loaded server SCL file.

@ Tabs — Local IEDs will be separate from Remote IEDs. See details above.

@ SCL Tree Windowpane — This shows the Project Tree of the currently selected IED. The tick-boxes allow
for selection of data points for mapping. Expand the branches to view further down the project tree.

Mapped Points — This is where the points that have been mapped will appear. Each row in this table
corresponds to a single “ticked” leaf DA node in the tree.
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2.2 SCL Tree Explanation

The SCL file given is expanded into a tree-view showing different levels of IED, Logical Devices, Logical Nodes,
then into Data Objects and Data Attributes. The “final” nodes are mappable data points. A screen shot is shown
below.

Remote IEDs
Select data points to make them available in eNode i Selected data points. 61850 » eNode
o= [] ﬁ |IED: SimpleSenverOne [ Tag Description Data Type Exchange Type
+ [ ED: simpleServerTwo :|SimpleServerThrees... SimpleServerThrees... |Single Point Command (Multi Stage)
:|SimpleServerThree$... SimpleServerThree§... |Single Point Data
o [ Logical Device: LDevice - |SimpleServerThrees... [SimpleServerThrees... [Float 32 Data

¢ [ ED: SimpleServerThree
¢ Logical Device: LDevicel
o []T0 Logical Node: LLNO
o [| [ Logical Node: LPHDO
? Logical Node: BoolGGIOD
o []D0 DO: Beh
¢ [#100 DO: 5PCE01
? DA DA Oper
f]"f\ BDA: ctiVal  Single Point  [SBOw / ctiVal, Cancel / ctival]
DA DA stval  Single Point  [q, 1] g
[[]1 DA DA clilodel  Unsigned 8 =:
o [] [ Logical Node: BoalGGIO1 i
o D Logical Node: Int32GGIO0
- D Logical Mode: Int32GGI01
¢ Logical Node: BatteryZBATO
o []08 DO: Beh
o []D9 DO: Batst
o []D0 DO: BatTyp
[ 00 DO Vol
¢ [¥|DA DA mag [gt
DA BDAT Float32
o- [] DA DA units
o []1D0 DO: Amp
o (][ Logical Node: BatteryZBAT1

Figure 2-2 - Main screen.

Each mappable point has a description of its data type, which is extracted from the SCL file. A zoomed-in portion
of the tree is shown below along with a more detailed description of the components.

L3 Logical Mode: BoolGGIO0
o [] DO DO: Beh
? DO DO SPCS01
[ DA DA Oper
ba BDA: ctival  Single Point  [SBOw / ctiVal, Cancel / ctivial]
DA DA stval  Single Point  [q, 1]
[ DA DA ctiModel  Unsigned 8

Figure 2-3 - Main screen of a single logical node.

For example with this BoolGGIO0/SPCS0O1/stVal, the tree node text contains information about its node type (DA),
node name (stVal), ADH Data Type (Single Point), and in this case also some square bracket notation. The square
bracket notation shows that the g and t DAs are bound with the stVal data point. This is explained further in
section 2.3.

The data type of the point is extracted from the IEC 61850 data type (e.g. “BOOLEAN" becomes “Single Point”). A

special case is 61850 enumerated types, which are placed in the eNode Database as “Unsigned 8". Data types
that the ADH does not support, such as string types, are not shown in the SCL tree at all.
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2.3 Associated DAs are Combined into a Single Data Point

Every eNode Designer data point has an associated timestamp (when the data value changed) and quality flags.
This is similar to how IEC 61850 works with g (quality) and t (timestamp) DAs being updated together with DAs
such as stVal. Thus eNode Designer groups the g and t with the appropriate values according to the 61850
specification to the single eNode (a.k.a. ADH) data point. This means that the with the stVal eNode data point, the
associated quality and time are mapped with the 61850 data attributes g and t.

Multi-stage commands (such as Select Before Operates) are represented as a single data point for mapping in
eNode Designer. Thus, the 61850 Operate structures are combined to a single structure: the “Oper”.

ICD Designer

¢ DO DO -Pos

eNode Designer
DA DA-SBOw

o= DA DA - Oper \(j [] DO DO: Pos
1

o DA DA - Cancel N\ [ EAErrere
DA DA - styal [ ] B BDA: ctival  Single Point  [SBOw/ ctival, Cancel / ctivall
e L]
DA DA-q —@r ——A-Errstra—trrtte Pttt
/Rt
DA DA-t R

DA DA - ciModel [

Figure 2-4 — Combined DAs, example one.

This figure contains a screenshot from ICD Designer and a screenshot from eNode Designer to illustrate how data
points are grouped together within eNode Designer. Both images show the same Pos Data Object in a XCBR
Logical Node.

@ DA: Oper — Shown in the ICD designer image as DA - SBOw, DA - Oper and DA - Cancel, these data
attributes are all grouped as DA: Oper within eNode Designer. This point contains the ct/Val data points of
DA - SBOw, DA - Oper and DA - Cancel. This is shown using the square brackets notation.

@ DA: stVal — According to IEC 61850 specification, g and t apply to stVal. They are separate DAs but they
are grouped together in eNode Designer. This is shown using the square bracket notation after the “stVal”:
[a, t].

@ DA: ctIModel - This is only a single Data Point in both /CD designer and eNode Designer.

Another example is shown below. In this example, the g and t apply to the mag according to the 61850

specification. Any selected point “inside” this mag will have the g and t values associated with the mag combined
into one data point.
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For example, in this case, the mag$i has its quality and time mapped with the 61850 g and t DAs adjacent to the

mag.
ICD Designer eNode Designer
¥ CILN - ZBAT o ][ Logical Node: ZBAT1
$ DO DO - Vol .
¢ DA DA-mag o [ DO DO Vol
DA EDA-| ¢ [ D& DA mag [q, ]
DA DA-q - _
— I | |pa BDA I Integer 32

Figure 2-5 - Combined DAs, example two.

2.4 Replaces Ethernet Properties

When generating and sending the configuration to the target platform, the SCL's local IED Ethernet properties are
modified to match those specified in eNode Designer.

That is, the following attributes are changed in the Access Point associated with the first IED in the SCL file that is
sent to the target device.

Attribute
<P type="IP">..</P>
<P type="IP-SUBNET">...</P>
<P type="IP-GATEWAY">..</P>
<P type="MAC-Address">...</P>

Modification
Replaced by Ethernet’s property in eNode Designer
Replaced by Ethernet’s property in eNode Designer
Replaced by Ethernet’s property in eNode Designer
Removed. Obtained automatically.

Table 2-1 — Automatic IP Setting Modifications.
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3 IEC 61850 ADH Application Configuration Guide

3.1 Adding the Module in eNode Designer

The IEC 61850 module can only be added to Ethernet ports. An IEC 61850 ADH Application can be set up as a
Client or a Server. The choice will be presented when adding it to the project. Atop device supports one server
application per protocol per device.

To add the module to the project, follow the steps explained below.

IP Address: 192 . 168 . 1.
® om0
g ' ' IEC61835/ -
dd ADH Application DHP3 v1.00.002 -
IEC G08T0-5-1 MLUD.UW | IEI Is the new application client or server?
IEC 61850 \i/h 100.010 | lient M
Modbus v1.00.010 [ ok || r— |
SNTP v1.00.000 4 ) (5)
N4

Figure 3-1 - Adding an IEC 61850 module to the project.

Click Add ADH Application.
Click IEC61850.

This dialogue box will appear asking whether the new application is to be configured as a Client or a
Server.

Select either Client or Server from the drop down menu.

Click OK to add the application.

OOOOO
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3.2 Common Configuration Details

After a new IEC61850 Server or Client is added, an SCL file needs to selected. The following pane will appear at the
top centre of the screen for both IEC61850 Servers and Clients.

4 7\
ISCL File: ||_Er0wae I_

[ ] O

Figure 3-2 — SCL file selection.

SCL file — Shows location and name of the SCL file once it has been added to eNode Designer.

Browse — This button will bring up an Open File dialogue box to select the SCL file to be loaded for the
ADH Application, see: Open SCL File Dialogue Box.

®

Reload File — This option is only available once a file has been loaded. Reload file is explained further in
Changing and Reloading SCL Files.

3.2.1 Changing and Reloading SCL Files

When an SCL file is loaded into eNode Designer, it is saved into the eNode Designer project file. If the SCL file has
been changed, a warning will appear next to Reload File, Left clicking the reload file button will load the changes

into eNode Designer.
SCL File: ktop\SCL Files\example_cid_files\example_client?.cid & I Browse I I ,ﬁ Reload File I

Figure 3-3 — Altered file warning.

@ Browse — This button can be used to change the current SCL file, however this will require confirming
login details. This will bring up the Open File dialogue box to select the SCL file to be loaded for the ADH
Application, see: Open SCL File Dialogue Box.

Altered File Warning — The exclamation mark within the yellow triangle will be shown when the currently
loaded SCL file has been changed externally. This indicates that it will need to be reloaded to reflect
those changes within eNode Designer.
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3.3 Client Configuration

3.3.1

IEC 61850 Client — Select which data points to use in eNode Designer.

Once a Client SCL file has been imported, the following view will be shown. In this example, some of the SCL Tree
has been expanded and some data points selected.

Selecting data attributes in the tree assigns eNode Data points to them. Each eNode data point is shown in the
table on the right. All the data points in the table are those available in eNode Designer for mapping. All data point
values have default values automatically assigned based on the SCL file. The Tag and Description are, however,

changeable by the user.

Checking (or unchecking) a tree node will check (or uncheck) all tree nodes “inside” it.

O

Remote IEDs

SCL File: C\TestTestClient.cid

'_rk'| Browse || Reload File |

Select data points to make them available in eNode

Selected data points. 61850 -+ eNode

¢ [ B IED: simpleServerone
¢ Logical Device: LDevice1
o [T Logical Node: LLNO
o [] M Logical Node: LPHDO
? Logical Node: BoolGGIOD
o [ | DO DO:Beh
¢ [#1 DO DO: SPCS01
¢ [ DA DA Oper
] B BOA: ctival
DA DA stval  Single Point
[ DA DA: ctiModel
[ Do DO AIm1
DA DA: stval
- Logical Node: BoolGGIO
- Logical Mode: Int32GGI00
o [ Logical Mode: Int32GGI01
o [] [l Logical Node: BatteryZBATO
o [] [ Logical Node: BatteryZBAT1
[ Logical Mode: SwitchXCBRO
o [] DO DO: Beh
o []DO DO:Loc
o [] DO DO: OpCnt
[ Do DO: Pos
9 DA DA Oper

®

Single Point  [SBOw / ctlVal, Cance
la.4
Unsigned 8

Single Point  [g, 1]

RS

pa BDA: ctlval  Single Point  [SBOw / ctlval, Cance
DA DA stval Double Point  [q, ]
DA DA cliModel  Unsigned 8
& []D0 DO: BlkOpn
o []D0 DO: BIkCIs
] - M >

g Tag Description Data Type Exchange Type
(§SimpleServerOneflDevice 15800IGGIO0FSPCS015stval SimpleSenver... |Single Point Data
‘§SimpleServerOne$lDevice15B00IGGIO0SAIM15stvVal SimpleServer... |Single Point Data
(§SimpleServerOne$lDevice 15BoolGCIO1$SPCE01 §stval SimpleSenver... |Single Point Data
[§SimpleServerOne$lDevice15Int32GGI005I1SCS015s1Val SimpleSenver... |Integer 32 Data
[fSimpleServerOne$lDevice 15SwitchXCBROEPos$0persctlval SimpleServer... |Single Point Command (Multi...
(§SimpleServerOneflDevice 155wilchXCBROSPosEstval SimpleSenver... |[Double Point Data
SimpleServer... |Unsigned 8 Data

[4]

(§SimpleServerOne$lDevice 155witchXCBROSPosSctiModel

®

Figure 3-4 - Mapped client example.

ONO,

down the project tree.
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Remote IEDs — This shows the Remote IED’s connected to the client, all Remote IED’s will show in this
area under their respective IED tree nodes within the Project Tree Windowpane.

Project Tree Windowpane — This shows a tree view of all remote IEDs. The tick-boxes allow for selection
of data points to be made available for mapping in the database. Expand the branches to view further
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@ Selected Data Points — This is where the points selected for inclusion in the database will appear. Points
that show in this area have been made available to the database and can be utilised by other
applications.

3.4 Server Configuration

If the server SCL file has more than one IED in the file, the first one is the Local IED, and the rest are remote IEDs.
The GOOSE subscription tab shows all remote IEDs. The way 61850 works, the only data points accessible in a
server from remote IEDs are those that are published on GOOSE.

The IEC 61850 server application in some way acts like a server and a client. It is able to reference “client” points
to and from the local IED, but also “produces” client points it puts in to the eNode Database from the remote IEDs.

3.4.1 IEC 61850 Server — Mapping Data Points to the Local IED

To select a DA to map, expand the tree down to the final level (the final DA) and tick the checkbox.

SCL File: CATestiTestServer.cic

[ Local lED | GOOSE subscription |

Select data points to map from eNode

o [| Y IED: Simple ServerOne
e ] Logical Device: LDevice1
o [T Logical Node: LLNO
o [| [ Logical Node: LPHDO
¢ L Logical Node: BoolGGIOO
o- [ |0 DO: Beh
¢ [1 D0 DO: SPCSO1
¢ [| DA DA Oper
ba BOA: ctival  Single Point  [SBOw / ctiVal, Cancel /
|[]DA DA: stval Single Point [q, 1]
[ DA DA ctiModel  Unsigned &
o- [ | DO DO Alm

Figure 3-5 - To map, first browse to the desired point.

Selecting a point for mapping from eNode will bring up the following window. This window allows you to select
which data point value to map to. Points are live mapped within the dialogue: as soon as a mapping is changed in
this window, it is changed within eNode Designer.

Page |15
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¢ Ml sec-22: (1)
o W ETH1
Wit IEC 61850 (S): (1)
W eTH2
¢ @ COM1
¢ #il IEC 60870-5-101 (C)
IED [4: 6]
@ COM2
¢ @ RS 485
¢ i Modbus (C): (1)
IED [50]
@ CAN

Select a new mapping.

Required Exchange Type: Data
Required Data Type: Single Point

Appligf

=

Tag Exchange Type Diata Type Map Count

SGC-22: (1)/ COM1 /IEC A_ 2 JH01 () (1)

My101 DIO Data Single Point

SGC-22: (1)/ COM1 /IEC 60870-5-101 (C): (1)

My101 DI Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DI2 Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DI3 Data Single Point

SGC-22: (1) / COM1 / IEC 60870-5-101 (C): (1)

My101 D4 Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DIS Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DIG Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DI7 Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DIg Data Single Point

SGC-22: (1)/ COM1/IEC 60870-5-101 (C) (1)

My101 DI9 Data Single Point

SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)
SGC-22: (1)/ RS 485/ Modbus (C):. (1)

Modbus DIO
Modbus DI1
Modbus DI2
Modbus DI3
Modbus DI4
Modbus DIS
Modbus DIG
Modbus DI

Data
Data
Data
Data
Data
Data
Data
Data

Single Point
Single Point
Single Point
Single Point
Single Point
Single Point
Single Point
Single Point

=
(. =

Application

Figure 3-6 - Mapping a server point.

Project Tree Windowpane — This shows the eNode Designer project view. Use this to filter the list of
available data points.

Available Points — This shows the list of possible points which can map to the given point.

Mapped Points — Shows the applications the selected point in (2) is currently mapped to.

OO ©

Once points have been mapped they are added to the table.

SCLFile: CiiTestTestServer.cid g | || ReloaarFile |

[ Local IED | GOOSE subscription |

Browse

Select data points to map from eNode Selected data points. eNode - 61850

¢ IED: Simple ServerOne p Tag | Description | Data Type | Exchange Type
o 7 [@] Logical Device: LDevice1 ‘[my101 DI4 |my101 DI4 |Single Point |Data

o [T Logical Node: LLNO
o ][l Logical Node: LPHDOD
¢ [7I [l Logical Node: BoolGGIOD
o [ DO DO: Beh
¢ [#1 Do po: SPCSO1
¢ [ D& DA Oper
[ i BDA: ctival
71 DA DA: stval _Single Point _[q, 1]
[] DA DA ctiModel  Unsigned 8
o [ D0 DO: Alm1
o ][l Logical Node: BoolGGIO1

Single Point  [SBOw / ctlVal, Cancel /

Figure 3-7 - Point has been mapped.

Page |16
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3.4.2 IEC 61850 Server - Altering Existing Mappings

The eNode Module only allows a data point to be mapped to one server DA. So if a client point is already mapped
to another DA in this server, the cell background is shown in red, and attempting to map to this point will remove
the other mapping.

N

Select a new mapping. Required Exchange Type: Data

Required Data Type: Integer 32
# Map Application Tag Exchange Type Data Type Map Count

12 ] SGC-22: (1) ETH1 /IECE1850 (C): (1) example_server1d.. |Data Integer 32

13 L[] [5GC-22: (1)/ETH1/IECE1850 (C): (1) example_semveri$... [Data Integer 32

14 [ [sGc-22:(1)/ETH/IECE1850 (C): (1) example_server1$.. [Data Integer 32

17 [] [8GC-22:(1)/ETH1/IECE1850 (C): (1) example_server1$... [Data Integer 32

-2 : EXample. Serverl. Daia nieger 5.2 1

24 ] SGC-22: (1) ETH1 /IECE1850 (C). (1) example_senver1$... |Data Integer 32

25 [ [sGC-22: (1) ETH1 /IECE1850 (C): (1) example_server1$.. [Data Integer 32

26 [] [sGC-22:(1)/ETH CEARAN L - e 5., |Data Integer 32

E This will replace an existing mapping.
Continue anyway?
Mapped with:
£ | Application [ map count

45 |SGC-22: (1) /ETH2 /IECE1850 (S): (1) 1

L J

Figure 3-8 — Altering an existing mapping warning.
Mapped Point — The red background shows that this point is already mapped to another DA in this 61850
server.

Replace Existing Mapping — This confirmation will be asked when re-mapping such a point. Left clicking
Yes will replace the existing mapping.

OXO,

Page |17



IEC 61850

User Manual

IEC 61850 ADH
Application
Configuration Guide

3.4.3

IEC 61850 Server - GOOSE Subscription

This tab works the same as the Client except the only points displayed are those available on GOOSE. That is,
only points in a data set which are in a GOOSE control group are shown. In addition, all GOOSE information comes
through as “Data”. This means that commands cannot be handled server to server.

Clicking the GOOSE subscription tab in the Server view will show the following view. The project tree has been
expanded and the entire IED selected for this example.

Local [ED | GOOSE subscription ‘

Select data points to make them available in eNode

Selected data points. 61850 + eNode

o ][ Logical Node: Int32GGI01
- Logical Node: BatteryZBATO
- Logical Node: BatteryZBAT1
[ Logical Node: SwitchXCBRO
o= [] DO DO: Beh
o [0 DO: Loc
o [] D9 DO OpCnt
¢ Do DO Pos @
[ DA DA Oper
b BDA: ctival
DA DA stval  Double Point  [q, 1]
[]bA DA ctiModel
o [0 DO BlkOpn
o [0 DO: BlkCls
o ][l Logical Node: SwitchXCBR1

Unsigned &

Single Point  [SBOw / ctival, Cancel| _

Tag Description Data Type Exchange Type
SimpleSenverTwosLDevice 15B00IGGIQ0$SPCE0180persctiVal  |SimpleServerTw... |Single Point Data
SimpleSenverTwosLDevice 15B00IGGIC0$SPCS016stVal SimpleSenverTw... |Single Point Data
SimpleSenverTwosLDevice 15BatteryZBAT0EVolsmag$f SimpleServerTw... [Float 32 Data
SimpleServerTwo§LDevice 15BatteryZBATOEV ol$units FSIUnit SimpleSemnverTw... [Unsigned 8 Data
SimpleSemnverTwo§LDevice 15BatteryZBAT 18V ol mag$f SimpleServerTw... [Float 32 Data
SimpleServerTwo$LDevice 15BatteryZBAT 18Vol$units $SIUnit SimpleServerTw... |Unsigned 8 Data
SimpleServerTwo3LDevice 13SwitchXCBROSPos§0perSctiVal SimpleServerTw... |Single Point Data
SimpleServerTwo3LDevice 1$SwitchXCBROSPos$stval SimpleServerTw... |Double Point Data

®

4| Il

[b]

Figure 3-9 — GOOSE subscription: data point selection.

©
©

double clicking them, or copied and pasted by right clicking.

Page| 18

Project Tree Windowpane — This shows the project tree of the GOOSE subscription IED in order to select
data points. The entire IED’s data points are selected in this figure.

Points Available For Mapping — This shows the selected data points for mapping to eNode. The points
shown in this location are currently available to other applications within eNode. Tags can be edited by




IEC 61850 User Manual Reference Guide

4 Reference Guide

4.1 Mass Tree Expanding and Collapsing

There are several options for expanding and collapsing many tree nodes at once.

Right click a tree node:

Expand All Expands all tree nodes inside the tree node.
Collapse All Collapses the tree nodes inside it and the tree node itself.
Collapse Below Collapses the tree nodes inside it

e iy |ED: TestPlan ServeriJR
? Logical Device: LDevice1
o [0 Logical Node: LLNO
o= Logical Mode: CONTROLS_GGIOT
.S | 1 (M0 Logical Node: INTEGERS_GGIOFE,
e L Logical Mode: UNSIGNED_GGI
o [ DO DO: Mod
o- [ | DO DO: Beh
o- [ | DO DO: Health
o- [ | DO DO Unsigneds
o- [ DO DO Unsigned6

Expand All
Collapse All

Collapse Below

Figure 4-1 - SCL tree node context menu

Right click empty space in the SCL tree pane:

Expand Entire Tree Expands the entire SCL tree. For very large files, it enforces a limit as a maximum number
of nodes it will expand.
Collapse Entire Tree Collapse the entire SCL tree.

2 3e [ED: TestPlanServerdNJR
e Logical Device: LDevice1

o [ XL Logical Node: LLND

o= Logical Mode: CONTROLS_GGIO

o ||:| Logical Node: INTEGERS_GGIC1

- [ Logical Mode: UMSIGNED_GGIOA
o= [ | M0 DO Mod
o [ | DO DO: Beh

Expand Entire Tree
Collapse Entire Tree

Figure 4-2 - SCL tree pane context menu

Page| 19
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4.2 Table Buttons

At the bottom of the data point table, there are several buttons to modify and organise the table.

Selected data points. 61850 - eNode

Tag Description Data Type Exchange Type
SimpleSenverOneslDevice15B00lGGIO0FSPCSO150persctival SimpleServerOne... [Single Point Command (Multi 5...
SimpleSemnverOneflDevice15BoolGGIC0ESPCS015stVal SimpleServerOne. .. |Single Paoint Data
SimpleZemnverCneslDevice15Bo0olGGI00FSPCSO1 SctiMadel SimpleSemnverCOne... |Unsigned 8 Data
SimpleSenverOnedl Device15B800lGGIO0GAIM 155tV al SimpleServerOne.  [Single Point Data
SimpleSenverOnefl Device15BatteryZBATOSV olEmag§f SimpleServerOne... |Float 32 Data
SimpleServerOne$l Device1$BatteryZBATOSV olFunits $SIUnit SimpleServerOne... \Unsigned 8 Data
SimpleZenerOnefl Device15BatteryZBATOSAMPEmMagsi SimpleServerOne. .. |Float 32 Diata
SimpleServerOneslDevice15BatteryZBAT 15V olEmag$f SimpleServerOne. .. [Float 32 Data
SimpleSenverOnefl Device15BatteryZBAT25VolEmag i SimpleServerOne. .. |Integer 32 Data
SimpleSemnverThreesl Device 15Bo00lGGIONFSPCISO150persctiVal  [SimpleServerThr... |Single Point Command (Multi 5...
SimpleServerThreesl Device15BoolGGIO0FSPCS0O15stVal SimpleServerThr . [Single Point Data
SimpleSernverThreesl Device15BatteryZBATOSVolEmagsf SimpleServerThr... |Float 32 Data

Modify Selected Points Move Up love Down Sort

Figure 4-3 - Table buttons.

Modify Selected Points Brings up a window to allow changing the Tag and Description of all the selected points

at once. See section 4.3 for details.

Move Up Moves the selected rows one row u
Move Down Moves the selected rows one row d
Sort

pward.
ownward.

Sorts the table to be in the same order as it appears in the SCL tree.

4.3 Modify Selected Points Window

The tags and descriptions of multiple points can be changed at once using this window. The data type and
exchange type are fixed, since they are taken from the SCL file.

Select the desired points, then left click “Modify Selected Points”. Note that the selection does not have to contain
contiguous rows — for example you can select row 1,3 and 10 (select row 1, hold the CTRL key on the keyboard,

then click row 3 and row 10).

Page | 20
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Selected data points. 61850 - eNode
Tag Description Data Type Exchange Type

SimpleServerOne$lDevice 15B00lGGIONFSPCS0150persctval SimpleServerOne... [Single Point Command (Multi ...
SimpleSenverOneflDevice 15B00lGGI00ESPCS01EstVal SimpleServerOne... [Single Point Data
SimpleServerOne$lDevice 15B00lGGIONFSPCSO15ctiModel SimpleServerOne... [Unsigned 8 Data
SimpleServerOne$lDevice 15B00lGGI00GAIM 15tV al SimpleServerOne... [Single Point Data
Simple ServerOne$LDevice1$BatteryZBAT0$Vol$mag$f SimpleServerOn... [Float 32 Data
SimpleServerOne$lDevice 15BatteryZBATORVolsunitsFSI1UnIt SimpleServerOne.. (Unsigned 8 Data
SimpleServerOne$l Device 15BatteryZBATOSAMPpEmagsf SimpleServerOne... [Float 32 Data
Simple ServerOne$LDevice1$BatteryZBAT1$Vol$mag$f [ 1 \ [SimpleServerOn... |[Float 32 Data
Simple ServerOne$l Device1$BatteryZBAT2$Vol$mag$i SimpleServerOn... (Integer 32 Data
SimpleServerThreesl Device 15B00lGGIO0FSPCSO150persctival  |SimpleServerThr... [Single Point Command (Multi 5...
SimpleSenverThreefl Device 13BoolGGIO0$SPCS015stVal SimpleServerThr... [Single Point Data
SimpleServerThreedl Device 15BatteryZBATOSVolEmagsf SimpleServerThr... (Float 32 Data

(2)

\_/

Modify Selected Points Move Up Move Down Sort

Figure 4-4 - Opening the Modify Selected Points window.
@ Select Desired Points
@ Left click the Modify Selected Points Button

This will bring up the following window.

Original:

Tag Description Data Type Exchange Type
SimpleServerOne$l Device 15BatteryZBATOSVolSmagdf  [SimpleServerOnefl Device 15Batt... |Float 32 Data
SimpleServerOne$lDevice 15BatteryZBAT 1$Voldmagdf  [SimpleSemverOneflDevice 1$Batt... |Float 32 Data
SimpleServerOne$l Device 15BatteryZBAT25Volfmagsi  [SimpleSewverOnesl Device15Batt... |Integer 32 Data
Preview:

Tag Description Data Type Exchange Type
Battery Voltage 00 o~ |SimpleSernverOnefLDevice 15Batt... |[Float 32 Data
Battery Voltage 01 ( \ [simpleServerone$LDevice 15Batt... [Float 32 Data
Battery Voltage 02 \ / SimpleServerOne$LDevice15B8att.. [Integer 32 Data

)
New values:
Tag Description | Data Type Exchange Type
Battery Voltage [2X] [N] /7~ \ [0 Data
1
You can use "[N]" as the original text of the cell. U
You can use "[X]" as an auto increment counter. [Y] and [Z] work similarly. Use [3X] to produce values like "001",
Define counter [X] Define counter [Y] Define counter [7]
Start At: UE Step by: 15 Start At: UE Step by: UE Start At: UE Step by: 1 E

Figure 4-5 - Modify Selected Points window.
In this window, modify the contents in the (1) “New values” area to see the (2) “Preview” area update accordingly.

You can use the counters [X], [Y] and [Z] to substitute auto-incrementing integer values. You can specify the initial
values and step values using the “Start At” and “Step by” fields at the bottom of the window.
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5 Protocol Implementation Conf. Statement (PICS)

5.1 IEC 61850 Protocol Implementation Conformance Statement

Protocol Implementation Conformance Statements (PICS) contain information regarding the Abstract
Communication Service Interface (ACSI) {IEC61850-7-2 edition 2.0 2010-08} components that may be tested.
This tick list is a summary of the ACSI that has not been implemented and has been implemented by Atop
Technologies Inc.

The following ACSI conformance statements are used to provide an overview and details about the Atop
implementation for IEC 61850 software:

e ACSI basic conformance statement
e ACSI models conformance statement
e ACSI service conformance statement

5.2 ACSI Basic Conformance

The basic conformance statement shall be as defined in Table 1.

Table 1 - Basic conformance statement

Client/ Server/ Value/
subscriber | publisher comments

Client-server roles

B11 Server side (of TWO-PARTY-APPLICATION-ASSOCIATION) O
B12 Client side of (TWO-PARTY-APPLICATION-ASSOCIATION) O
SCSMs supported

B21 SCSM: IEC 61850-8-1 used
B22 SCSM: IEC 61850-9-1 used
B23 SCSM: IEC 61850-9-2 used

B24 SCSM: other
Generic substation event model (GSE)

B31 Publisher side O O
B32 Subscriber side O O
Transmission of sampled value model (SVC)

B41 Publisher side O O
B42 Subscriber side O O
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5.3 ACSI Models Conformance Statement
The ACSI models conformance statement shall be as defined in Table 2.
Table 2 - ACSI models conformance statement
Client/ Server/ Value/
subscriber ' publisher  comments

If Server side (B11) supported

M1 Logical device
M2 Logical node
M3 Data
M4 Data set
M5 Substitution
M6 Setting group control O O

Reporting
M7 Buffered report control O O
M7-1 sequence-number O O
M7-2 report-time-stamp O O
M7-3 reason-for-inclusion O O
M7-4 data-set-name Cd O
M7-5 data-reference O O
M7-6 buffer-overflow O O
M7-7 entrylD Cd O
M7-8 BufTm O O
M7-9 IntgPd O O
M7-10 Gl O O
M8 Unbuffered report control O O
M8-1 sequence-number O O
M8-2 report-time-stamp O O
M8-3 reason-for-inclusion O O
M8-4 data-set-name O O
M8-5 data-reference O O
M8-6 BufTm O O
M8-7 IntgPd O Cd
M8-8 Gl O O
Logging

M9 Log control O O
M9-1 IntgPd Cd O
M10 Log Cd Cd
M11 Control
If GSE (B31/B32) is supported
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M12 GOOSE O O

M13 GSSE O O

If SVC (B41/B42) is supported

M14 Multicast SVC O O

M15 Unicast SVC O O

For all IEDs

M16 Time

M17 File Transfer O O

5.4 ACSI Service Conformance Statement

The ACSI service conformance statement shall be as defined in Table 3 (depending on the statements in Table

1).

Table 3 - ACSI service conformance statement

Services AA:TP/MC su(l:)I;ilr]itlger pile;:;’:l:clar Comments
Server (Clause 7)
S1 ServerDirectory TP Cd
Application association (Clause 8)
S2 Associate
S3 Abort
S4 Release
Logical device (Clause 9)
S5 LogicalDeviceDirectory TP
Logical node (Clause 10)
S6 LogicalNodeDirectory TP
S7 GetAllDataValues TP Cd
Data (Clause 11)
S8 GetDataValues TP
S9 SetDataValues TP Cd Cd
S10 GetDataDirectory TP O
S11 GetDataDefinition TP Cd

Data set (Clause 12)
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S12 GetDataSetValues TP Cd
S13 SetDataSetValues TP Cd Cd
S14 CreateDataSet TP Cd Cd
S15 DeleteDataSet TP Cd Cd
S16 GetDataSetDirectory TP Cd O
Setting group control (Clause 16)
S18 SelectActiveSG TP O O
S19 SelectEditSG TP O O
S20 SetSGValues TP O O
S21 ConfirmEditSGValues TP O O
S22 GetSGValues TP Cd Cd
S23 GetSGCBValues TP O O
Reporting (Clause 17)
Buffered report control block (BRCB)
S24 Report TP
S24-1 data-change (dchg) O O
S24-2 gchg-change (qchg) O O
S24-3 data-update (dupd) O O
S25 GetBRCBValues TP
S26 SetBRCBValues TP
Unbuffered report control block (URCB)
S27 Report TP
S27-1 data-change (dchg) Cd Cd
S27-2 gchg-change (qchg) O O
S27-3 data-update (dupd) O O
S28 GetURCBValues TP
S29 SetURCBValues TP
Logging (Clause 17)
Log control block
S30 GetLCBValues TP
S31 SetLCBValues TP Cd
Log
S32 QueryLogByTime TP
S33 QueryLogAfter TP
S34 GetLogStatusValues TP
Generic substation event model (GSE)
GOOSE (Clause 18)
S35 SendGOOSEMessage MC
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S36 GetGoReference TP Cd Cd
S37 GetGOOSEElementNumber TP Cd Cd
S38 GetGoCBValues TP Cd Cd
S39 SetGoCBValues TP Cd O
GSSE
S40 SendGSSEMessage MC Cd Cd
S41 GetGsReference TP O O
S42 GetGSSEElementNumber TP O O
S43 GetGsCBValues TP O O
S44 SetGsCBValues TP O O
Transmission of sampled value model (SVC) (Clause 19)
Multicast SVC
S45 SendMSVMessage MC
S46 GetMSVCBValues TP O O
S47 SetMSVCBValues TP O O
S48 SendUSVMessage TP Cd O
S49 GetUSVCBValues TP O O
S50 SetUSVCBValues TP O
Control (Clause 20)
S51 Select O
S52 SelectWithValue TP Cd
S53 Cancel TP Cd Cd
S54 Operate TP
S55 Command-Termination TP
S56 TimeActivated-Operate TP O O
File transfer (Clause 23)
S57 GetFile TP O
S58 SetFile TP O O
S59 DeleteFile TP O L]
S60 GetFileAttributeValues TP O
Time (5.5)
T1 Time resolution of internal clock Nearest negative power of 2 in seconds
T2 Time accuracy of internal clock TO

T1

T2

T3

T4

T5
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T3 Supported TimeStamp resolution Nearest value of 2**-n in seconds
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