ERatop

8-Port Industrial Smart
Secure Lite-Managed Gigabit Switch

EHG2408 Series

FEATURE HIGHLIGHTS

- 6X 10/100/1000 BASE-T(X) RJ45 ports

+ 2x10/100/1000 BASE-T(X) RJ45 ports or 2 x 100/1000 BASE-X SFP
slots with MACsec encryption support

+ 99% of throughput guaranteed no additional latency

+ |Ideal for a plug-and-play local area network protection. Embedded
MACsec Key Agreement offers high-protection with no configuration.

+ IP30 aluminum housing, DIN-Rail or Wall mount

« Prioritizes Profinet Packets according to 802.1P

+ Operational between -20°C~70°C

PRODUCT DESCRIPTION

As more and more devices come online and networks open to the internet to make operational and communication gains with lloT-
based services, security has become paramount for ensuring that your network’s traffic stays between your devices, with network
vulnerabilities including unauthorized data access and unauthorized network commands, risking loss of data and operational
downtimes.

Featuring 6 x Gigabit RJ45 ports and the choice between 2 x Secure Gigabit RJ45 ports or 2 x Secure Gigabit SFP uplink slots, ATOP's
EHG2408 switch series provides a plug-and-play solution for fast, reliable network switching that offers increased network security
through MACsec encryption.

Providing point-to-point security on Ethernet links between nodes, MACsec uses GCM-AES to ensure the integrity of all network traffic.
This means it can secure a network from a whole host of security threats, including intrusion, man-in-the-middle, masquerading,
passive wiretapping, and playback attacks. And because MACsec encryption is hardware-based, there is no added latency.

With its modern, slim, and flat design to minimize surface area usage, the EHG2408 series is ideal for demanding industrial
applications that require compact solutions while delivering high network performance. Supporting a wide operating temperature
range of -20°C to 70°C and being compliant with essential sections of EN 60950, UL/IEC 60950, EN/IEC(CB)/UL62368-1, and MIL-
STD-810G the EHG2408 switch series is a powerful compact device that can perform under a variety of environmental conditions,
such as power input voltage, shock, drop and vibration.

+886 - 3 - 5508137 info@atop.com.tw c@”m CE F@ :/ E
co L}

+ 886 - 3 - 5508131 www.atoponline.com




Internet

EHG7808
Secure
router

Senior
Executive

Other
Users  ERP Storage
A potential Eavesdrop-
per is unable to read
the information
through this channel

o
RNAY]
1N v

v

i Front View -

EHG2408
=

{. +886-3-5508137
+ 886 - 3 - 5508131

User

atop

Technologies

Printer  Mainframe

RHG7628
Secure link
b_ Secure ports
Standard
Gigabit ports
EHG2408
Financial HR/Pay- )
depart- roH/Usgr Confidential NAS
ment User storage
EHG2408-2SFP Side View Rear View
=
) o)
=
110 < < l i D &
282,y 110
l T f  — —= r*3.52
o o J
l~——453 ——
I PV 12.5 89.6
~——454 —
Top View Bottom View

224 info@atop.com.tw @
o [H LISTED
@) www.atoponline.com

FS




atop

Technologies

Model Name EHG2408 Series
Processing Scheme Store-and-forward
MAC Address Table 16k

Packet Buffer Size 2 Mbit

Jumbo Frame 10 kByte

IEEE 802.3 for 10 BaseT

IEEE 802.3u for 100 Base T(X)

IEEE 802.3ab for 1000 Base T

IEEE 802.3z for 1000 Base-X

IEEE 802.3x for Flow Control, back pressure flow control

IEEE 802.3az for Energy Efficient Ethernet

IEEE 802.1q for VLAN tagging (Prioritization of Profinet Packets)
IEEE 802.1p for CoS (Prioritization of Profinet Packets)

IEEE 802.7ae for MACsec

Standards

Flow Control Back pressure and pause frame-based flow control schemes

RJ45: 10/100/1000 Mbps

SFP: 100/1000 Mbps

IPv4, ICMP, Port Mirror, Modbus, SNMP v1/v2/v3, RSTP, Port Isolation, Port-

Transmission Rate

Protocols based VLAN, Port Security, 802.1x Authentication, Syslog, Telnet, CLI, NTP,
QoS, LLDP

Auto MDI/MDI-X Yes

Input Voltage 9~48 VDC, dual power input

Input Current (System) 0.64 A Max

Power Consumption (System) 5.8 W Max

Power input 5-pin Terminal block

Indication P1, P2, Fault

Housing IP30 aluminum housing

Dimension (W x H x D) 45.3mm x 89.6mm x 110mm

Weight 400g

Installation DIN-Rail , Wall mount (optional kit)

Operating Temperature -20°C to +70°C (-4°F to +158°F)

Storage Temperature -40°C to +85°C (-40°F to +185°F)

Ambient Relative Humidity 5% t0 95%, 55°C (Non-condensing)
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Safety EN60950-1, UL/IEC(CB) 60950-1, UL 62368-1 / IEC 62368-1 / EN62368-1
FCC Part 15, Subpart B, Class A, Class B

EMC EN 55032:2015 + AC:2016 ( Class B, EN55024), EN 61000-6-2, EN 61000-6-4,
Contact Discharge +8KV 4

IEC 6100042 =sb Air Discharge +15KV 4
80-1000MHz 10(V/m) 3

IEC 61000-4-3 RS 1.4-2.0GHz 3(V/m) 3
2.0-2.7GHz 1(V/m) 3
DC Power Port 12.0kV 3

IEC61000-4-4 R Signal Port +1.0kV 3
DC Power Port Line-to Linet1.0kV 3

o Surge DC Power Port Line-to Earth+2.0kV 3

EC61000-45 Signal Port Line-to Line+1.0kV 3
Signal Port Line-to Earth+2.0kV 3

IEC 61000-4-6 CS 0.15-80MHz 10V rms 3

IEC 61000-4-8 PFMF Enclosure 30A/m 3

IEC 61000-4-11 DIP AC Power Port

Shock MIL-STD-810G Method 514.7(2014), IEC 60068-2-27

Drop MIL-STD-810G Method 516.7(2014), IEC 60068-2-32

Vibration MIL-STD-810G Method 514.7(2014), IEC 60068-2-6

RoHS |1 Yes

REACH Yes

MTBF 25.83 years (@25 degrees C, according to MIL-HDBK-217F)

Warranty 5 years
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ORDERING INFORMATION

Ordering information

| EHG2408 1P1EHG240800016G 8%10/100/1000M RJ45,2*MACSec |

| EHG2408-2SFP 1P1EHG240800026G 6+10/100/1G RJ45,21G SFP/MACSec |
Wall Mount set 70700000000056G 45.4 x22.8 x1.5 Aluminum wall mount with screw
AXFD-1314-0523 522AXFD1314001G ig:g Ei”fgglgg&i'lv'bps' Multi-mode;1310nm;2km;
AXFD-1314-0553 522AXFD1314011G _%Fjg Ei”fggiggg@”bp& Single-mode;1310nm;30km;
AXGD-5854-0513 522AXGD5854001G i%FZCT Ei”fggivcf“D]DﬁP Mbps, 850nm, Multi-mode, 550m, 3.3V,
AXGD-1354-0523 522AXGD1354001G o Ei”fggivcfrb})ﬁwbps' 1310nm, Multi-mode, 2km, 3.3V,
AXGD-1354-0533 522AXGD1354011G ig:g Ei”fggivcfrbgﬁPMbpS' 1310nm, Single-mode, T0km, 3.3V,
AXGD-3354-0593 522AXGD33540016G _S4FOFZCT Ei”fggié?rb})ﬁwbps' 1310nm, Single-mode, 40km, 3.3V,
SDR-75-24 50500752240001G AC 88~264V to 24V DC 3.2A; 75W
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