atop

Technologies

o

Atop Technologies, Inc.

Industrial Managed
Ethernet Switch

User Manual
V0.4
November 1st, 2023

Series covered by this manual:
EHG77xx Series

This PDF Document contains internal hyperlinks for ease of navigation.
For example, click on any item listed in the Table of Contents to go to that page.

Page 1 of 248



Industrial Managed
Ethernet Switch T
EHG77xx

User Manual

Published by:

Atop Technologies, Inc.

2F, No. 146, Sec. 1, TungHsing Rd,
30261 Chupei City, Hsinchu County
Taiwan, R.O.C.

Tel: +886-3-550-8137

Fax: +886-3-550-8131
www.atoponline.com

Page 2 of 248


http://www.atoponline.com/

Industrial Managed

Ethernet Switch T User Manual
EHG77xx

Important Announcement

The information contained in this do cument is the property of Atop T echnologies, Inc., and is supplied for the
sole purpose of operation and maintenance of Atop Technologies, Inc., products.

No part of this publication is to be used for any other purposes, and it is not to be reproduced, copied, disclosed,
transmitted, stored in a retrieval system, or translated into any human or computer language, in any form, by any
means, in whole or in part, without the prior explicit written consent of Atop Technologies, Inc.,

Offenders will be held liable for damages and prosecution.

All rights, including rights created by patent grant or registration of a utility model or design, are reserved.

Disclaimer

We have checked the contents of this manual for agreement with the hardware and the software described.

Since deviations cannot be precluded entirely, we cannot guarantee full agreement. However, the data in this

manual is reviewed regularly and any necessary corrections will be included in subsequent editions.

Uwi i guvkgpu"hgt"kortgxgogpv"ctg"ygneqogO0O"Cnn"qvjgt"rtaq
trademarks of their respective companies.

Preface

This manual contains some advanced network management knowledge, instructions, examples, guidelines, and
general theories. The contents are designed to help users manage the switch and use its software, a
background in general theory is a must, when reading it. Please refer to the Glossary for technical terms and
abbreviations.

Who Should Use This User Manual

This manual is to be used by qualified network personnel or support technicians who are familiar with network
operations, and might be useful for system programmers or network planners as well . This manual also
provides helpful and handy information for first time users . For any related problems, please contact your local
distributor . If they are unable to assist you, please redirect your inquiries to www.atoponline.com .

Warranty Period
Atop technology provides a limited 5 -year warranty for managed Ethernet switches.

Documentation Control
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Revision: 0.4
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1.1 Introduction to Industrial Managed Switch

AtopX§ EHG (Ethernet Switching Hub Full Gigabit) 77xx series are product lines of powerful industrial managed
switch which are referred to as Open Systems Interconnection (OSI) Layer 2 bridging devices. Unlike an
mnmanagedYswitch, which is normally found in homes or in Small Office /Home Office (SOHQ environments and
t wp u" k-pefotiationMdtg f g . " g ¢ e | thanagedwswitghHtan Be gonfigured for its link bandwidth, priority,
security, and duplex settings. The managed switches can be managed by Simple Network Management Protocol
(SNMP) software, web browsers, Telnet, or serial console. Since every single port can be configured to specific
settings, network administrators can better control the network and maximize network functionality .

AtopX managed switch is also an industrial switch and not a commercial switch . A commercial switch simply
works in a comfortable office environment . However, an industrial switch is designed to perform in harsh industrial
environments, i.e., extreme temperature, high humidity, dusty air, potential high impact, or the presence of
potentially high static charges . AtopX managed switch works fine even in these environments.

AtopX managed switch is designed to provide faster, secure, and more stable network. Advantages that make it a
powerful switch are that it supports security such as IP Source Guard, DHCP Snooping, ARHAnspection as well as
Access Control List (ACL) and network redundancy protocols/technologies such as Ethernet Ring Protection
Switching (ERPS, Rapid Spanning Tree Protocol (RSTR, and Multiple Spanning Tree Protocol (MSTP). These
protocols provide better network reliability and decrease recovery time.

AtopX managed switch supports a wide range of IEEE standard protocols. This switch is excellent for keeping
systems running smoothly, reliable for preventing system damage or losses, and friendly to all levels of users. The
goal of this innovative product is to bring users an enhanced network management experience.

Note:
Throughout the manual, the symbol * indicates that more detailed information of the subject will be provided at the
end of this book or as a footnote .
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1.2 Software Features

Atop§ industrial Layer-2 Managed switches come with a wide range of network protocols and software features .
These protocols and software features allow the network administrator to implement security and reliability into
their network. These features enable AtopX switches to be used in safety applications, and factory and process
automation . The followings are the list of protocols and software features .

1 User Interfaces
0 Web browser
0 Telnet Console
0 Serial Console
1 Dynamic Host Configuration Protocol (DHCP) Snooping/Relay Client
1 Time Synchronization
0 Network Time Protocol (NTP) Client
o0 Simplified Network Time Protocol (SNTP)
0 |IEEE 1588 Precision Clock Synchronization Protocol(PTP) v2 hw-E2E TC and hwsw-Boundary ->
hw-Boundary Clock
1 Port Mirroring
1 Quality of Service (Qo9 Traffic Regulation
1 Link Aggregation Control Protocol (LACP)
1 Medium Access Control (MAC) Filter
1 GARP VLAN Registration Protocol GVRP
1 Internet Group Management Protocol (IGMP)/ Multicast Listener Discovery (MLD)
1 Simple Network Management Protocol (SNMP) v1/v2/v3
T  SNMP Inform
1 Spanning Tree Protocol (STP)/ Rapid Spanning Tree Protocol (RSTB/ Multiple Spanning Tree Protocol
(MSTP)
9 Virtual Local Area Network (VLAN)
1 |EEE 8021x/ Extensible Authentication Protocol (EAP) / Remote Authentication Dial-In User Service
(RADIUS / Terminal Access Controller Access-Control System (TACACSH)
1 Security feature including Port Security/ IP Source Guard/ ARP Inspection/ Access Control List (ACL)
1 Ring
o0 Ethernet Ring Protection Switching (ERPS)
1 Link Layer Discovery Protocol (LLDP)
1 Alarm System (with E-mail Notification or Relay Output)
1 Industrial Protocols
0 Modbus/TCP
1 SD Backup
1.3 Introduction to the Document

There are total of five sections in this document: Introduction, Configuring with a web browser, Monitor,
Diagnostics, Maintenance. The first section introduces the device, the software features, and the document. The
second section, 1, Bnfiguring with a web browser Y shows users the setting webpage and the meaning of each
parameter. The third section, TMonitor Y allows user to see the current status of the device. The fourth section,
1Diagnostics Y, allows user to identify problems and troubleshooting through ping and traceroute webpage. Lastly,
the fifth section, TMaintenance Y will let user know how to restart the device, reset all settings to the default values,
as well as upload software version and save/download/upload/activate/delete the current configuration.
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2 Configuring with a Web Browser

Vigtg"ctg"vjtgg"yc{u"vg"eqphkiwt g" CWghrbdwserKTelhetvoonsdlekanes " Oc f
Serial console. How to access the industrial managed switch through web browser is explained in Chapter 2

through Chapter 5. There are only a few differences among these three methods. The web browser and the telnet

console methods allow users to access the switch over the Internet or the Ethernet LAN, while the serial console

method requires a serial cable connection between the console and the switch. Users are recommended to
configure the switch via a web browser because it is the most user-friendly interface.

Next, we will proceed to use a web browser to introduce the managed switch)g functions. It is recommended to use
Microsoft Edge 103, Firefox 44, Chrome 48 or later versions. Below is a list of default factory settings . This
information will be used during the login process . User must ensure that the computer accessing the switch are in
the same subnet. That is the computer has an IP address and the subnet mask as same as the switch. Please pay
attention when putting in the username and password, as they arecase sensitive.

IP Address: 10.0.50.1
Subnet Mask: 255.255.0.0
Default Gateway: 0.0.0.0
User Name: admin
Password: default

Before users can access the configuration, they have to log in. This can simply be done in the following steps.

=

Launch a web browser.

2. Type in the switchX P address (e.g. http:// 10.0.50.1), as shown in Figure 2.1).

Note: A small window is poped up for users to enter his/her credentials. There, the notification is
shown that the connection to the site is not private.

@ 100.50.1/loginhtm X +
¢ G  ® 10050.1/loginhtm e % 0@ :
Sign in

hitp://10.0.50.1

ection to this site is not private

Your co

Figure 2.1 Log in to a Web-based Configuration

3. Then, usercan enter a Username and a Password and clicking on the Sign in button to access the
managed switch.
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@ 10.050.1/loginhtm x

< C ©® 10.0.50.1/login.htm 2 %« 0O

Figure 2.2 Entering Credential on the Login Webpage

4.  If user entered wrong credentials, users can try to re-enter the new username and password again
until it is correct. Or users can simply click on the Cancel button to forfeit the process.

5. If the login process was success, the user will be presented with the Port State Overview Webpage
which shows the front panel of the managed switch , as shown in Figure 2.3.

Configuration . _
Monitor Port State Overview Auto-refresh [] | Refresh
System
Ports
State
Traffic Overview
QoS Statistics
QCL Status
Detailed Statistics
Name Map
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
PTP
MAC Table
VLANs
DDMI
UDLD
8D Status
Diagnostics
Maintenance

Front panel

Figure 2.3 First Page of EHG7711 after a Successful Login

Configuration )

Monitor Port State Overview Auto-refresh [ | Refresh |
System
Ports

State 8 7 6 5 4 3 2 1
Traffic Overview

QCL Status
Detailed Statistics
Name Map
PcE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
PTP
MAC Table
VLANs
DDMI
ubLD
SD Status
Diagnostics
Maintenance

Front panel

Figure 2.4 First Page of EHG7708 after a Successful Login
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2.1 System

This section describes how users can configure system information in details. Figure 2.5 shows submenus under

the Configuration A System main menu.

Technologies

Configuration

System
Information
P
NTP
Time
Log
DIP Switch
Alert
SMTP Setting

Figure 2.5 Submenus under ConfigurationA System Menu

2.1.1 Information

This subsection describes how users can assign system)q details to the Atop X switch. There are three fields in this
System Information Configuration Webpage: System Contact, System Name, and System Location. By entering

this unigue and relevant system information, it will help identifying one specific switch among all the others in the
network. However, the switch must support a SNMP protocol. Figure 2.6 shows the System Information
Configuration Webpage of an EHG77XXmanaged switch model. After entering new information, cn k e mSaveH § " 1
button to update it on the switch. If users choose to instead click the reset button, it will undo any changes made

locally and revert to the previously save values. Table 2.1 summarizes the setting information and the
corresponding default factory settings of the device.

at p Managed Switch A0

Technologies

Configuration

Systam System Information Configuration
Information
System Contact
NTP
Time System Name
Log )
DIP Switch i Cnea i
Alert
 SHTe seting
ars

Figure 2.6 Configuration Webpage of the System Information

Table 2.1 Description of the System Information Configuration

Label Description Factory Default

System Contact Enters the contact information (name of a person) in
case the system needs maintenance, or a problem

occurs. The allowed string length is 0 to 255, and the Null

allowed content is the ASCII characters from 32 to 126.
System Name The system name is mostly specified using the

uy k v elg of application. By convention, this is the Null

node's full domain name. Only a text string drawn from
the alphabet (A-Za-z), digits (0-9), minus sign (-) is
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Label Description Factory Default

allowed in the system name. No space characters are
permitted as part of a name. The first character must
be an alphabet character, and the first or last character
must not be a minus sign. The allowed string length is
between 0 to 255. Note that the name entered here will
also be shown in AtopX Device Management Utility.
System Location | Input the physical location of this node (e.g., telephone
closet, 3rd floor) in the system location. The string
length can be ranged from 0 to 255, and only the ASCII
characters from 32 to 126 is allowed in the content.

Null

212 IP

In this subsection, the user may modify network settings on Internet Protocol (IP) for the managed switch. This
subsection is divided into three parts: IP Configuration, IP Interfaces, and IP Routes, as depicted in Figure 2.7-
Figure 2.10, where the description of each field within these figures are detailed in Table 2.2-Table 2.4. In the first
part, the TlP Configuration Yis related to how the managed switch will be operated as Host. The second part, 4P
Interfaces Y is related to the configuration of IP Address and DHCP for both IPv4 and IPv6. Finallythe third part,
1P RoutesY contains the routing table that provides information about the network destination, gateway, next
hop, and distance.

Managed Switch

Technolos gies p
Configuration .
9 IP Configuration
Information
P Mode
NTP
i DNS Server 0 | [No v
Log DNS Server 1 v
D Suteh DNS Server2 | [No v
o e seting DNS Server 3 | [No <
orts =
PoE DNSProxy | | |
EEESPW IP Interfaces
Aggre’ga’m I DHCPv4 T [ T DHCPVE T PV
Delete IF Client ID Current Mask Rapid Current Mask
‘i pannin Tree | Enable | — = S = Hostname Fallback ‘ i ‘ Address ‘ e ‘ Enable ‘ et o Address Tt
LLDP 5] VIANT O 0 100501 8]
SyncE Delste. 0 0 A v | Pot1 v 0 O
AN [ ] [ ]
%’iNS [Addinterface |
g‘uﬂsmmg IP Routes
. Delete Network Wask Lei Gate Next Hop VLAN (IPv6) | Distance
DoMI [ Dekte | [ |

SD Backup [ Add Route |
Modbus Setting
Monitor [ save | Reset |
Diagnostics -
Maintenance

Figure2.7Ygdrci g"vg"Egphkiwtg"U{uvgoXu" KR" Kphaqgt

The first part, as shown in Figure 2.7, allows user to set the operating mode of the managed switch. Qpn { " ©WJ q u\

mode is available for now. User can enter up to four Domain Name System (DNS) Servers. ADNS proxy option
allows clients to set up the device as a DNS proxy server A typical DNS proxy processes DNS queries by issuing a
new DNS resolution query to each name server that it has detected until the hostname is resolved. DNS proxy can
help improving the domain lookup performance by caching the previous lookups. Table 2.2 provides detailed
description of each field in this first part, which is also called a basic IP setting.

IP Configuration
Mode Host »
DNS Server 0 | No DNS server v|| |
DNS Server 1 | No DNS server v|| |
DNS Server2 | [No DNS server V|| |
DNS Server3 | [No DNS server V|| |
DNS Proxy O

Figure 2.8 IP Configuration Part in the Configuration->System->IP Submenu
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Table 2.2 Description of IP Configuration

Label Description
Mode Configure the IP stack to act as a Host, where IP traffic between interfaces will not be routed.
DNS Server This setting controls which DNSserver that will be used by the switch.

Users can input at most four DNSservers in the configuration where each of their indicating
indexes presents its preference (less index has higher priority) in doing DNS name resolution.
The following modes are supported:

- No DNS server. No DNS server will be used.

- Configured IPv4: Explicitly provide the valid IPv4 unicast address of the DNS Server in
dotted decimal notation. Please ensure that the configured DNS server could be reachable
(e.g.,via Ping) for activating DNS service.

- Configured IPv6: Explicitly provide the valid IPv6 unicast (except local link) address of the
DNS Server.Please ensure that the configured DNS server could be reachable ¢.g.,via Ping6)
for activating DNS service.

- From any DHCPV4 interfaces: The first DNS serverleased to a DHCPv4enabled interface
will be used.

- From this DHCPv4 interface: Specify from which DHCPv4-enabled interface a provided DNS
server should be preferred.

- From any DHCPV6 interfaces: The first DNS serverleased to a DHCPv6enabled interface
will be used.

- From this DHCPV6 interface: Specify from which DHCPv6-enabled interface a provided DNS
server should be preferred.

DNS Proxy When DNS proxy is enabled, system will relay DNS requests to the currently configured DNS
server and reply as a DNS resolver to the client devices on the network.
Only an IPv4 DNS proxy is now supported

The second part of IP Setting section is the IP Interface part, as shown in Figure 2.9. User can choose to enable
DHCP (Dynamic Host Configuration Protocol) for DHCPv4 and/or DHCPv6 by checking the boxes in the first

subcolumn within these fields, as shown inred circless Wu k pi " FJER" j gnr "t gf wekpi
device will obtain the IP address and related information automatically from a DHCP server in the local network.

vjg"ec
If

the F J E R Xxi8 uhchecked, user has an option to setup the static IP address and related fields, such as the
maximum length of subnet mask, manually. Table 2.3 provides detailed description of each option in this IP

InterfacesXu" ugvvkpi "rctyv

IP Interfaces

[ . DHCPvA I 1Pvd I DHCPvG T IPvE
Delete | IF ‘@J% Hostname | Fallback ‘(:\.rmrll.ease| Address |uaskungl.@|| napincumit|amm|.ease Address |||ask|.mg|.
weant \ 0/ 0 [10.8:50.1 | ./ | | 1
Figure 2.9 IP Interfaces Part in the Configuration->System->IP Submenu
Table 2.3 Description of IPK p v g t Bptieng u X
Label Description
Delete Select this option to delete an existing IP interface.
IF This VLAN setting will be associated with the IP interface. Only ports in this

VLAN will be able to access the IP interface. This field is only available for
input when creating a new interface

DHCPv4 Enabled Enable the DHCPV4 client by checking this box. If this option is enabled, the
system will configure the IPv4 address and mask of the interface using the
DHCPv4 protocol.

DHCPv4 ->Client ID ->Type | This Client ID type specified which of the three types below, i.e. [fMac, ASCII or
HEX, shall be used for the Client Identifier. See RF€132 in section 9.14.

DHCPv4 ->Client ID ->ifMac | IfMac is used to specify the DHCPX u " k p wWghentDei@Ry4 client is enabled
and the client identifier type is 'ifmac’, the configured interface's hardware MAC
address will be used in the DHCP option 61 field.
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Label

Description

DHCPv4 ->Client ID -> ASCII

The ASCII stringis used to identif{ " v j g " FJ E R XWhérkDp€Ry4 chieate
is enabled and the client identifier type is 'ascii', the ASCII stringwill be used in
the DHCP option 61 field.

DHCPv4 ->Client ID ->HEX

The hexadecimal string is used to identify the DHCPX u " k p vWhenhD&E@Ry4
client is enabled and the client identifier type 'hex’, the hexadecimal value will
be used in the DHCP option 61 field.

DHCPFv4 ->Hostname

This field specified hostname of the DHCP client. If DHCPv4 client is enabled,
the hostname that is configured here will be used in the DHCP option 12 field.

When this h k g walueqsiempty, the system name plus the latest three bytes of
system MAC addresses will be used as the hostname.

DHCPv4 -> Fallback

Time (in seconds) for the device to obtain a DHCP lease. After this period
expires, a value set in IPv4 -> address field will be used as the IPv4 address of
the interface. The valid integer value ranges between 0 to 4294967295
seconds. However, if this field is set to zero, the fall-back mechanism will be
disabled. DHCP will keep retrying until a valid leasetime is obtained.

DHCPv4 -> Current Lease

This field is only for the interface with an active DHCPv4 lease. This column
shows the current interface address, which already provided by the DHCR/4
server.

IPv4 -> Address

In this field, user can input an IPv4 address of the interface in dotted decimal
notation. If the DHCPoption is enabled, the fall-back IPv4 address will be
configured here in this field . If this field is left blank, it means that the IPv4
operation on the interface or the DHCPfall-back address is not necessary.

IPv4 ->Mask Length

This field indicates the IPv4 network mask, in number of bits (prefix length).
The values are valid between 0 and 30 bits for an IPv4 address. If DHCP is
enabled, this field is configured with the fall-back IPv4 addressXpétwork mask.
The field may be left blank, if IPv4 operation on the interface or the DHCPfall-
back address is not necessary.

DHCPvV6-> Enable

Enable the DHCPV6 client bychecking this box. If this option is enabled, the
system will configure the IPv6 address of the interface using the DHCPv6
protocol.

DHCPvV6-> Rapid Commit

This option is only configurable, when the DHCPv6 option is enabled. By
checking this box, user enable the DHCPv6 RapidCommit option by checking
this box. If this option is enabled, the DHCPvV6 client terminates the waiting
process, as soon as a Reply message with a Rapid Commit option is received.

DHCPv6-> Current Lease

This field is only for DHCPv6 interface with an active DHCPvG6lease. This
column shows the current interface address, which already provided by the
DHCPV6 server.

IPv6 -> Address

In this field, user can input the IPv6 address of the interface in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon
separating each field (). For example,fe80::215:c5ff:.fe03:4dc7. The symbol ::
is a special syntax that can be used as a shorthand way of representing
multiple 16 -bit groups of contiguous zeros; but it can appear only once.
System only accepts the valid IPv6 unicast address, IPv4-Compatible address,
and IPv4-Mapped address.

If IPv6 operation on the interface is not needed, this field may be left blank.

IPv6 ->Mask Length

This field indicates t he IPv6 network mask, in number of bits (prefix length).
The values are valid between 1 and 128 bits for an IPv6 address.
If IPv6 operation on the interface is not needed, the field may be left blank.

Note: A->B means B is a subcolumn within A column

The third part of IP Setting section is the IP Routes, as shown in Figure 2.10. Description of each field or option is

summarized in Table 2.4. User can click Add Route button to add a new route. Click on the Save button afterwards

to update the IP configuration on the switch. For each update, the device must be rebooting, so that the new network
settings can take effect . In case that the IP address of the managed switch is changed, user will need to manually
update the new IP address in the URL field of the web browser.
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IP Routes
[ Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance |

| Add Route |

Figure 2.10 IP Routes Part in the Configuration->System->IP Submenu

Table 2.4 Description of Options in the IP Routes Part

Label Description
Delete Select this option to delete an existing IP route.
Network This field indicates t he destination IP network. The valid format used hereis

dotted decimal notation or an IPv6 notation. A default route can use the value
0.0.0.0 or IPv6 :: notation.

Mask Length This field indicates mask in number of bits (prefix length) to define t he
destination IP network. Mask length defines number of bits that a network
address must be matched to qualify for th e route. The values between 0 and 32
bits are valid for IPv4 routes, and the value of 128 bits are valid for IPv6 routes.
For the default value, a mask length is set to 0, which means all IP address will
match anything.

Gateway This field indicates t he IP address of the gateway. Valid format is in dotted
decimal notation for IPv4 or an IPv6 notation. Gateway must be in the same
network as the destination IP network .

Next Hop VLAN (IPv6) | This field indicates the VLAN ID (VID) of the specific IPv6 interface associated
with the gateway.

- The given VID ranges from 1 to 4095, and will be effective only when the
corresponding IPv6 interface is valid.

- If the IPv6 gateway address is link-local, the next hop VLAN must be specified
for the gateway. Otherwise, user does not need to specify the next hop VLAN.
Distance The distance value of the route entry is used to provide the priority information
of the routing protocols to routers. When two or more different routing protocols
are involved and have the same destination, the distance value can be used to
select the best path.

2.1.3 NTP

Cvqr Xu"kpfwuvtkcn"ocpcigf"uykvej"jcu"kpvgtpcn"ecngpfct
or automatically. Figure 2.11 shows the Network Time Protocol (NTP) configuration webpage. Here, users can
cwvgocvkecnn{"ugv"vjg"f drakledfomnute dragpaedgwn dnénti bf Mode field.dTigen, gsergs k p i "
must enter the IP or Domain address of up to the total of five NTP servers: Serverlto Server 5. This allows the
device to synchronise date and time with one of the NTP server. First, the device will synchronize its time with
Server 1. If it failed to respond, the device will select the second priority server or Server 2 to synchronizeits time
with. If the Server 2 failed to respond, the device will then contact the third priority server or Server 3. This goes on
until the device gets a response from any NTP servers, or noneis responded. Ifc p { " u g t xigdmptydr RUWLIg, n f
the device will not contact that server. The device will continue contacting the other lower priority servers instead.
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Managed Switch A

at p A0

Technologies

Configuration

System NTP Configuration
Information
P Mode | [Disabled v
?i-rrnF; Server 1 [ ]
Log Server 2 [ ]
DIP Switch
Alert Server 3 [ ]
SMTP Setting Server 4 [ ]

Ports

PoE Server 5 [ ]

ERPS

DHCPv4

Security

Aggregation

Spanning Tree

IPMC

LLDP

Figure 2.11 Webpage to Configure System NTPServer

The detailed description of each field is provided in Table 2.5.

Table 2.5 Descriptions of the NTP Settings
Label | Description Factory Default

Select to enable or disable an automatically setting of the device time.
This option will disable or enable network time protocol (NTP) daemon

Mode inside the managed switch, allowing it to synchronize its clock with Disabled
other NTP servers.

Server 1 Sets the first IP or Domain address of NTP Server, e.g., time.nist.gov. NULL
Sets the second IP or Domain address of NTP Server Device will locate

Server 2 the 2nd NTP Server if it fails to connect with the 1st NTP Server, e.g., NULL

time-A.timefreq .bldrdoc.gov

Server 3 Sets the third IP or Domain address of NTP Server Device will locate the NULL
3rd NTP Server if if it fails to connect with the 2nd NTP Server.

Server 4 Sets the fourth IP or Domain address of NTP Server Device will locate NULL
the 4th NTP Server if if it fails to connect with the 3rd NTP Server.

Server 5 Sets the fifth IP or Domain address of NTP Server. Switch will locate the NULL
5th NTP Server if if it fails to connect with the 4th NTP Server.

214 Time

This Time webpage allows the user to configure the time zone and daylight saving for the managed switch. There
are three setting parts within this webpage: System Time Configuration, Time Z one Configuration , and Daylight-
Saving Time Configuration .

In the first part: System Time Configuration, wu gt u" ct g"cnngygf "vqg"ugv" vy Tablgd g x k e
2.6 summarizes the descriptions of options in the system time configuration part.
ctg"cnnqygf " vgByuelgkingtheg g" f g x

In the second part: Time Zone Configuration. " wu gt u
drop-down list of Time Zoneh kgnf . "wugt u" ecp"” ugnge v "Maphugl'Séttiggxdptony. Mathe n g e c r
Hours and Minutes hkgnf u. "wugtu"ecp"gpvgt"vjg"pwodgt"qh"jgwtu"c
from the local time zone when users selected Manual Setting option. Table 2.7 summarizes the descriptions of
options in time zone configuration.

In the third part: Daylight-Saving Time Configuration , if the switch is deployed in a region where daylight saving
time is practiced (see note below for explanation), please select the Recurring or Non-Recurring options for
Daylight Saving Time field within the Daylight-Saving Time Configuration box. Then, users will have to enter the
Start Time settings, End Time settings , and Offset settings in minute(s). Note that the Start Time settings and
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End Time setting will be different between the Recurring and Non-Recurring options. Recurring option means
that the configuration of daylight saving will be repeated every year. On the other hand, noarecurring option
means that the daylight saving will be repeated only on the specified years. Table 2.8 summarizes the

descriptions of options in daylight saving time configuration.

Note:

- Daylight Saving Time: In certain regions (e.g., US), local time is adjusted during the summer season in order to
provide an extra hour of daylight in the afternoon, and one hour is usually shifted forward or backward.

- NTP: Network Time Protocol is used to synchronize the computer systems Xclocks with a standard NTP server:
Examples of two NTP servers are time.nist.gov and time-A.timefreq.bldrdoc.gov.

Eeatop

Configuration
System
Information
IP
NTP
Time
Log
DIF Switch
Alert
SMTFP Setting
Ports
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
IMAC Table
VLANs
VCL
QoS
Iirroring
PTP
GVRP
DDMI
JOLD
SD Backup
Modbus Setting
Monitor
Diagnostics
Maintenance

Managed Switch A®Q

System Time Configuration

Time Zone Configuration

| (UTC) Coordinated Universal Time

|(D - 16 characters )

Daylight Saving Time Configuration

Disabled ~

(1-1435) Minutes

-
Figure 2.12 Webpage to Configure System Time

Table 2.6 Description of System Time Configuration

Label Description

Month Select the month of system time

Date Select the date of system time

Year Select the year of system time

Hours Select the starting hour of system time
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Label Description

Minutes Select the starting minute of system time

Seconds Select the starting second of system time

Table 2.7 Description of Time Zone Configuration

Label Description

Time Lists various Time Zones worldwide. Select appropriate Time Zone from the drop down and click

Zone Save to set. The'Manual Setting' options is used for the specific time zone which is excluded from
the options list.

Hours Number of hours offset from UTC. This field is only available when Time Zone is set to Manual
Setting.

Minutes Number of minutes offset from UTC. This field is only available when Time Zone is set to Manual

Setting.

Acronym | User can set the acronym of the time zone in this field (Range: Up to 16 characters)

Notice the string " is a special syntax that is reserved for null input.

Table 2.8 Description of Daylight-Saving Time Configuration

Label

Description

Daylight Saving
Time

This is used to set the clock forward or backward according to the configurations set below
for a defined Daylight-Saving Time duration.

- Select Disable’ to disable the Daylight-Saving Time configuration.

- Select 'Recurring’ and configure the Daylight-Saving Time duration to repeat the
configuration every year.

- Select 'Non-Recurring' and configure the Daylight-Saving Time duration for single time
configuration.

(Default: Disabled)

Recurring Configuration

Start Time Week - Select the starting week number.
settings Day - Select the starting day.

Month - Select the starting month.

Hours - Select the starting hour.

Minutes - Select the starting minute.
End time Week - Select the ending week number.
settings Day - Select the ending day.

Month - Select the ending month.

Hours - Select the ending hour.

Minutes - Select the ending minute.
Offset settings Offset - Enter the number of minutes to add during Daylight Saving Time (Range: 1 to 1439)

Non-Recurring Configuration

Start Time Month - Select the starting month.
settings Date - Select the starting date.
Year - Select the starting year.
Hours - Select the starting hour.
Minutes - Select the starting minute.
End Time Month - Select the ending month.
settings Date - Select the ending date.
Year - Select the ending year.
Hours - Select the ending hour.
Minutes - Select the ending minute.
Offset settings Offset - Enter minutes that must be added to the normal time during Daylight Saving Time

(Range: 1 to 1439).
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215 Log

Figure 2.13 shows System Log configuration setting webpage. System Log or syslog keeps records of messages
or events that are related to the overall functionalities of the managed switch . Here, the users can enable, where
and what system log will be delivered to, inthe other system. Select Enabled from the drop -down list of the Server
Mode field if users want the system log to be saved in the remote log server. Otherwise, select Disabled to disable
remote server operation mode.

Users need to provide the IP address of a remote log server and select type of the syslog level. Types of the syslog
level include Error, Warning, Notice, and Informational.Please click on the Save button after finishing the setup . Or
click Reset button to disregard all changes made locally and revert to previously saved values. Table 2.9 describes
the details of parameters setting for the system log .

at p Managed Switch (. C X?]

Technologies

Configuration

System System Log Configuration
Information
IP Server Mode [ Disabled M
NTP
Time Server Address |
Log Syslog Level | Informational V|
DIP Switch
Alert T N o |
SWITP Satiing | Save || Reset |

Figure 2.13 Webpage to Configure System->Log

Table 2.9 Descriptions of the System Log Configuration

Field

Detailed description

Default value

Server Mode

Indicates the server mode operation whether it is enabled or disabled. When
it is enabled, the syslog message will be sent out to the remote syslog
server. The syslog protocol is based on UDP communication and messages
are received on UDP portnumber 514. There will be no acknowledgement
sending back to the sende, since UDP is a connectionless protocol. The
syslog packet will always be sent out even if the syslog server does not
exist. Possible modes are:

Enabled: Enableremote server mode operation.

Disabled: Disable remote server mode operation.

Disabled

Server Address

Indicates the IPv4 host address of a syslog server. If the switch provides
DNS feature, it also can be a domain name.

NULL

Syslog Level

Indicates types of messages that will be sent to syslog server. Possible
modes include:

- Error: Send the specific messages with the severity code less than or equal
to Error (3).

- Warning: Send the specific messages with the severity code less than or
equal to Warning (4).

- Notice: Send thespecific messages with the severity code less than or
equal to Notice (5).

- Informational : Send the specific messages with the severity code less than
or equal to Informational (6).

Informational

2.1.6 DIP Switch

This section describes the DIP Switch Configuration . To enable it, dick the Enable DIP Switch Control box. The
DIP switch 1 on/off means Ring is activated/deactivated. The DIP switch 2 on/off means Master is
selected/deselected, and Slave is deselected/selected. When the DIP Switch 3 and 4 are on, nothing (N/A) is
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selected. When the DIP switch 3 and 4 are off, ERPS is selected Webpage for configuring the system DIP switch
is shown in Figure 2.14. Click Save button to update the DIP Switch Configuration .

Managed Switch

a t p A=
Technologies
Configuration . i i
System DIP Switch Configuration Refresh
Information
P Enable DIP Switch Control
NIF DIP Switch | Status | Description
Time rr n
L 1 Off Ring is deactivate
D(I)g Swi 2 Off Slave is selected
witch 3 Off
Alert 4 Off ERPS is selected
SMTP Setting
Ports N
PoE | save |
ERPS
DHCPv4
Security
Aggregation

Spanning Tree

Figure 2.14 Webpage to Configure System DIP Switch

2.1.7 Alert

This webpage allows the users to configure how each type of the power status alarm events will be sent to or notify
the users. Power Status Alarms keep track of power status of the switch based on the available input connectors .

EHG77XXsupports two to three power sources. In the example, only two power sources: Powerl and Power2 are
illustrated , as shown in Figure 2.15. Users can enable a notification of each power sourceX u " c segatately. Users
can get notifications through many methods including Relay, Alarm LED, and E-mail by individually selecting
Enabled within these fields. Click Save button to let the setting take effect or click Reset button to change back to
the previously saved values.

Configuration
System
Information

P Power | Relay | Alarm LED | E-mail
NTP Power 1 |Disabled v |Disabled | Disabled v

Igﬂe Power 2 | Disabled v| |Disabled | |Disabled v

g
DIP Switch
Alert i Save | Reset

SMTP Setting

Ports

PoE

ERPS

DHCPv4

Security

Aggregation

Spanning Tree

IPMC

LLDP

SyncE

MAC Table

VLANs

VCL

QoS

Mirroring

PTP

GVRP

UDLD

SD Backup

Modbus Setting
Monitor
Diagnostics
Maintenance

Power Status Alert Refresh || Clear Relay

Figure 2.15 Webpage to Configure System Alert

In Table 2.10, the details setting for the power status alarm are described .
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Table 2.10 Descriptions of Power Status Alarm Event Selection

Label Description Factory Default
Power Indicate specific power supply, such as Power 1, -

Power 2.
Relay Options: Disabled, Power On, or Power Off Disabled
Alarm LED Options: Disabled, Power On, or Power Off Disabled
E-mail Options: Disabled, Power On, or Power Off Disabled

2.1.8 SMTP Setting

Simple Mail Transfer Protocol (SMTP) is an internet standard for sending e-mail across IP networks. In case of any
warning events, the system can send an alarm message (e.g., Link Status and System Log to users by e-mail. As

shown in Figure 2.16.

wugtu"ecp"gpcdnglf ku caddnwpen it ig enabted, Xsar'taninputjiugep v k e ¢

name and password, and edit email address of the sender and the recievers. Note that the total of four recipients
are allowed to receive an e-mail.

atop

Technologles

o

Configuration
System
Information
P
NTP
Time
Log
DIP Switch
Alert
SMTP Setting
Ports
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
MAC Table
VLANSs
VCL
QoS

Managed Switch

A

SMTP Setting

| Save H Send Test E-mail |

Figure 2.16 Webpage to Configure System SMTP Setting

An example of SMTP Setting is shown in Figure 2.17. When users select the box behind the Authentication field,
TLS/SSL field as well as User Name and Change Password fields are enabled. Users can configure e-mail
address of sender, so that the recipient can reply back to the correct person in charge. Also, users can configure
the subject of email, so that it can be easily distinguishable from the other e -mails. At last, users can edit e-mail
addresses of all four recipients in the order that will be shown in the e-mail. After entering all the necessary fields,
please click on the Save button to allow the setting to take effect. Note that users can test sending an e-mail by
simply clicking on the Send Test E-mail button. The description of each SMTP Setting parameter is summarized

in Table 2.11.
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SMTP Setting
SMTP Server |'.'.'w'.f.f.hibnx.hinet.net
Authentication
TLSISSL
User Name | kenchang
Change Password

Password

E-mail address of Sender

|kenchang@atnp.com.h\x

Subject of Mail

|Sl.'.'it<:h #1 Alarm is occurred!

E-mail Address of 1st Recipient

|kenchang@atnp.com.h\x

E-mail address of 2nd Recipient

|lhomas|in@alop.com.m

E-mail address of 3rd Recipient

|weilang@atop.com.tl.'.'

E-mail address of 4th Recipient

|arll'uurcl'uuang@atop.com th

Save || Send Test E-mail |

Figure 2.17 Example of SMTP Setting
Table 2.11 Descriptions of SMTP Setting

Label Description Factory
Default

SMTP Server Configure the IP address of an out-going e-mail server NULL

Authentication By checking on the box, users Enable or disable an
authentication login . If enabled, users need acorrect .

T Disable
authentication to access the SMTP server. Thus, users (Unchecked)
will also need to setup User Name and Password to
connect to the SMTP server.

TLS/SSL Enable or disable Transport Layer Security(TLS)/Secure Disabl
Sockets Layer (SSL)which is an encryption mechanism (d?]achscked)
for communication with the SMTP Server

User Name Set the username (or account name) to login for NULL
authentication . Max. of 31 characters.

Change Password Enable the checkbox if user needs to set or change Disable
account password. If the checkbox is disabled, the (Unchecked)
account password will remain the old one. (If the
password has not be set before, it will be NULL)

Password Set the account password for login/authentication . Max. NULL
of 31 characters.

E-mail Address of Sender Configure the sender e-mail address NULL

Subject of Mail Type the subject of this warning message. Max. of 63 NULL
characters.

E-mail Address of 15 Recipient | Set the first receiveré E-mail address. NULL

E-mail Address of 2" Recipient | Set the second receiver®s E-mail address. NULL

E-mail Address of 3" Recipient | Set the third receiverés E-mail address. NULL

E-mail Address of 4" Recipient | Set the fourth receiverés E-mail address. NULL

Save Click to save these modifications on the managed switch | -

Send Test Email Click to send a test email to recipient(s) listed above to -
check accuracy.

2.2 Ports

Port Setting webpage is shown in Figure 2.18. Users can check the state of each port through Link column. Red
color means port is down while green color means port is up. Users can also check the Warning status of the port.
In the speed column, users can check the Current speed and configure a new speed through Configured column.
The transmission Speed of each port can be chosen from the dropdown list which could be 10 Mbps HDX, 10 Mbps
FDX 100 Mbps HDX, 100 Mbps FDX, and 1 Gbps FDX The possible physical layer connections of each port are
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listed on the Adv Duplex and Adv speede gnwop 0" Vj g" r ghupleX)cdn benvaithergrallldypiex (Edx) or
Half duplex (Hdx). The Half duplex option allows one-way communication at a time, while the Full duplex option
allows simultaneous two -way communication. The Adv speed can be 10M, 100M, and 1G.

On the next column, user can select to enable/disable Flow Control for each port. The Flow Control mechanism
can be enabled to avoid packet loss when congestion occurs. Within this column, there are Curr Rx and Curr Tx
sub-columns, where users can check the status of flow control on the receiving and transmitting link, respectively.

t Managed Switch A>O
b Technologies I
Configuration .
Sysgem ~  Port Configuration
Information
: [ ot wine | warming e P ureq— P I i 7o oo 110 | Sl | G o G
NTP
o : EE O
DIP Switch 1 ® @ Do O X X
2 ® © Dow O ox  x
Ports > ®@ ® Do C x  x
PoE 4+ ® ® Do ooox o x
DHCPv4 5 ®@ ® Do C ox  x
Security 6 @ €  Down 0J b d b4
Aggregation £ [ :
Aol 7 10076 0 x  x
1BMC s @ &  Down Disabled OJ X X
LLDP s ® @ Do O x X
S
MAC Tabe 0 @ & oom o rox LI
VLANS 1 @ ®  Down 100Mbps HDX O X X
vCL 100Mbps FDX
QoS 1Gbps FDX

Mirrorina
Figure 2.18 Webpage to Configure Ports of EHG7711

vianagea switcn

Peatop ane

Configuration

System Port Configuration
Ports
PoE

ERPS

DHCPv4 : 0

Security 1 ¢ @ 1Gfx [m] X X
Stanming Tree 20 0 e o x  x
IPMC 3 @ @® Do ] X X
LLDP PR & 100fdx O X x
NIAG Table : @ ® oon 0 x  x
VLANS s @ @  Down L X X
\égé 7T @ . Down ] X X
Mirroring s @ L Down [Automatic ] ] x x
cvee

DDMI

UDLD

SD Backup

Modbus Setting
Monitor
Diagnostics
Maintenance

Figure 2.19 Webpage to Configure Ports of EHG7708

Vecd4BgdF guet kr REgpUEqQpPhki wtcvkqgp
Field Label Subfield Label Description Factory
Default

Port Indicate port number, e.g., ranging from 1 to 11. In the -
first row, port * will show all possible configurable
options for the device.

Link Show link status. Red colour for port down, and green -
colour for port up.

Warning Indicate a warning when there is a problem with the port. | Greycolour
Different colours are used to indicate the severity of port
problem.
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Field Label Subfield Label Description Factory
Default
O: No warnings
: There are warnings Use tooltip to see.

Speed Current Show current speed of the port. e.g., 100 fdx for 100 -
Mbps full duplex. If port is currently down, this field will
ujqgy"ufqyp4o

Configured Selects any available link speed for the given switch Automatic
port. Only speeds supported by the specific port is
shown. Possible speeds are:
- Disabled - Disables the switch port operation.
- Automatic - Port auto negotiating speed and duplex
with the link partner, and selects the highest speed that
is compatible with the link partner.
- 10Mbps HDX - Forces the port in 10Mbps half-duplex
mode.
- 10Mbps FDX - Forces the port in 20Mbps full duplex
mode.
- 100Mbps HDX - Forces the port in 200Mbps half-duplex
mode.
- 100Mbps FDX - Forces the port in 200Mbps full duplex
mode.
- 1Gbps FDX- Forces the port in 1Gbps full duplex
- 2.5Gbps FDX- Forces the port in 2.5Gbps full duplex
(Only EHG7711 and EHG7708c have 2.5G SFP Port)

Adv Duplex When duplex is set as autoi.e. auto negotiation, the port will only advertise

the specified duplex as either Fdx or Hdx to the link partner. By default, port

will advertise all the supported duplexes if the Duplex is Auto.

Fdx Full duplex mode of the link. Click a checkbox to enable | -
the option.

Hdx Half-duplex mode of the link. Click a checkbox to enable | -
the option.

Adv Speed When Speed is set as autq i.e. auto negotiation, the port will only advertise

the specified speeds (e.g., 10M, 100M, 1G) to the link partner. By default,

port will advertise all the supported speeds if speed is set as Auto.

10M Click to enable 10 Mbps link speed for this port. -
100M Click to enable 100 Mbps link speed for this port. -
1G Click to enable 1 Gbps link speed for this port. -

Flow Control When Auto Speed is selected on a port, this section indicates the flow

control capability that is advertised to the link partner. But when a fixed-
speed setting is selected, the chosen speed will be what is advertised.
The Current RXTx column indicates whether frames on the Rx/Tx port are
currently paused or not, which depends on the last Auto Negotiation.
Check Enable to use flow control option. The setting here must be related
to the setting in the Configured Link Speed.
NOTE: The 100FX standard does not supportin Auto Negotiation . So, in
this mode, the flow control capabilities will always be shown as "disabled"
Enable The Flow Control mechanism can be enabled to avoid
packet loss when congestion occurs .
Curr Rx Symbol smeans that flow control is currently active on X

the receiving traffic.
Symbol * means that flow control is not active on the
receiving traffic.
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Field Label Subfield Label Description Factory
Default
Curr Tx Symbol smeans that flow control is active on the '
transmitting traffic.
Symbol X means that flow control is not active on the
transmitting traffic.
2.3 PoE

Power over Ethernet (PoE) isone of the functions in the managed switches that allows the switch to provide power
supply to end devices, called Powered Device (PD) which is connected on the other side of the Ethernet ports. This
means that the electrical power is delivered along with data over the Ethernet cables. This will be useful for the end
devices that are located in the area that has no power supply. Besides, users can save additional cost on wiring the
end devices. To find out whether this function is supported or not by your managed switch, please look for the
ogfgn"pcogO0O"Kh"vjg"uykvej"jcu
Sourcing Equipment (PSE) that can provide power output to a Powered Device (PD).The PoE configuration

mg{yqtf"TmRqgG4Y" kp" Cvqgr Xu

webpage is as shown in Figure 2.20.

Configuration

System PoE Configuration
pots Port | Enable
EEE%M 1 [Enable v|
Security 2
Aggregation 3
Spanning Tree 4
IPMC 5
LLOP 6
T i
anle 8 | Enable v

VLANS Enable v
VeL \ Save H Reset |
QoS DevE J| et
Mirroring
PTP
GVRP
DDMI
UDLD
SD Backup
Modbus Setting

Monitor

Diagnostics

Maintenance

Figure 2.20 Webpage to PoE Configuration

Vcd4BgsFguet kr RRgpUEqQphKki wtecvkqgp

Field Label

Description

Factory Default

Port

The switch port number.

: Show Port1~8
EHG7708-4PoE-2SFP-225SFP : Show Port 1~4
EHG7711-4PoE-1SFP-225SFP : Show Port1~4
EHG7711-8PoE-1SFP-225SFP : Show Port1~8

EHG77088PoE

Enable

Enable or Disable PoE the switch port operation.

Enabled/Disabled
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2.4 ERPS

Ethernet Ring Protection Switching (ERPS is a protocol for Ethernet layer network rings. The protocol specifies the
protection mechanism for sub-50 ms delay time. ERPSprotocol provides highly reliable and stable protection in
the ring topology, so that it never forms loops which can affect network operation and service availability . Figure
2.21 depicts an example of ring topology forming by four Atop X managed switch series.

IIrrrx

I
I

EHG77XX-A 7 o
Owner
BSTDOCA EHG77XO-E
Owner
EHG77XX-C EHG77XX-B £
EHG77XX-C

(rrrrrrx

xrrm

rrrrrrx

EHG77XX-B

(Irrrrrs

EHG77XX-D EHG77XX-D EHG77XX-F

(a) (b)
Figure 2.21 An Example of Ring Topology (a) Major Ring, and (b) SubRing

An ERPS ring consists of interconnected Layer 2 switching devices configured with the same control VLAN. An
ERPS ring can be a major ring or a sukring, as shown in Figure 2.21. By default, an ERPS ring is a major ring. The
major ring is a closed ring, whereas asub-ring is a hon-closed ring. The major ring and sub-ring can be configured
through type field. On the network shown in Figure 2.21, switch EHG77XXA to EHG77XXC via EHG77XXB and
EHG77XXD constitute a major ring, and switch EHG77XXE through switch EHG77XXF constitute a sub-ring.

In the Ethernet ring, loops can be avoided by guaranteeing that traffic may flow on all but one of the ring links at
any time. This particular y X d wv " g p gYlink s 'tallgd gRihgt Pkotedtion Link (RPL). A control message called
Ring Automatic Protection Switch (R -APS) coordinates the activities of switching on/off the RPL. Under normal
conditions, this link is blocked by the designated Ethernet Ring Node called RPL Owner Nodeto ensure that there
is no loop formed for the Ethernet traffic. The node at the other end of the RPL is known asRPL Neighbor Node. In
case an Ethernet ring failure occurs, the RPL Owner Node will be responsible for unblocking its end of the RPL to
allow RPL to be used as a backup link. Other ring ports called common port will help monitoring the status of the
directly connected ERPS link and send RAPS PDUs to notify the other ports of its link status changes.

If users want to have times to rectify the problem before clients detect them, users may use the Holdoff timer.
When the failure occurs, the faulty alarm will not be immediately transmitted until the Holdoff timer expires. If an
RPL owner port is unblocked due to a link/ node recovery after its faulty, the involved port may not be changed to
Up state immediately since it may cause network flapping. To prevent this problem, in revertive switching, the node
where the RPL owner port resides starts the wait to restore (WTR) timer , after receiving a RAPS No Request (NR)
message. If the node receives aRAPS Signal Fail (SF)message before the timer expires, it will terminate the WTR
timer. Otherwise, the RPL owner will block its own port, and send out RAPS (no request or NR, root blocked or RB)
messages to inform the other nodes of the link or node recovery and starts the Guard timer. Before the Guard timer
expires, other nodes do not process any RAPS (NR) messages to avoid receiving oubf-date RAPS (NR) messages.
After the Guard timer expires, if the other nodes still receive RAPS (NR) messages, the nodes set their recovered
ports on the ring to the Forwarding state. In non-revertive switching, the WTR timer is not started, and the original
faulty link is still blocked. ERPSv1supports only revertive switching. ERPSv2 supports both revertive and non-
revertive switching.

Control messages of each ERPS ring (e.g., FAPS PDUSs) are transmitted through a configuration of a control VLAN.
For an ERPS ring that is already configured a control VLAN, when users add a port to the ERPS ring, the port is
automatically added to the control VLAN. Different ERPS rings cannot be configured with the same control VLAN
ID. The control VLAN must be mapped to an Ethernet Ring Protection (ERP) instance, so that ERPS forwards or
blocks the VLAN packets based on blocking rules, protecting the ring network from broadcast storms.
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Figure 2.22 shows the ERPSConfiguration webpage, and Table 2.14 summarizes the descriptions of columns in
GRTU" EgphkiwtcvkgpXu"vecdngO

Managed Switch

atop "o
o “ ERPS Configuration Auto-refresh
65 g | [ o V| e o oot s teis ] o] T cos [ o v cp o |_
ggi%;ﬂee 1 MNone RingPort) v1 Major 0 X 10 Lmk 11 Link 1 00:00:00-00:00:00 1480 7 500 10 L [ 8@
Figure 2.22 Webpage to Configure ERPS
Table 2.14 Description of EPRS Configuration Table
Label Description
ERPS # The ID of ERPS. Valid range % 64.
RPL Mode Ring Protection Link mode. Possible values:
None: This switch doesn't have the RPL port in the ring.
Owner: This switch is RPLowner port in the ring.
Neighbor: This switch is RPL neighbor in the ring.
RPL Port Indicates whether it is portO or portl that is the Ring Protection Link. Do not use this field if
RPL Mode isNone.
Ver ERPS protocol versionvl and v2 are supported.
Type Type of ring. Possible values:
Major: ERPS major ring (G.80012016, clause 3.2.39)
Sub: ERPS subring (G.8001-2016, clause 3.2.66)
InterSub: ERPS subring on an interconnection node (G.8001-2016, clause 3.2.66)
VC Controls whether to use a Virtual Channel with a sub-ring.
Interconnect For a sub-ring on an interconnection node, this must reference the instance ID of the ring to
Instance which this sub-ring is connected.
Interconnect Controls whether the ring referenced by Interconnect Instance shall propagate R-APS flush
Prop PDUs whenever this subring's topology changes.
Port0/Portl Interface index of ring protection PortO/Port1.
Interface
Port0/Portl Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a
SF Down-MEP. Possible values:
MEP: Down-MEP
Link: Link
Ring Id The Ring ID is used- along with the control VLAN - to identify R-APS PDUs as belonging to a
particular ring.
Node Id The Node ID is used inside the RAPS specific PDU to uniquely identify this node (switch) on
the ring.
Level MD/MEG Level of RAPS PDUs we transmit.
Control VLAN | The VLAN on which RAPS PDUs are transmitted and received on the ring ports.
Control PCP The PCP value used in the VLAN tag of the RAPS PDUs.
Rev Revertive (true) or Nonrevertive (false) mode.
Guard Guard time in ms. Valid range is 10- 2000 ms.
WTR Wait-to-Restore time (WTR) in seconds. Valid rangeis between 1 to 720 seconds.
Hold Off Hold off time in ms . Value is rounded down to 100ms precision. Valid range is 0 - 10000 ms.
Enable The administrative state of this APS ERPS. Checkthe box to make the device function s
normally and uncheck to make it cease functioning.
Oper The operational state of ERPS instance.
: Active
@®: Disabled or Internal error.
Warning Operational warnings of ERPS instance.
®: No warnings
: There aresome warnings. Use tooltip to see.

Please click @ to start configuring the ERPS. After clicking the @, Figure 2.23 below will be appeared.
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Technologies I

Configuration
System
Paris
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
LLDP
SyncE
MAC Table
VLANSs
VCL
QoS
Mirrcring
PTR
GVRP
DDMI
upLD

-

ERPS Configuration
Configuration

Managed Switch

A=

- Interconnect Port If Control
EIIPS#‘WW‘ Type |\'C instance | Prop | Port0 | Portl Ilingltl| Nodeld |W}Ww{m|ﬁm| WTR Hr.IcIDH|EndJIe
o Major v 0 [ 1 coovosooooog] - [ s [ s [ 0
Protected VLANs
[viani ]| 1]

Ring Protection Link

[None v [[RingPortd v |

Figure 2.23 After Clicking ® to Configure ERPS

Table 2.15 shows the descriptions of each field and subfields in the ERPs configuration webpage in details.

Vcd4BgmFguet kr GR gRIIP gkhi"wt cvkgp"

Ygdrcig

Field Label

Subfield
Label

Description

Factory Default

ERPS #

Configure ERPS number to indicate a ring ranging from 1 to
64.

0

Version

Indicate the version that ERPS protocol is using. Two options
are available: v1 and v2.

V2

Type

Indicate types of ERPS ring. There are three options: Major,
Sub, and Intersub.

Major

VC

If this option is selected, it indicates that a Virtual Channel is
enabled and will be used with a sub-ring. The VC function is
used for passing through R-APS messages of sub-ring. User
must add control VLAN of sub-ring to each ring ports of Major -
ring.

Clicked

Interconnect

Instance

For a sub-ring on an interconnection node, this must reference
the instance ID of the ring to which this sub-ring is connected.
Ethernet Ring Protection (ERP) Instanceis used for forwarding
or blocking the VLAN packets based on blocking rules.

Prop

Controls whether the ring referenced by Interconnected
Instance shall propagate R-APS flush PDUs whenever this sub
ring's topology changes.

Unchecked

Port If

Port0

Select which port on the managed switch will be on Ring PortO.
Ranging from 1 to the maximum number of ports.

Portl

Select which port on the managed switch will be on Ring Port1.
Ranging from 1 to the maximum number of ports.

Ringld

Ring identification number, ranging from 1 to 9999. The Ring ID
is used along with the control VLAN to identify R-APS PDUs as
belonging to a particular ring.

Nodeld

The Node ID is used inside the RAPS specific PDU to uniquely
identify this node (switch) on the ring. Enter a MAC address
manually.

00:00:00:00:00:00

Level

MD/MEG Level of RAPS PDUs we transmit.Ranging from 0 to
7

Control

VLAN

The VLAN on which RAPS PDUs are transmitted and received
on the ring ports. Specify the virtual local area network that
this static MAC belongs to, ranging from 1 to 4096.
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Field Label Subfield | Description Factory Default
Label
PCP The PCP value used in the VLAN tag of the RAPS PDUSs. 7

Priority Code Point within the Ethernet frame header. PCP 0 is
the lowest priority and 7 is the highest priority.

Rev . . . . Clicked
Revertive (true) or Nonrevertive (false) mode. Click/Unclick to

enable the revertive/non-revertive switching.

Guard Set the guard time of the ring, ranging from 10 to 2000 ms 500
WTR Set the wait-to-restore (WTR) time of the ring in seconds. 300
Lower value has lower protection time. Range of the WTR
Timer is from 1 to 720 seconds.

HoldOff Set the holdoff time of the ring , ranging from 0 to 10000 ms 0

Enable The administrative state of this ERPS. Check to make it Unchecked
function normally and uncheck to make it cease functioning.

VLAN ID Indicate Identification number of VLAN (Virtual Local Area NULL

Network), which are protected by this ring instance. At least
one VLAN must be protected. Specify VLAN IDas a comma
separated list of vlan numbers or vlan ranges. Ex.: 1,4,7,3070.
RPL Mode There are three types of Ring Protection Link (RPLO mode: None
None, Owner,Neighbour where:
1 None means this switch doesn't have the RPL port in
the ring.
1 Owner means this switch is RPL owner for the ring.
1 Neighbour means this switch is RPL neighbour (only in
ERPSv2)for the ring.
RPL Port Indicates whether it is portO or portl that is the Ring Protection | RingPortO
Link. Do not use this option, if RPL Mode is None.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values. Click Cancel button to return to the previous page. Any intentional input for changes will be
disregarded.

2.5 DHCPv4

C v q EP@Er7XXmanaged switch can act as a DHCPv4 (Dynamic Host Configuration Protocol over IP version 4)
server in the local network. By enabling this function in the managed switch, an IPv4 address and related fields will
be automatically assigned and delivered by the DHCPv4server running inside the managed switch to other network
devices connected to the managed switch. Under this Configuration A DHCPv4 menu, there are two submenus i.e.,
Snooping and Relay, as shown in Figure 2.24. The following subsections will describe them in more details.

atop

Technologias

Configuration
Systam
Ports
ERPS
OHCPv4

Snooping
Relay
Security

Figure 2.24 Submenus under the DHCP Main Configuration Menu
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2.5.1 Snooping

A rogue DHCP (Dynamic Host Control Protocol) server may be set up by an attacker in the network to provide
falsify network configuration to a DHCP client such as wrong IP address, in-correct subnet mask, malicious
gateway, and malicious DNS server. The pupose of DHCP spoofing attack is to redirect the traffic of the DHCP
client to a malicious domain and try to eavesdrop the traffic or simply try to prevent a successful network
connection establishment. To protect against a network security attack of rogue DHCP server or DHCP spoofing
c v Vv c e m.EH&VXKprogyide' DHCP Snooping feature. When this feature is enabled on specific port(s) of
EHG77XXmanaged switch, the EHG77XXwill allow the DHCP messages from trusted ports to pass through while
it will discard or filter the DHCP messages from untrusted ports.

To enable the DHCP Snooping feature, select theEnabled option from the dropdown menu behind the Snooping
Mode option under the DHCP Snooping Configuration webpage, as shown in Figure 2.25. By default, all interfaces
of EHG77XXare Trusted for DHCP Snooping. To configure specific port(s) as trusted or untrusted port(s), simply
select the Trusted or UnTrusted option under the Mode column for that particular Port(s). Finally, click the Save
button at the bottom of the webpage to activate the DHCP Snooping on the selected port(s). Click Reset button to
undo any change made locally and revert to previously saved values.Table 2.16 describes the options of DHCP
Snooping Configuration.

at p Managed Switch I 9

Technologies

Configuration . " .
sys?em DHCP Snooping Configuration
Ports
ERPS | Snooping Mode | | Disabled v | |
DHCPv4

Snooping

Relay X .
Security Port Mode Configuration
Agaregation
Spanning Tree Port [ Mode
IPMC = la> v
ELDPE 1 | Trusted

ync
MAC Table 2 |Trusted v
VLANs 3 |Trusted »
WCL 4 | Trusted
st . 5 | Trusted
tdirroring
PTP 6 | Trusted
GWRP 7 |Trusted »
DDMI
UDLD 8 | Trusted
SD Backup 9 | Trusted
Modbus Setting 10 | Trusted »

M_onltcr . 11 | Trusted

Diagnostics

Maintenance

| Save || Reset |

Figure 2.25 Webpage to Configure DHCPv4 Snooping
Table 2.16 Description of DHCP Snooping Configuration

Field Label Description Factory
Default
Snooping Mode Indicates the DHCP snooping mode operation. Possible modes are:
Enabled: Enable DHCP snooping mode operation. When enabled, the
DHCP request messageswill be forwarded to trusted ports and only Disabled

allow reply packets from trusted ports.
Disabled: Disable DHCP snooping mode operation.

Port Mode Indicates the DHCP snooping port mode. Possible port modes are:

Configuration Trusted: Configures the port as trusted source of the DHCP messages. Trusted
Untrusted : Configures the port as untrusted source of the DHCP
messages.
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25.2 Relay

A DHCP relay agent is a small program that relays DHCPBOOTP messages between clients and servers on different
subnets. DHCPBOOTP relay agents are parts of the DHCP and BOOTP standards and function according to the
Request for Comments (RFC9 It stores the incoming interface IP address in the GIADDR field of the DHCP packet.
The DHCP server can use the value of GIADDR field to determine the assigned subnet. For such condition, please
make sure that the switch configuration of VLAN interface IP address and PVID (Port VLAN ID) are set correctly.

A relay agent relays DHCPBOOTP messages that are broadcast on one of its connected physical interfaces, such
as a network adapter, to other remote subnets to which it is connected by other physical interfaces . Figure 2.26
shows the DHCP Relayconfiguration webpage . Users can enable the DHCP Relay by selecting theEnabled box
behind the Relay Mode option. Then, users caninputc " T g n ¢ { 'lPuaddregsgntth¥ Belay Server field.

Users also have a choice to enable the DHCP Relay InformationMode. If it is enabled, the switch will insert
information about the client & network location into the packet header of the DHCP request, which is coming from
the client on an untrusted interface . Then, the switch will send the modified request to the DHCP server. The DHCP
server will inspect the information in the packet header and use it to generate the IP address or other parameters
for the client. When the DHCP server returns the response tothe switch, the switch will have an option to Replace,
Keep, and Drop the information from the response packet and forward it to the client. After finishing the DHCP
Relay setup, please click on theSave button to allow the change to take effect .

at p Managed Switch C g e

Technologies

Configuration . .
Sysﬁ’em DHCP Relay Configuration
Ports
ERPS Relay Mode | Disabled v|
DHCPv4 Relay Server [0.0.0.0
maping Relay Information Mode | | Disabled v]
Security Relay Information Policy | |Kzep ~|
Aggregation
lspr;zgmng Tree | Save || Reset |

Figure 2.26 Webpage to Configure DHCPv4 Relay

Table 2.17 Description of DHCP Relay Configuration
Field Label Description Factory Default
Relay Mode There aretwo modes here: Disabled or Enabled. Click the
dropdown box to deactivate or activate the relay mode.
Enabled: Enable DHCP relay mode operation. When DHCP relay
mode operation is enabled, the agent forwards and transfers
DHCP messages between the clients and the server when they
are not in the same subnet domain. And the DHCP broadcast
message won't be flooded for security considerations.
Disabled: Disable the DHCP relay mode operation.
Relay Server Enter an IPv4 address of the DHCP relayserver. 0.0.0.0
Relay Information Mode | There are two modes here: Disabled and Enabled. Click the
dropdown list to deactivate or activate the information mode of
the DHCPrelay server.
Enabled: Enable DHCP relay information mode operation. When
DHCP relay information mode operation is enabled, the agent
inserts specific information (option 82) into a DHCP message
when forwarding to DHCP server, and removes it from a DHCP
message when transferring to DHCP client. It only works when
DHCP relay operation mode is enabled.
Disabled: Disable DHCP relay information mode operation.
Relay Information Set the information policy for the DHCPrelay server. There are
Policy three modes here: Replace, Keep, and DropWhen DHCP relay

Disabled

Disabled

Keep
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Field Label Description Factory Default
information mode operation is enabled, if the agent receives a
DHCP message that already contains relay agent information it
will enforce the policy. The 'Replace’ policy is invalid when relay
information mode is disabled.

Replace: Replace the original relay information when received a
DHCP message.

Keep: Keep the original relay information when received a DHCP
message.

Drop: Drop the package whenreceived a DHCP message.

2.6 Security

Ugewt kv {" Eqphki BHGE7Xknmpmpaged $witcl gogsistX af three main parts: Switch, Network, and
AAA. There are a number of submenus for each of these main security configuration parts , as shown in Figure
2.27.

Security
Switch
Users
Privilege Levels
Auth Method
SSH
HTTPS
SNMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access

RMON
Statistics
History
Alarm
Event

Network

Part Security
Configuration
MAC Addresses

NAS

ACL
Ports
Rate Limiters
Access Control List

IP Source Guard
Configuration
Static Table

ARP Inspection
Port Configuration
VLAN
Configuration
Static Table

AAA
RADIUS
TACACS+

Figure 2.27 Configuration-> Security Menu

2.6.1 Switch

The first submenu under Configuration A Security is the Switch menu, as shown in Figure 2.28. There are other
submenus under this Switch menu which are Users, Privilege Levels, Auth Method, SSH, HTTPS, SNMP, and
RMON. The following subsections will explain each of these menus in more details.
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Managed Switch T C X7

Technologies I

Configuration )
System Users Configuration
Paoris
PoE User Name | Privilege Level
ERPS admin 15
DHCP_V4
Security Add Mew User

Switch
Users
Privilege Levels
Auth Methad
5H
HTTFS
SNMP
RMON
Metwark
AAA

Figure 2.28 Configuration-> Security -> Switch Menu

2.6.1.1 Switch Users

A simple way of providing terminal access control in your network device (managed switch) is to use passwords

and assign privilege levels. Password protection restricts access to a network or network device. Privilege levels
define what commands users can enter after they have logged into a network device. EHG77XXmanaged switch
uses privilege levels to provide password security for different levels of switch operation. The privilege level of the

user is ranging from 0 to 15. If the user has the privilege level value of 15, it means that the user is granted the full
control of the device, which is being an administrator. The system maintenance, such as software upload and
factory defaults, need a user privilege level of 15. Guest account usually is assigned with the privilege level 5 and
has the read-only access. Whereas a standard user usually is assigned with the privilege level of 10 and has the
read-write access.

When users first enter this Users Configuration webpage, users will see an overview of the current users. The user
overview webpage consists of User Name and Privilege Level columns, as shown in Figure 2.29. Currently the only
way to login as another user on the web server of the managed switch is to close and reopen the web browser.
Table 2.18 provides explanation for the User Configuration webpage.

at p Managed Switch 4 e

Technologies

Security o . .
S'-Nitt.}r; Users Configuration
Users __
Privilege Levels [ User Name [ Privilege Level |
Auth Method [ admin 15 |
55H
HITPS | Add New User |

SNMP
Figure 2.29 Webpage to Configure Security Switch Users

Table 2.18 Description of Users Configuration

Field Label Description
User Name The name identifying the user. This is also a link to Add/Edit User.
Privilege Level The privilege level of the user. The allowed range is0 to 15. If the privilege level

value is 15, it can access all groups, i.e., that is granted the fully control of the
device. But, for other values, administrator need to refer to the setting of each
group privilege level. User's privilegemust be the same or greater than the
group privilege level to have the access of that group.

By the default setting, most groups privilege level 5 has the read-only access
and privilege level 10 has the readwrite access. And the system maintenance
(software upload, factory defaults and etc.) need user privilege level of 15.
Generally, the privilege levelof 15 can be used for an administrator account, the

Page 40 of 248



Industrial Managed Ethernet

Switch T EHG77XX User Manual

Field Label Description

privilege level of 10 for a standard user account, and the privilege level of 5 for
a guest account.

Users can also click Add New User button to add a new user. After clicked, the webpage in Figure 2.30 will be
shown. Table 2.19 summarizes the descriptions of the Add User webpage. When clicking on Configuration-
>Security-=>Switch->Users submenu, thereis a hyperlink in each username where users can click to Edit user.
Figure 2.31 shows an example of Edit User webpage.

at p Managed Switch # & @
Technologies
Configuration

System Add User

Ports =

ERPS User Settings

DHCPv4 User Name

Security Password

Switch

Users Password (again)
Privilege Levels -
Auth Method Bk oy 0 hd
SSH -
HTTPS | Save || Reset H Cancel ‘

SNMP

Figure 2.30 Webpage to Configure Security Switch UsersT After Clicked Add New User Button

VcdaBg;Fguet kr Wagpu" ghph'€hwgtVEDQRERgJDWuUWGp
Label Description Factory Default
Username A string identifying the user name that this entry should belong | NULL
to. The allowed string length is 1 to 31. To have avalid
username setting, the device allows only letters, numbers and
underscores in the entry.
Password This field specifies the password of a user. The allowed string NULL
length is ranging between 0 to 31. Any printable characters
including space is acceptable in the password setting.
Password (again) | Re-enter the same password to confirm the password setting . NULL
Privilege Level The privilege level of the user. The allowed range is0O to 15. If 0
the privilege level value is 15, it can access all groups. Meaning
that it is granted the fully control of the device. But for the
accessibility of other privilege level values, usersneed to refer
to the pre-assigned agreement of each group privilege level.
User's privilege should bethe same or greater than the group
privilege level to have the access of that group. By default
setting, most groups privilege level of 5 has the read-only
access and privilege level of 10 has the read-write access. And
the system maintenance (software upload, factory defaults and
etc.) need user privilege levelof 15. Generally, the privilege level
of 15 can be used for an administrator account, privilege level
of 10 for a standard user account, and privilege level of 5 for a
guest account.

at p Managed Switch ® » @
Technologies
Configuration .
System Edit User
Ports i
Emps Usl.er Settings
DHCPv4 User Name admin |
Segurlit)r,; Change Password | Mo v|
witc
Users Privilege Level
Privilege Levels
Auth Method Cancel |
Auth Wetho [ save |[Reset || Cancel |

Figure 2.31 Webpage to Edit User
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2.6.1.2 Switch Privilege Levels

This subsection describes the Privilege Level Configuration webpage, as shown in Figure 2.32. On this webpage,
user can customize the privilege level in the table.

Group Name is the name identifying the privilege group. In most cases, a privilege level group consists of a single
module (e.g., LACP, RSTP or QoS), but a few of them contains more than oneTable 2.20 shows examples of some
group name in details:

Vcd4dig2Zczcor nigudwrmh™ Pcog

Label Description
System Contact, Name, Location, Time zone, Daylight Saving Time, Log.
Security Authentication, System Access Management, Port (contains

Dotlx port, MAC based and the MACAddress Limit), ACL,
HTTPS, SSH, ARP Inspection, IP source guard.

IP Everything except 'ping'.

Port Everything except 'VeriPHY".

Diagnostics 'ping' and 'VeriPHY".

Maintenance CLI- System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and
Firmware Load. Web- Users, Privilege Levels and everything in
Maintenance.

Only present in CLI.

Debug

Privilege Levels in every group has an authorization Privilege level for the following sub groups: Configuration
Read only, Configuration/Execute Read-Write, Status/Statistics Read -only, Status/Statistics Read -Write (e.qg.,
for clearing of statistics). User Privilege should be the same or greater than the authorization Privilege level to
have the access to that group.

t Managed Switch A O
atop
Cogyﬂs?:r;atlon Privilege Level Configuration
Pors Brivilege Levels
Group Name Configuration | Configuration/Execute | Statu isti isti
Read-only i Read-only Read/write
Aggregation [5 v] [5 v]
Alarm [5 v] 1ow [5 v]
DOMI 5 W 10w 5w 10w
Diebug 15w 15w 15 W 15 W
DHCP 5 W 10% 5 W 10 W
Diagnostics 5 W 10 5 10 %
ERPS 5 W 10w 5w 10w
Firmware: 5 W 10w 5 W 10w
Aggregation Green_Ethernet 5 W 10w 5 W 10w
Spanning Trae P 5 W 10w 5 w 10w
IPMC IPMC_Snocping 5 v o 5w o
;;EEE Lace 5w 0w 5 v "]
MAC Table LLDP 5 W 10w 5 W 10w
VLAMNS MAC_Table 5 W 10w 5 W 10w
VCL Mirror 5 v 10w 5 w 10w
?193 . Miscellaneous 15w 15 % 15w 15w
e o NTR 5w v 5 v ow
GVRP POE 5 W 10w 5 W 10 W
COMI POE_LTC4281 5 W 10w 5w 10w
unLD Farts 5 w 10w 1w 10w
TN Rarlam
Monitor PTP 5 W 10w 5 W 10w
Diagnostics QoS 5 ¥ 10% 5 w 10w
Maintenance Security{access) 10 W 10 W 5w 10 W
Security(network) 5 W 10w 5 W 10w
SERIAL_NUMBER 5 W 10w 5w 10w
Spanning_Tree 5 W 10w 5 W 10w
System 5 W 10w 1w 10w
UoLD 5w 10w 5w 10w
UFDMA_AIL 5 W 10w 5w 10w
uFDMA_CIL 5 W 10w 5w 10w
wveL 5 W 10w 5w 10w
VLANS 5 W 10w 5w 10w
XXRP 5 W 10 % 5 W 10 %

Figure 2.32 Webpage to Configure Privilege Levels of the Switch
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2.6.1.3 Switch Auth Method

The authentication section allows you to configure how a user is authenticated when he/she logs into the switch
via one of the management client interfaces. Note that management client interfaces are console, telnet, ssh, and
http. There are three separated tables in this webpage: Authentication Method Configuration, Command

Authorization Method configuration,

and Accounting Method Configuration webpage , as shown in Figure 2.33. In

the Authentication Method Configuration , users can configure how a user is authenticated when he/she logs into
the switch via one of the management client interfaces. In Command Authorization Method configuration , users
can configure the limitation of the CLI commands available to a user. In the Accounting Method Configuration

webpage, users can configure command and exec (login) accounting. Table 2.21 shows descriptions of these
methods in details. Please click Save button for a change to take effect, or click Reset button to undo any changes
made locally and revert to previously saved values.

t Managed Switch A0
Technologies p
Configuration L ] ;
S?S?Bm Authentication Method Configuration
Eﬂgﬁ Client | Methods
ERPS console ocal W
DHCPv4 talnet ocal W b no e
Security ssh ocal W
Swich hitp ocal W w i o
lzars
Srivilege Levelz
£th Mietnag Command Authorization Method Configuration

[z}
AL

Client | Method [ Cmd Lvl [ Cfg Cmd
console  |no il a
telnet no e

Ea A B

Aggregation ssh no v 0
Spanning Tres
IPMC i ) _
LLDP Accounting Method Configuration
SyncE
MAC Table Client | Method | Cmd Lvl | Exec
VLAMS console | no e
éc'lé talnet no W |:|
o
Mirroring ssh no W
FTP
GvRe
DO
uoLD
QF_‘. Rarlim
Monitor
Diagnostics
Maintenance

Figure 2.33 Webpage to Configure Switch Authentication Method

h" Pg<"Cwvjgpvkecvkqgp" lpassiblek ucdngf " cf
h" Ngecn<"Wug"vjg"ngecn"wugt"fcvcdc.l
h" Tcf kwu<"Wug"tgoqvg" TCFKWU" ugt xgt ?
h"Vceceu<"Wug"tgoqvg"VCECEU- "ugt xgt
Methods that involve remote servers are timed out if the remote servers are
offline. In this case the next method is tried. Each method is tried from left

to right and continues until a method either approves or rejects a user. If a
remote server is used for primary authentication , it is recommended to
configure secondary authentication as 'local'. This will enable the
management client to login via the local user database, if none of the

configured authentication servers are alive.

Vecd4lgFguet kr Uhkgpe| §B8Wvj gpvkecvkqgp" Ogvijqf
Label Description Factory
Default
Authentication Method Configuration
Client The management client for which the configuration below applies, which
consists of console, telnet, ssh. i
Methods Set to one of the following values: local, no, no
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Label Description Factory
Default
Command Authorization Method configuration
Client The management client for which the configuration below applies. -
Method Method can be set to one of the following values:
h" Pg<"Eqoocpf"cwvjgtk|]cvkgp"ku"fkucd
commands according to his privilege level. no
h"Vceceu<"Wug"tgoqvg"VCECEU-"ugt xgt
remote servers are offline, the user is granted access to CLI commands
according to his privilege level.
Cmd Lvl Authorize all commands with a privilege level higher than or equal to this
. ) 0
level. Valid values are in the rangeof 0 to 15.
Cfg Cmd | Also click this option to authorize configuration commands. Unchecked
Accounting Method Configuration webpage
Client Indicates the management client for which the configuration below applies. -
Method Method can be set to one of the following values:
h"Pg<"Ceeqwpvkpi"ku"fkucdngf 0" no
h"Vceceu<" Wug" tsgnergsyfog acdolringE U - "
Cmd Lvl Enable accounting of all commands with a privilege level higher than or
equal to this level. Valid values are in the rangeof 0 to 15. Leave the field NULL
empty to disable command accounting.
Exec Click to enable exec (login) accounting. Unchecked

2.6.1.4 Switch SSH

Users can enabled/disabled SSH (Secure Shell) mode throughSSH Configuration webpage, as shown in Figure
2.34. Here, users can selectEnabled/Disabled from the drop-down list of Mode field. Please click Save button for
a change to take effect or Reset button to undo any changes made locally and revert to previously saved values.

Managed Switch & (& @
atop

Configuration

Systemn $5H Configuration
Paris
PoE | Mode |
ERPS Disabled
DHCPv4 [Save | [y
Security |Enabled |
Switch
Jsars
Privilege Levels
Auth Methad
554
HTTPS
SNMP
RMON
Metwork
AR
Aggregation

Figure 2.34 Webpage to Configure SSH

2.6.1.5 HTTPS

Users can enabled/disabled HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) mode throughHTTPS
Configuration Webpage, as shown inFigure 2.35. HTTPS provide authentication and encrypted communication
and is widely used on the World Wide Web for securitysensitive communication such as payment transactions and

corporate logons. HTTPS is really just the use of Secure Socket Layer (SSL) as a sublger under its regular HTTP
application layering. (HTTPS uses port 443 instead of HTTP port 80 in its interactions with the lower layer, TCP/IP.)
SSL uses a 40bit key size for the RC4 stream encryption algorithm, which is considered an adequate degree of
encryption for commercial exchange.

There are total of four fields: Mode, Automatic Redirect , Certificate Maintain, and Certificate Status. In the Mode
field, users can select Enabled/Disabled the HTTPs mode. In the Automatic Redirect field, users can select to
Enabled/Disabled this mode. When it is enabled, a HTTP connection will be automatically redirected to be a HTTPS
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connection. Note here that the browser may not be allowed to redirection, if the browser does not trust the switch

certificate. In such case, users need to initialize the HTTPS connection manually. For the Certificate Maintain field,
users can choose type of operation whether to do nothing (None), delete the current certificate (Delete), upload a
new certificate (Upload), and generate a new certificate (Generate). In the last field, Certificate Status, it displays
the current status of certificate on the sw itch. Please click Save button for a change to take effect or Reset button
to undo any changes made locally and revert to previously saved values.

Managed Switch & 9
atop

Technologies | Refresh |

Configuration HTTPS Configuration

System
Ports
BoE Mode [ Disabled |
ERPS Automatic Redirect
geHc%EE? Certificate Maintain | None b |
Switch Certificate Status Switch secure HTTP certificate is presented
Users

Privilege Levels
Auth Method
55H
HTTFS
SNMP
RMON
Metworlk
AAA
Aggregation

| save || Reset |

Figure 2.35 Webpage to HTTPS Configuration

If the user selects the Upload option for Certificate Maintain field, the webpage will be updated with additional
fields which are Certificate Pass Phrase, Certificate Upload, and File Upload, as shown in Figure 2.36. Table 2.22
summarizes the descriptions of fields in HTTPS Configuration webpage.

Note that to upload a certificate PEM file into the switch, the file should contain the certificate and private key
together. If users have two separated files for saving certificate and private key, users can use the Linux cat
command to combine them into a single PEM file. For example, cat my.cert my.key > my.pem. The RSA certificate
is recommended since most of the new version of browsers has removed support for DSA in certificate

Managed Switch A = 9

Technologies l | Refresh |

Configuration HTTPS Configuration

System
Ports
BOE Mode [Enabled v|
ERPS Automatic Redirect [ Enabled |
SQ&E};‘ Certificate Maintain | | Upload v
Switch Certificate Pass Phrase | | |
Users -
Privilege Levels Certificate Upload [Web Browser |
ggl—} WMethod File Upload | Choose File | No file chosen
HUTTPS Certificate Status Switch secure HTTP certificate is presented
SNMP
RMOMN
el | save || Reset |
ARA
Agaregation

Spanning Tree

Figure 2.36 Webpage to HTTPS Configuration with Certificate Uploading

Table 2.22 Description of HTTPS Configuration Webpage
Label Description Factory Default

Indicate the HTTPS mode operation.
Mode Enabled: Enable HTTPS mode operation. Disabled
Disabled: Disable HTTPS mode operation.
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Label Description Factory Default
Indicate the HTTPS redirect mode operation. It is only significant when
"HTTPS Mode Enabled" is selected. When the redirect mode is enabled, the
HTTP connection will be redirected to HTTPS connection automatically. Note
. that the browser may not allow the redirect operation due to the security
Automatic - : . o .
Redirect consfl(.jelratmn unless the swnch certificate is trustgd to the browser. You need | pisabled-
to initialize the HTTPS connection manually for this case.
Possible modes are:
Enabled: Enable HTTPS redirect mode operation.
Disabled: Disable HTTPS redirect mode operation.
Indicate the operation of certificate maintenance.
-~ None: No operation.
Certificate | pelete: Delete the current certificate.
Maintain Upload: Upload a certificate PEM file. Possible methods are: Web Browser or None
URL.
Generate: Generate a new selfsigned RSA certificate.
Certificate | Enter the pass phrase in this field if your uploading certificate is protected by
Pass a specific passphrase. -
Phrase
Upload a certificate PEM file into the switch. The file should contain the
certificate and private key together. If you have two separated files for saving
certificate and private key. Use the Linux cat command to combine them into
a single PEM file. For example, cat my.cert my.key > my.pem. Note that the
RSA certificate is recommended since most of the new version of browsers
has removed support for DSA in certificate, e.g. Firefox v37 and Chrome v39.
Possible methods are:
Certificate Web Browser: Uplqe}d a ce'rtificate via Web browser.
Upload URL: Upload a certificate via URL, the supported pr_otocols -
are HTTP,HTTPS TFTPand FTP. The URL format is
<protocol>://[<username>[:<password>]@]<
host>[:<port>][/<path>]/<file_name>. For example,
tftp://10.10.10.10/new_image_path/new_image.dat,
http://lusername:password@10.10.10.10:80/new_image_path/new_image.dat.
A valid file name is a text string drawn from alphabet (A -Za-z), digits (0-9), dot
(), hyphen ), under score (). The maximum length is 63 and hyphen must
not be first character. The file name content that only contains '." is not
allowed.
N Display the current status of certificate on the switch. Possible statuses are: :
Certificate | switch secure HTTP certificate is presented. Switch secure
Status HTTP certificate

Switch secure HTTP certificate is not presented.
Switch secure HTTP certificate is generating ....

is presented

2.6.1.6 SNMP System

Simple Network Management Protocol (SNMP) is a protocol for managing devices on IP networks. It exposes
management data in the form of variables on the managed systems which describe the system configuration .
These variables can then be queried or defined by the users The SNMP is used bynetwork management system
or third-party software to monitor devices such as managed switches in a network to retrieve network status

information and to configure network parameters0" Vj g" Cvqgr Xu" ocpcigf
configured in this section. Within the SNMP submenu, there are seven submenus under it: System, Trap,

Communities, Users, Groups, Views, and Access.

uykvej

In the first submenu under SNMP, the SNMP system can be configured, as shown in Figure 2.37. There are two
fields here: Mode and Engine ID. In Mode, users can select Enabled/Disabled from the dropdown list to enable

SNMP mode operation. In Engine ID, it indicates the SNMPv3 engine ID. The string must contain an even number
(in hexadecimal format) with number of digits between 10 and 64, but all -zeros and all-'F's are not allowed. Change

of the Engine ID will clear all original local users. The default setting is 80000eab030200c14df2e0.
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Please click Save button for a change to take effect or Reset button to undo any changes made locally and revert
to previously saved values.

Technolog.es I

Configuration

Managed Switch A

SNMP System Configuration

System
Forts
BoE Mode [Enabled v|
ERPS Engine ID |300009ab030060e91234b0 |
DHCPv4
Security | save || Reset |

Switch —

Users

Privilege Levels
Auth Method
S5H
HTTFPS
SNMP
System
Trap
Communities
Users
Groups
Views
Access
RMON
Metwork
AMA
Aggregation
Spanning Tree

Figure 2.37 Webpage to Configure SNMP System
2.6.1.7 SNMP Trap Destinations

The managed switch provides a trap function that allows switch to send notification to agents with SNMP traps or
inform . The notifications are based on the status changes of the switch such as link up, link down, warm start, and
cold start. For inform mode, after sending SNMP inform requests, switch will resends inform request if it does not
receive response within 10 seconds. The switch will try re-send three times. This option allows users to configure
SNMP Trap Setting by setting the destination IP Address of the Trap server, Port Number of the Trap server, and
SNMP version for authentication. Figure 2.38 shows these Trap Settingés options. Please click on the Add New
Entry button to input new entry as shown in Figure 2.39. Table 2.23 summarizes the descriptions of trap destination
settings. Please click on the Save button afterwards for a change to take effect or Reset button to undo any
changes made locally and revert to previously saved values.

Managed Switch A = 9
Technolognes p

Configuration
System
Ports
PoE
EEE?"M [ Delete [ Name | Enable | Version [ Destination Address [ Destination Port |
Security =

Switch | Add New Entry |
Users e —
Frivilege Levels | save || Reset |
Auth Method -
S5H
HTTFS
SNMP

System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMON
Metworl
ARA
Aggregation

Trap Configuration

Trap Destination Configurations

Figure 2.38 Webpage to Configure SNMP Trap Destinations
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SNMP Trap Configuration

Trap Config Name | |
Trap Mode | Disabled v
Trap Version [ SNMP v2c v
Trap Community | public |
Trap Destination Address | |
Trap Destination Port [162 |
Trap Inform Mode | Disabled v
Trap Inform Timeout (seconds) | 3 |
Trap Inform Retry Times B |
Trap Security Engine ID 80000eab030060e91234b0
Trap Security Name

| Save || Reset |

Figure 2.39 Adding New Entry to SNMP Trap Destination Table

Table 2.23 Descriptions of SNMP Trap Destination Configurations

Label Description

Delete Users are allowed to delete each entry separately.

Name Indicates the trap Configuration's name. Indicates the trap destination's name.
Indicates the trap destination mode operation. Possible modes are:

Enable Enabled: Enable SNMP trap mode operation.
Disabled: Disable SNMP trap mode operation.
Indicates the SNMP trap supported version. Possible versions are:

version SNMPv1: Set SNMP trap supported version 1.
SNMPv2c: Set SNMP trap supported version 2c.
SNMPv3: Set SNMP trap supported version 3.
Indicates the SNMP trap destination address, where both IPv4 and IPv6 address are
supported. It allows a valid IPv4 address in dotted decimal notation ('x.y.z.w"). It also allows a
valid hostname. A valid hostname is a string drawn from the alphabet (A -Za-z), digits (0-9),
dot (.), dash (-). Spaces are not allowed, the first character must be an alpha character, and

Destination the_first and last characters m_ust _not be a dot or a dash. o _

Address Indicates the SNMP tr_ap destination IPv6 addres_s. IPV§ _addr_ess is in 128-bit rec_ords _
represented as eight fields of up to four hexadecimal digits with a colon separating each field
(:). For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol "::" is a specialsyntax that can be used
as a shorthand way of representing multiple 16-bit groups of contiguous zeros; but it can
appear only once. It can also represent a legally valid IPv4 address. For example,
':192.1.2.34".

Destination Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port.

Port The port range is 1~65535.

2.6.1.8 SNMP Trap Sources

This page provides SNMP Trap Source configurations . A trap is sent for the given trap source if at least one filter
with an tincluded Yfilter type matches the filter, and no filter with an mexcludedYfilter type match es. Figure 2.40
shows the webpage when there is no entry in the trap source configurations. When users click on the Add New
Entry button, the webpage will be updated to Figure 2.41. The users can select Name for trap source from the drop-
down list and select the type from the second drop -down list. Then, enter the Subset OID in the text field. Click on
the Save button to save the changes or click on the Reset button to undo any changes made locally and revert to
previously saved values. Table 2.24 provides descriptions of the SNMP Trap Source Configurations.
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Technologies I

Configuration

System

Ports

PoE

ERPS

DHCPv4

Security

Switch

Users
Frivilege Levels
Auth Method
SSH

Managed Switch A>O

Trap Configuration

Trap Source Configurations

Delete [ Name | Type | Subset OID

No entry exists

| Add New Entry |

| Save || Reset |

HTTPS
SNMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMON
Metworl
ARA
Aggregation

Figure 2.40 Webpage to Configure SNMP Trap Sources

Trap Configuration

Trap Source Configurations

Delete | Name [ Type | Subset OID
| Delete |[ coldStart v|[included v |
.
| Add New warmStart
_linkUp
[ save || F linkDown

newRoot
topologyChangs
lldpRemTablesChange
risingAlarm
fallingAlarm

Figure 2.41 Adding New Entry to SNMP Trap Sources

Table 2.24 Description of SNMP Trap Source Configurations

Label Description
Delete Click this button to delete the entry. It will be deleted during the next save. Users are allowed
to delete each entry separately.
Name Indicates the name for the entry. The name is selectable from the following list.
- coldStart
- warmsStart
- linkUp
- linkDown
- newRoot
- topologyChange
- lldpRemTablesChange
- risingAlarm
- fallingAlarm
Type Indicates the filter type for the entry. Possible types are:
included: An optional flag to indicate that a trap is sent for the given trap source is matched.
excluded: An optional flag to indicate that a trap is not sent for the given trap source is
matched.
Subset OID The subset OID for the entry. The value should depend onwhat kind of trap name is. For

example, the ifldex is the subset OID of linkUp and linkDown.A valid subset OID contains one
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Label Description

or more digital number (0-4294967295) or asterisk (*) which are separated by dots (.). The
first character must not begin with asterisk (*) and the maximum of OID count must not
exceed 128.

2.6.1.9 SNMP Communities

This submenu allows users to configure SNMP community table as shown in Figure 2.42. The entry index key is
Community. This community string option allows the users to set a community string (Community name and
Community secret) for authentication by adding new entry to the table. The users can remove existing community
string from the list by clicking on the checkbox of Delete column at the beginning of each community string item .
The users can specify the string names on the Community Name field by clicking Add New Entry button, as shown
in Figure 2.43. Table 2.25 briefly provides descriptions of SNMP X community setting .

Please click on the Save button afterwards for a change to take effect or click Reset button to undo any changes
made locally and revert to previously saved values.

Typically, an SNMP agent, which is a network management software module residing on the managed switch, can
access all objects with read -all-only permissions using the string public. Another setting example is that the string
private has permission of read-write-all.

Technologies l

Co;;g:r:t'on SNMPv3 Community Configuration

ESES Delete | Community name | Community secret | Source IP | Source Prefix
ERPS [} public public 0.0.0.0 0

DHCPv4 [] private private 0.0.0.0 0
Security
Switch
e | Add New Entry | | Save || Reset |
Frivilege Levels
Auth Method
55H
HTTPS
SNMP
System
Trap
Destinations

Managed Switch A = e

Sources
Communities
Users
Groups
Views
Access
RMON
Network
AAA
Aggregation

Figure 2.42 Webpage to Configure SNMP Communities

SNMPv3 Community Configuration

Delete | Community name [ Community secret [ Source IP [ Source Prefix
O public public 0.0.0.0 0
[ private private 0.0.00 0
| Delete | | | | | | |

| Add Mew Entry | | Save || Resetl

Figure 2.43 Adding New Entry to SNMP Community Configuration

Table 2.25 Descriptions of SNMP Community Configurations
Label Description

Delete Check to delete the entry. It will be deleted during the next save.
Indicates the community access string to permit access to SNMPv3 agent. The allowed
string length is between 1 to 32, and the allowed content is ASCII characters from 33 to

Community Name
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Label Description

126. The community name will be treated as a security name (username), and will be
mapped to a SNMPv1 or SNMPv2c community string.

Indicates the community secret (access string) which is used to permit access using
Community Secret SNMPv1 and SNMPv2c to the SNMP agent. The allowed string length isbetween 1 to
32, and the allowed content is ASCII characters from 33 to 126.

Indicates the SNMP access source IP address. A particular range of source IP
addresses can be used to restrict source subnet when combined with source mask.
Source Prefix Indicates the SNMP access source IP address mask.

Source IP

2.6.1.10 SNMP Users

This submenu allows users to configure SNMPV3 user table on this page. The entry index keys areEngine ID and
User Name. As mentioned earlier, SNMPVv3 is a more secure SNMP protocol than earlier versions In this part, the
users will be able to set a password and an encryption key to enhance the data security. When choosing this option,
users can configure SNMPv3Xu " cwvj gpvVvkecvkduds (Messaljedigesttalgorithrk §)piOused for
authentication password and DES (Data Encryption Standargd is used for data encryption algorithm . Figure 2.44
shows the SNMPv3 Authentication SettingX options. The users can view existing SNMPv3 usersXsétting on the
upper table where it provides information about user name, authentication type, and data encryption (or privacy
protocol) . The users have an option to remove existing SNMPv3 user by clicking on the Delete button under the
Delete column of each entry. To add a new SNMPv3 user, the users have to clickAdd New Entry button, and enter
Engine ID, User Name, Security Level, Authentication Protocol , Authentication Password, Privacy Protocol, and
Privacy Password. The authentication password has the maximum length of 31 characters. Note that if no
password is provided, there will be no authentication for SNMPv3. Table 2.26 lists the descriptions of SNMPv3 User
settings.

Managed Switch
at 9 A0
Technologies p
Configuration - . .
System SNMPv3 User Configuration
Ports s e S ————r . -
PoE Delete | Engine ID | N ‘ Security a Autt L | Baizsy | porvacy
tAPs [ F d | F F
DHCPv4 | Delete || 80000eab030050e9123400] | | [Auth, Priv v [MDs~v| | | [DES™| | |
Security
Switch | Add New Entry | | Save H Reset |

Users
Privilege Levels
Auth Method
§SH
HTTPS
SNMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMON
Network
ARA
Aggregation

Figure 2.44 Webpage to Configure SNMP Users

Table 2.26 Descriptions of SNMP Users
Label Description Factory Default

Check to delete the entry. It will be deleted during the next
save.

An octet string identifying the engine ID that this entry should
belong to. The string must contain an even number (in
hexadecimal format) with number of digits rangning between
10 and 64, but all-zeros and all-'F's are not allowed. The
SNMPv3 architecture uses the Userbased Security Model
(USM) for message security and the View-based Access
Control Model (VACM) for access control. For the USM entry,
the usmUserEnginelD and usmUserName are the entry's keys.

Delete

Hgnngy" FW
MAC address to
create Engine ID

Engine ID
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Label Description Factory Default

In a simple agent, usmUserEnginelD is always that agent's own
snmpEnginelD value. The value can also take the value of the
snmpEnginelD of a remote SNMP engine with which this user
can communicate. In other words, if user engine ID equal
system engine ID then it is a local user; otherwise it is a remote

user.
A string identifying the user name that this entry should belong
User Name to. The allowed string length is between 1 to 32, and the

allowed content is ASCII characters from 33 to 126.
Indicates the security model that this entry should belong to.
Possible security models are:

NoAuth, NoPriv: No authentication and no privacy.

Auth, NoPriv: Authentication and no privacy.

Security Level Auth, Priv: Authentication and privacy. Auth, Priv
The value of security level cannot be modified if entry already
exists. That means it must first be ensured that the value is set
correctly.
Indicates the authentication protocol that this entry should
belong to. Possible authentication protocols are:
None: No authentication protocol.
MD5: An optional flag to indicate that this user uses MD5
Authentication Protocol authentication protocol. MD5

SHA: An optional flag to indicate that this user uses SHA
authentication protocol.

The value of security level cannot be modified if entry already
exists. That means that one must first ensure that the value is
set correctly.

Indicates a string identifying the authentication password
phrase. For MD5 authentication protocol, the allowed string
length is 8 to 32. For SHA authentication protocol, the allowed | Null
string length is between 8 to 40. The allowed content is ASCI|
characters from 33 to 126.

Indicates the privacy protocol that this entry should belong to.
Possible privacy protocols are:

None: No privacy protocol.

Privacy Protocol DES An optional flag to indicate that this user uses DES DES
authentication protocol.

AES: An optional flag to indicate that this user uses AES
authentication protocol.

This string identifying the privacy password phrase. The
Privacy Password allowed string length is between 8 to 32, and the allowed Null
content is ASCII characters from 33 to 126.

Authentication
Password

2.6.1.11 SNMP Groups

Figure 2.45 shows SNMPv3 Group Configuration webpage. It contains SNMPv3 group table. The entry index keys
are Security Model and Security Name. Click Add New Entry button to add a new group entry to the table. Table
2.27 describes the column labels of the SNMPv3 group table.
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Managed Switch

AC X ?)

atop

Technologies

Configuration . .
Sys?em SNMPv3 Group Configuration
oo Delete | Security Model | Security Name |
ERPS (] v public |
DHCPv4 OJ vi private |

Group Name
default_ro_group |
default_rw_group |
default_ro_group |
default_rw_group |

Security . -
Swich [} v2e public
Uzers L v2c
Privilege Levels
Auth Method
SSH
HTTPS
SNMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMON
Network
AMA
Aggregation

private

| Add New Entry | | Save || Reset |

Figure 2.45 Webpageto Configure SNMP Groups

Table 2.27 Descriptions of SNMP Groups

Group Name

The allowed string length is 1 to 32, and the allowed content is ASCII
characters from 33 to 126.

Label Description Factory Default
Delete Check here if user wants to delete the entry. It will be deleted during the

next save.

Indicates the security model that this entry should belong to. Possible V1

security models are:
Security Model v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: SNMPv3, Usetbased Security Model (USM).

This string identifying the security name that this entry should belong to. public
Security Name The allowed string length is between 1 to 32, and the allowed content is

ASCII characters from 33 to 126.

This string identifying the group name that this entry should belong to. Null

2.6.1.12 SNMP Views

Figure 2.46 shows SNMPv3 View Configuration webpage. It contains SNMPv3 view table. The entry index keys are
View Name, View Type, and OID Subtree. Click Add New Entry button to add a new view entry to the table. Table
2.28 describes the column labels of the SNMPv3 view table. Please click on the Save button afterwards for a

change to take effect or click Reset button to undo any changes made locally and revert to previously saved values.
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Managed Switch A = 9

atop

Technologies

Configurati -
o;yg:,;a on SNMPv3 View Configuration

ﬁggs Delete | View Name | View Type | OID Subtree

ERPS O default_view |included ~| A
DHCPv4
Security | Add New Entry | | Save || Reset |
Switch
Users
Privilege Levels
Auth Method
55H
HTTPS
SHMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMON
Metwork
AAA
Aggregation

Figure 2.46 Webpage to Configure SNMP Views

Table 2.28 Descriptions of SNMP Views

Label Description Factory
Default
Delete Check here if user wants to delete the entry. It will be deleted during the next
save.
A string identifying the view name that this entry should belong to. The allowed | Null
View Name string length is between 1 to 32, and the allowed content is ASCII characters

from 33 to 126.
Indicates the view type that this entry should belong to. Possible view types are: | included
included: An optional flag to indicate that this view subtree should be included.
excluded: An optional flag to indicate that this view subtree should be excluded.
In general, if a view entry's view type is 'excluded’, there should be another view
entry existing with view type as 'included' and it's OID subtree should overstep
the 'excluded’ view entry.

The OID defining the root of the subtree to add to the named view. The allowed | Null
OID Subtree OID length isbetween 1 to 128. The allowed string content is digital number or
asterisk (*).

View Type

2.6.1.13 SNMP Access

Figure 2.47 shows SNMPv3 Access Configuration webpage. It contains SNMPv3 access table. The entry index keys
are Group Name, Security Model and Security Level. Click Add New Entry button to add a new access entry to the
table. Table 2.29 describes the column labels of the SNMPv3 access table. Please click on the Save button
afterwards for a change to take effect or click Reset button to undo any changes made locally and revert to
previously saved values.
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atop

Technologies

Managed Switch

A0

Configuration . .
Sys?em SNMPv3 Access Configuration
cons Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
ERPS O default_ro_group any  MNoAuth, MoPriv | default_view V| | None V|
DHCPv4 [] default_rw_group any  MNoAuth, NoPriv | default_view V| |defau|t_\riew V|
Security
S'"'L'Eggrs | Add New Entry | | Save || Reset |
Privilege Levels
Auth Method
S8H
HTTPS
SNMP
System
Trap
Destinations
Sources
Communities
Users
Groups
Views
Access
RMOM
Metworlc
AAA
Aggregation
Figure 2.47 Webpageto Configure SNMP Access
Table 2.29 Descriptions of SNMP Access Configuration
Label Description Factory Default
Delete Check here to delete the entry. It will be deleted during the next save.
This string identifying the group name that this entry should belon
Group Name 9 fying group y 9 Default_ro_group

to.

Security Model

Indicates the security model that this entry should belong to.
Possible security models are:

any: Any security model accepted(v1|v2cjusm).

v1l: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: SNMPv3, Userbased Security Model (USM).

any

Security Level

Indicates the security model that this entry should belong to.
Possible security models are:

NoAuth, NoPriv: No authentication and no privacy.

Auth, NoPriv: Authentication and no privacy.

Auth, Priv: Authentication and privacy.

NoAuth, NoPriv

Read View Name

The name of the MIB view defining the MIB objects for which this
request may request the current values.

None

Write View Name

The name of the MIB view defining the MIB objects for which this
request may potentially set new values.

None

2.6.1.14 RMON Statistics

Figure 2.48 shows RMON (Remote Network Monitoring) Statistics Eqp h ki wt cvkgpO0" Cvqgr Xu" oc

monitor network traffic on remote Ethernet segment to detect problem inside the network. The entry index key is
ID for RMON Statistics table. Click Add New Entry button to add a new RMON Statistics entry to the table, as shown
in Figure 2.49. Table 2.30 describes the column labels of the RMON Statistics table. Please click on the Save button
afterwards for a change to take effect or click Reset button to undo any changes made locally and revert to
previously saved values.
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Managed Switch & ( 9

atop

Technologies

Camen RMON Statistics Configuration

Ports
PoE [ Delete | ID | Data Source |

ERPS
DHCPv4
Security
Switch
Users
Privilege Levels
Auth Method
35H
HTTPS
SNMP
RMON
Statistics
History
Alarm
Event
MNetworl
AAA
Aggregation

| Add New Entry | | Save || Reset |

Figure 2.48 Webpageto Configure RMON Statistics

RMON Statistics Configuration

Delete | D | Data Source
[ Delete | | | 1361212211] 0

| Add New Entry | | Save || Reset |

Figure 2.49 Adding New Entry to RMON Statistics Configuration

Table 2.30 Descriptions of RMON Statistics

Label Description Factory Default
Delete Click here to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65535. Null

Indicates the port ID which wants to be monitored. If in stacking switch, 1.3.6.1.21.2.21.10
Data Source | the value must add 1000000*(switch ID-1). For example, if the port is
switch 3 port 5, the value is 2000005.

2.6.1.15 RMON History

Figure 2.50 shows RMON (Remote Network Monitoring) History Configuration. It displays RMON history table. The
entry index key is ID for RMON history table. Click Add New Entry button to add a new RMON history entry to the
table, as shown in Figure 2.51. Table 2.31 describes the column labels of the RMON Statistics table. Please click
on the Save button afterwards for a change to take effect or click Reset button to undo any changes made locally
and revert to previously saved values.
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Figure 2.50 Webpageto Configure RMON History

RMON History Configuration

Delete 1361212211 0 1800 50

| Add New Entry | | Save || Ressat |

Figure 2.51 Adding New Entry to RMON History Table

Table 2.31 Descriptions of RMON History

Label Description Factory Default
Delete Click here to delete the entry. It will be deleted during the next
save.
ID Indicates the index of the entry. The range is from 1 to 65535. Null
Indicates the port ID which user wants to be monitored. If in 1.3.6.1.2.1.22.1.1.0
Data Source stacking switch, the value must add 1000000*(switch 1D -1). For
example, if the port is switch 3 port 5, the value is 2000005.
Indicates the interval in seconds for sampling the history 1800
Interval statistics data. The range is from 1 to 3600 where the default
value is 1800 seconds.
Indicates the maximum data entries associated this history 50
Buckets control entry stored in RMON. The range is from 1 to 3600, where
the default value is 50.
Buckets Granted The number of data shall be saved in the RMON.

2.6.1.16 RMON Alarm

Figure 2.52 shows RMON Alarm Configuration. It displays RMON alarm table. The entry index key is ID for RMON
alarm table. Click Add New Entry button to add a new RMON alarm entry to the table, as shown in Figure 2.52. Table
2.32 describes the column labels of the RMON alarm table. Please click on the Save button afterwards for a change
to take effect or click Reset button to undo any changes made locally and revert to previously saved values.
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Figure 2.52 Webpageto Configure RMON Alarm

Table 2.32 Descriptions of RMON Alarm

Label

Description

Factory Default

Delete

Click here to delete the entry. It will be deleted during the next save.

ID

Indicates the index of the entry. The range is from 1 to 65535.

Null

Interval

Indicates the interval in seconds for sampling and comparing the
rising and falling threshold. The range is from 1 to 23!-1.

30

Variable

Indicates the particular variable to be sampled, the possible
variables are:

InOctets: The total number of octets received on the interface,
including framing characters.

InUcastPkts: The number of uni-cast packets delivered to a higher-
layer protocol.

InNUcastPkts: The number of broad-cast and multi-cast packets
delivered to a higherlayer protocol.

InDiscards: The number of inbound packets that are discarded
even the packets are normal.

InErrors: The number of inbound packets that contained errors
preventing them from being deliverable to a higher-layer protocol.
InUnknownProtos : The number of the inbound packets that were
discarded because of the unknown or un-support protocol.
OutOctets: The number of octets transmitted out of the interface ,
including framing characters.

OutUcastPkts: The number of uni-cast packets that request to
transmit.

OutNUcastPkts: The number of broad-cast and multi-cast packets
that request to transmit.

OutDiscards: The number of outbound packets that are discarded
event the packets is normal.

OutErrors: The number of outbound packets that could not be
transmitted because of errors.

OutQLen The length of the output packet queue (in packets).

1.3.6.1.2.1.2.2.1.0.0

Sample Type

The method of sampling the selected variable and calculating the
value to be compared against the thresholds, possible sample
types are:

Absolute: Get the sample directly.

Delta: Calculate the difference between samples (default).

Delta

Value

The value of the statistic during the last sampling period.

0

Start-up Alarm

The method of sampling the selected variable and calculating the
value to be compared against the thresholds, possible sample
types are:

RisingTrigger alarm when the first value is larger than the rising
threshold.

RisingOrFalling
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Label Description Factory Default

Falling Trigger alarm when the first value is less than the falling
threshold.

RisingOrFallingTrigger alarm when the first value is larger than the
rising threshold or less than the falling threshold (default).

Rising Threshold | Rising threshold value (-2147483648 - 2147483647).

Rising event index (0-65535). If this value is zero, no associated 0
event will be generated, as zero is not a valid event index.
Falling Threshold | Falling threshold value (2147483648 - 2147483647)
Falling event index (0-65535). If this value is zero, no associated 0
event will be generated, as zero is not a valid event index.

o

Rising Index

o

Falling Index

2.6.1.17 RMON Event

Figure 2.53 shows RMON EventConfiguration . It displays RMON event table. The entry index key is ID for RMON
event table. Click Add New Entry button to add a new RMON event entry to the table as shown in Figure 2.53. Table
2.33 describes the column labels of the RMON alarm table. Please click on the Save button afterwards for a change
to take effect, or click Reset button to undo any changes made locally and revert to previously saved values.

t Managed Switch A X 7]
‘Igmologuas p
Configuration i .
System RMON Event Configuration
pots Delete | 1D | Desc [ Type [EventLastTime
ERPS [ Delete | | | | [none v| ]
DHCPv4
Seglllait?: [ Add New Entry | [ Save |[ Reset |
“Users
Privilege Levels
Auth Method
SEH
HTTPS
SHMP
RMCHN
Statistics
History
Alarm
Event
Metwork
AAA
Figure 2.53 Webpageto Configure RMON Event
Table 2.33 Descriptions of RMON Event
Label Description Factory
Default
Delete Click here to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65535. Null
Desc This string indicates what this event is. The string length is ranging Null
from O to 127, where the default value is a null string.
This field indicates the notification of the event . There are four None
possible types:
none: No SNMP log is created,and no SNMP trap is sent.
Type log: Create SNMP log entry when the event istriggered.
snmptrap: Send SNMP trap when the event is triggered.
logandtrap: Create SNMP log entry and sent SNMP trapwhen the
event is triggered.
Event Last Time Indicates the value of sysUpTime at the time this event entry last 0
generated an event.
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2.6.2 Network

Under this Security A Network submenus, the users can configure network security for the EHG77XXmanaged
switch. Figure 2.54 shows list of menus under the Security A Network. Under this section, users can setup
security for port, network access server (NAS), access control list (ACL), IP source guard, and ARP (Address
Resolution Protocol) inspection.

Configuration
System
Ports
PoE
ERPS
DHCPv4
Security
Switch
Metwork
Port Security
Configuration
MAC Addrezses
MAS
ACL
Poris
Rafe Limiters
Access Control List
IP Source Guard
Configuration
Stalic Table
ARP Inspection
Port Configuration
WVLAN Configuration
Static Table
Dynamic Tabke
Al
RADIUS
TACACS+
Aggregation
Spanning Tree

Figure 2.54 Configuration-> Security > Network Menu

2.6.2.1 Port Security Configuration

Global and perport security of the managed switch can be configured in this webpage as shown in Figure 2.55.
Port Security allows for limiting the number of users on a given port. User is identified by a MAC address and VLAN
ID. If Port Security is enabled on a port, the limit specifies the maximum number of users on the port. If this number
is exceeded, an action is taken depending on violation mode. The violation mode can be one of the four different
described below. The Port Security Configuration on this page consists of two sections: Global Configuration and
Port Configuration . Table 2.34 summarizes the description of options for global and per -port configuration
settings.

Please click on the Save button afterwards for a change to take effect or click Reset button to undo any changes
made locally and revert to previously saved values.
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Managed Switch A
Technologies |
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Areess Control List 1 |Disabledw 4 4 ] Disabled
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T 5 [Disabled v 4 4 [ Disabled
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gﬁ:!:rrﬁacb'éble & [Disabledw 4| [Protect ~ 4 [ Disabled
7 |Disabledw 4 4 O Disabled
N s, 8 [Disabledw a] [Protect ~ 4 71 Disabled
Aggregation 9 |Disabledw 4 4 0 Disabled
lsppﬁgﬂmg Tree 10 [Disabled v 4] [Protect w 4 [ Disabled
LLDP 11 | Disabled v 4 4 O Disabled
SyncE
MAC Table
VLANs

Figure 2.55 Webpageto Configure Network Port Security

Table 2.34 Descriptions of Port Security Configuration

Label

Description

Factory Default

Global Configuration

Aging Enabled

If checked, secured MAC addresses are subject to aging as discussed
under Aging Period .

Disabled

Aging Period

If Aging Enabledis checked, then the aging period is controlled with this
input. If other modules are using the underlying functionality for securing
MAC addresses, they may have other requirements to the aging period.
The underlying functionality will use the shorter requested aging period of
all modules that have aging enabled. The Aging Period can be setto a
number between 10 and 10000000 seconds with a default

of 3600 seconds. To understand why aging may be desired, consider the
following scenario: Suppose an end-host is connected to a 3rd party
switch or hub, which in turn is connected to a port on this switch on which
Port Security is enabled. The endhost will be allowed to forward if the
limit is not exceeded. Now suppose that the end-host logs off or powers
down. If it wasn't for aging, the end-host would still take up resources on
this switch and will be allowed to forward. To overco me this situation,
enable aging. With aging enabled, a timer is started once the endhost
gets secured. When the timer expires, the switch starts looking for frames
from the end-host, and if such frames are not seen within the next Aging
Period, the endhost is assumed to be disconnected, and the
corresponding resources are freed on the switch.

3600

Hold Time

The hold time which is measured in seconds, is used to determine how
long a MAC address is held in the MAC table if it has been found to violate
the limit. The valid value is ranging between 10 and 10000000 seconds
with a default value of 300 seconds.

300
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Label

Description

Factory Default

The reason for holding a violating MAC address in the MAC table is
primarily to ensure that the same MAC address doesn't give rise to
continuous natifications (if notifications on violation count is enabled).

Port Configuration

Port

The port number to which the configuration below applies.

Portno. 1~ 11

Mode

Controls whether Port Security is enabled on this port. Notice that other
modules may still use the underlying port security features without
enabling Port Security on a given port.

Disabled

Limit

The maximum number of MAC addresses that can be secured on this
port. This number cannot exceed 1023. The default vaule is 4. If the limit
is exceeded, an action is taken corresponding to the violation mode.

The switch is "born" with a total number of MAC addresses from which all
ports draw whenever a new MAC address is seen on a Port Security
enabled port. Since all ports draw from the same pool, it may happen that
a configured maximum cannot be granted, if the remaining ports have
already used all available MAC addresses.

Violation
Mode

If Limit is reached, the switch can take one of the following actions:
Protect: Do not allow more than Limit MAC addresses on the port, but
take no further action.

Restrict: If Limit is reached, subsequent MAC addresses on the port will
be counted and marked as violating. Such MAC addresses are removed
from the MAC table when the hold time expires. At most Violation

Limit MAC addresses can be marked as violating at any given time.
Shutdown: If Limit is reached, one additional MAC address will cause the
port to be shut down. This implies that all secured MAC addresses be
removed from the port, and no new addresses will be learned. There are
three ways to re-open the port:

1) In the "ConfigurationY Ports" page's "Configured" column, first disable
the port, then restore the original mode.

2) Make a Port Security configuration change on the port.

3) Boot the switch.

Protect

Violation Limit

Indicates the maximum number of MAC addresses that can be marked as
violating on this port. This number cannot exceed 1023. The default vaule
is 4. It is only used when Violation Mode is Restrict.

Sticky

Enables sticky learning of MAC addresses on this port. When the port is in
sticky mode, all MAC addresses that would otherwise have been learned
as dynamic are learned as sticky.

Sticky MAC addresses are part of the running-config and can therefore be
saved to start-up-config. Sticky MAC addresses survive link changes (in
contrast to Dynamic, which will have to be learned again). They also
survive reboots if running-config is saved to startup -config.

A port can be Sticky-enabled whether or not Port Security is enabled on
that interface. In that way, it is possible to add sticky MAC addresses
managementwise before enabling Port Security. To do that, use the
"ConfigurationY SecurityY Port SecurityY MAC Addresses" page.

Unchecked

State

This column shows the current Port Security state of the port. The state
takes one of four values:

Disabled: Port Security is disabled on the port.

Ready: The limit is not yet reached. This can be shown for all violation
modes.

Limit Reached: Indicates that the limit is reached on this port. This can be
shown for all violation modes.

Shutdown: Indicates that the port is shut down by Port Security. This state
can only be shown if violation mode is set to Shutdown.

Disabled
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2.6.2.2

Port Security MAC Addresses

In this webpage as shown in Figure 2.56, the users may add and delete static and sticky MAC addresses managed
by Port Security. The port security defines three types of MAC addresses, of which static and sticky can be added

and removed on this page:

1

Static: A MAC address added by enduser through management. Static MAC addresses are not subject to
aging and will be added to the MAC address table once Port Security gets enabled on the interface.
Static entries are part of the running-config and will survive interface link state changes and reboots if
saved to startup-config. Static entries can be added to the running-config at any time whether or not Port
Security is enabled.

Sticky : When the interface is in sticky mode, all entries that would otherwise have been learned as dynamic
are learned as sticky. Like static entries, sticky entries are part of the running-config and will survive
interface link state changes and reboots if sav ed to the startup-config. Though not the intention with Sticky
entries, they can be added by management to the runningconfig at any time whether Port Security is
enabled on the interface, as long as the interface is in Sticky mode. Sticky entries wil disappear if the
interface is taken out of Sticky mode.

To add a new entry to the table of Port Security Static and Sticky MAC Addresses , click on Add New MAC Entry
button. The new entry as shown in Figure 2.56 allows for adding static or sticky MAC address to a particular
interface. When adding is finished, click the Save button to save the changes to running-config. Notice that sticky
entries are normally added automatically through learning on the interface. Table 2.35 provides descriptions of the
fields for Port Security Static and Sticky MAC Addresses.

t Managed Switch A
Technologies '
Configuration . . )
System Port Security Static and Sticky MAC Addresses
Paort
POE. Delete | Port | VIANID | MAC Address | Type
ERPS | Delste | [Select..w| | 1| [00:00:00:00:00:00 | [Static w
DHCPv4
Security [ Add New MAC Entry |
Switch
Hetwork
Port Secunty
Configuration
MAC Addresses
MAS
ACL
Poris
Rate Limiters

Access Control List

IP Source Guard
Configurafion
Static Table

ARP Inspection
Port Configuration
WLANM Configuraticn
Siatic Table
Dynamic Table

ALL
RADIUS
TACACS+

Figure 2.56 Webpageto Configure Network Port Security MAC Addresses

Table 2.35 Descriptions of RMON Event

Label

Description Factory Default

Delete removed all-together on an interface through "Monitor Y SecurityY Port

Press this button to remove the entry from the MAC address table (if
present) and the running-config. Note that dynamic entries may be

SecurityY Switch" and one-by-one through "Monitor Y SecurityY Port
SecurityY Port"
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Label Description Factory Default
Port The port number to which this MAC address is bounded. Ugngev" e
VLAN ID The VLAN ID in question. 1
MAC Address The MAC address in question. 00:00:00:00:00:00
Tvpe Indicates the type of entry and may be either Static or Sticky (see Static

yp description above).

2.6.2.3 NAS

NAS is an acronym for Network Access Server. The NAS is meant to act as a gateway to guard access to a
protected source. A client connects to the NAS, and the NAS connects to another resource asking whether the
client's supplied credentials are valid. Based on the answer, the NAS then allows or disallows access to the
protected resource. An example of a NAS implementation is IEEE 802.1X.

The IEEE 802.1X standard defines a portbased access control procedure that prevents unauthorized access to a
network by requiring users to first submit credentials for authentication. One or more central servers, the backend
servers, determine whether the user is allowed access to the network. These backend (RADIUS) servers are
configured on the "Configuration Y SecurityY AAA" webpage. The IEEE802.1X standard defines portbased
operation, but non-standard variants overcome security limitations.

MAC-based authentication allows for authentication of more than one user on the same port and doesn't require
the user to have special 802.1X supplicant software installed on his/her system. The switch uses the user's MAC
address to authenticate against the backend server. Intruders can create counterfeit MAC addresses, which makes
MAC-based authentication less secure than 802.1X authentication.

This feature provides access control on a port basis. There are two types of authentications: IEEE 802.1Xand MAC-
based. The 802.1X supports Port-based 802.1X authentication type. The following three terms are used in the
802.1X context: Supplicant, Authenticator, and the Authentication server. The Supplicant is the client (PC) with some
801.1X software, where the Authenticator is the switch, and the Authentication server is for example a RADIUS
server. The supplicant/client is connected to the authenticator/switch on some port, and the authenticator can
reach an authentication server. The idea is that the supplicant wants access to the port, so it sends an Extensible
Authentication Protocol over LAN (EAPoL) message to the authenticator, which in turn asks the authenticator
server if this supplicant can be accepted. Then the authenticator opens the port for the supplicant, and
communication now begins. Depending on how the authenticator is configured, this process may behave invarious
ways.

In Port-based 802.1X, if the supplicant S is on network N (connected to the authenticator on Port A) and S opens
Port A, then everyone on network N will have access. However, only the supplicant that opened the port on the
authenticator is allowed to transmit and receive pack ets. This is done through the MAC address of the supplicant.

A supplicant can be seen as a combination of a client and a supplicant component (that takes care of negotiating
the port opening when the client transmits the first packet). This embedded supplicant component then uses the
MAC address of the client as the username and password in the form aa-bb-cc-dd-ee-ff. This has the advantage
that the client does not need to have supplicant software.

The Configuration A Security A Network A NAS (Network Access Server) webpage, as shown in Figure 2.57, allows
the user to configure the IEEE 802.1X and MAGbased authentication system and port settings. The NAS
configuration consists of two sections: a system - (System Configuration) and a port-wide (Port Configuration ).
Table 2.36 provides detailed descriptions of both options: System Configuration and Port Configuration.
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Figure 2.57 Webpageto Configure Network NAS
Table 2.36 Descriptions of Network NAS
Label Description Factory Default

System Configuration

Mode

Indicates if NAS is enabled or disabled on the switch globally. If
disabled globally, all ports are allowed forwarding of frames.

Disabled

Reauthentication
Enabled

If checked, successfully authenticated supplicants/clients are
reauthenticated after the interval specified by the Reauthentication
Period. Reauthentication for 802.1X-enabled ports can be used to
detect if a new device is plugged into a switch port or if a supplicant
is no longer attached. For MAC-based ports, reauthentication is only
useful if the RADIUS server configuration has changed. It does not
involve communication between the switch and the client, and
therefore doesn't imply that a client is still present on a port (see
Aging Period below).

Unchecked

Reauthentication
Period

Determines the period, in seconds, after which a connected client
must be reauthenticated. This field is only active if the
Reauthentication Enabled checkbox is checked. Valid values are in
the range of 1 to 3600 seconds.

3600

EAPOL Timeout

Determines the retransmission time of Request Identity EAPOL
frames. Valid values are in the range of 1 to 65535 seconds. This
has no effect for MAC-based ports.

30

Aging Period

This setting applies to the following modes, i.e. modes using the
Port Security functionality to secure MAC addresses:

h MAC-Based Auth.
When the NAS module uses the Port Security module to secure
MAC addresses, the Port Security module needs to check forany
activity on the MAC address in question at regular intervals and free

300
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Label

Description

Factory Default

resources if no activity is seen within a given period of time. This
parameter controls exactly this period of time and can be setto a
number between 10 and 1000000 seconds.

If reauthentication is enabled and the port is in an 802.1X-based
mode, supplicants that are no longer attached to the port will get
removed upon the next reauthentication. But if reauthentication is
not enabled, the only way to free resources is by aging the entries.
For ports in MAC-based Auth. mode, reauthentication doesn't cause
direct communication between the switch and the client, so this will
not detect whether the client is still attached or not, and the only
way to free any resources is to age the entry.

Hold Time

This setting applies to the following modes, i.e. modes using the
Port Security functionality to secure MAC addresses:

h MAC-Based Auth.
If a client is denied access - either because the RADIUS server
denies the client access or because the RADIUS server request
times out (according to the timeout specified on the
"ConfigurationY SecurityY AAA" page) - the client is put on hold in
the Unauthorized state. The hold timer does not count during an on-
going authentication.
In MAC-based Auth. Mode, the switch will ignore new frames
coming from the client during the hold time.
The Hold Time can be set to a number between 10 and 1000000
seconds.

10

RADIUS Assigned
QoS Enabled

RADIUSassigned QoS provides a means to centrally control the
traffic class to which traffic coming from a successfully
authenticated supplicant is assigned on the switch. The RADIUS
server must be configured to transmit special RADIUS attributes to
take advantage of this feature.

The "RADIUSAssigned QoS Enabled" checkbox provides a quick
way to globally enable/disable RADIUSserver assigned QoS Class
functionality. When checked, the individual ports' ditto setting
determines whether RADIUSassigned QoS Class is enabled on that
port. When unchecked, RADIUServer assigned QoS Class is
disabled on all ports.

Unchecked

RADIUS Assigned
VLAN Enabled

RADIUSassigned VLAN provides a means to centrally control the
VLAN on which a successfully authenticated supplicant is placed
on the switch. Incoming traffic will be classified to and switched on
the RADIUSassigned VLAN. The RADIUS server must be configued
to transmit special RADIUS attributes to take advantage of this
feature.

The "RADIUSAssigned VLAN Enabled" checkbox provides a quick
way to globally enable/disable RADIUSserver assigned VLAN
functionality. When checked, the individual ports' ditto setting
determines whether RADIUSassigned VLAN is enabled on that port.
When unchecked, RADIUSserver assigned VLAN is disabled on all
ports.

Unchecked

Guest VLAN Enabled

A Guest VLAN is a special VLANtypically with limited network
access, on which 802.1X-unaware clients are placed after a network
administrator -defined timeout. The switch follows a set of rules for
entering and leaving the Guest VLAN as listed below.

The "Guest VLAN Enabled" checkbox provides a quick way to
globally enable/disable Guest VLAN functionality. When checked,

Unchecked
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Label

Description

Factory Default

the individual ports' ditto setting determines whether the port can
be moved into Guest VLAN. When unchecked, the ability to move to
the Guest VLAN is disabled on all ports.

Guest VLAN ID

This is the value that a port's Port VLAN ID is set to if a port is
moved into the Guest VLAN. It is only changeable if the Guest VLAN
option is globally enabled. Valid values are in the range of [1; 4095].

Max. Reauth. Count

Indicates the number of times that the switch transmits an EAPOL
Request Identity frame without response before considering
entering the Guest VLAN is adjusted with this setting. The value can
only be changed if the Guest VLAN option is globally enabled. Valid
values are in the rangeof [1; 255].

Allow Guest VLAN if
EAPOL Seen

The switch remembers if an EAPOL frame has been received on the
port for the life -time of the port. Once the switch considers whether
to enter the Guest VLAN, it will first check if this option is enabled

or disabled. If disabled (unchecked by default), the switch will only
enter the Guest VLAN if an EAPOL frame has not been received on
the port for the life -time of the port. If enabled (checked), the switch
will consider entering the Guest VLAN even if an EAPOL frame has
been received on the port for the life-time of the port. The value can
only be changed if the Guest VLAN option is globally enabled.

Unchecked

Port Configuration

Port

Indicates the port number for which the configuration below
applies.

Admin State

If NAS is globally enabled, this selection controls the port's
authentication mode. The following modes are available:

Force Authorized

In this mode, the switch will send one EAPOL Success frame when
the port link comes up, and any client on the port will be allowed
network access without authentication.

Force Unauthorized

In this mode, the switch will send one EAPOL Failure framewhen
the port link comes up, and any client on the port will be disallowed
network access.

Port-based 802.1X

In the 802.1X-world, the user is called the supplicant, the switch is
the authenticator, and the RADIUS server is the authentication
server. The authenticator acts as the man-in-the-middle, forwarding
requests and responses between the supplicant and the
authentication server. Frames sent between the supplicant and the
switch are special 802.1X frames, known as EAPOL (EAP Over
LANSs) frames. EAPOL frames encapsulate EAP PDUsRFC3748).
Frames sent between the switch and the RADIUS server

are RADIUSpackets. RADIUS packets also encapsulate EAP PDUs
together with other attributes like the switch's IP address, name,
and the supplicant's port number on the switch. EAP is very flexible,
in that it allows for various authentication methods, like MD5-
Challenge, PEAP, and TLS. The important thing is that the
authenticator (the switch) doesn't need to know which
authentication method the supplicant and the authentication server
are using, or how many information exchange frames are needed
for a particular method. The switch sim ply encapsulates the EAP
part of the frame into the relevant type (EAPOL or RADIUS) and
forwards it.

Force
Authorized

Page 67 of 248



http://10.0.50.1/help/help_nas.htm#Enabled
http://www.ietf.org/rfc/rfc3748
http://www.ietf.org/rfc/rfc2865.txt
http://www.ietf.org/rfc/rfc3748
http://www.ietf.org/rfc/rfc3748
http://tools.ietf.org/html/draft-josefsson-pppext-eap-tls-eap-01
http://www.ietf.org/rfc/rfc2716.txt

Industrial Managed Ethernet
Switch T EHG77XX

User Manual

Label

Description

Factory Default

When authentication is complete, the RADIUS server sends a
special packet containing a success or failure indication out.
Besides forwarding this decision to the supplicant, the switch uses

it to open up or block traffic on the switch port connected to the
supplicant.

Note: Suppose two backend servers are enabled and that the server
timeout is configured to X seconds (using the AAA configuration
page), and suppose that the first server in the list is currently down
(but not considered dead). Now, if the supplicant retransmits
EAPOL Start frames at a rate faster than X seconds, then it will
never get authenticated, because the switch will cancel on-going
backend authentication server requests whenever it receives a new
EAPOL Start frame from the supplicant. And since the server hasn't
yet failed (because the X seconds haven't expired), the same server
will be contacted upon the next backend authentication server
request from the switch. This scenario will loop forever. Therefore,
the server timeout should be smaller than the supplicant's EAPOL
Start frame retransmission rate.

MAC-based Auth.

Unlike port-based 802.1X, MACbased authentication is not a
standard, but merely a best-practices method adopted by the
industry. In MAC-based authentication, users are called clients, and
the switch acts as the supplicant on behalf of clients. The initial
frame (any kind of frame) sent by a client is snooped by the switch,
which in turn uses the client's MAC address as both username and
password in the subsequent EAP exchange with the RADIUS sever.
The 6-byte MAC address is converted to a string on the following
form "xx-xx-xx-xx-xx-xx", that is, a dash €) is used as separator
between the lower-cased hexadecimal digits. The switch only
supports the MD5-Challenge authentication method, so the RADIUS
server must be configured accordingly.

When authentication is complete, the RADIUS server sends a
success or failure indication, which in turn causes the switch to
open up or block traffic for that particular client, using the Port
Security module. Only then frames from the client will be forwarded
on the switch. There are no EAPOL frames involved in this
authentication, and therefore, MAC-based Authentication has
nothing to do with the 802.1X standard.

The advantage of MAC-based authentication over 802.1X-based
authentication is that the clients don't need special supplicant
software to authenticate. The disadvantage is that MAC addresses
can be spoofed by malicious users whose g s wk r o MALCV X u
address is a valid RADIUS user can be used by anyone. Also, only
the MD5-Challenge method is supported. The maximum number of
clients that can be attached to a port can be limited using the Port
Security Limit Control functionality.

RADIUS Assigned
QoS Enabled

When RADIUSAssigned QoS is both globally enabled and enabled
(checked) on a given port, the switch reacts to QoS Class
information carried in the RADIUS AccessXAtcept packet
transmitted by the RADIUS server when a supplicant is successfully
authenticated. If present and valid, traffic received on the
supplicant's port will be classified to the given QoS Class. If (re-)
authentication fails or the RADIUS AccessXAtcept packet no longer

Unchecked
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carries a QoS Class or it's invalid, or the supplicant is otherwise no
longer present on the port, the port's QoS Class is immediately
reverted to the original QoS Class (which may be changed by the
administrator in the meanwhile without affecting the RADI US
assigned).
This option is only available for single-client modes, i.e.
hPort-based 802.1X
h"Ukping":24032Z

RADIUS attributes used in identifying a QoS Class:
The User-Priority-Table attribute defined in RFC4675forms the
basis for identifying the QoS Class in an Access-Accept packet.
Only the first occurrence of the attribute in the packet will be
considered, and to be valid, it must follow this rule:

hAll 8 octets in the attribute's value must be identical and consist
of ASCII characters in the range '0'-'7', which translates into the
desired QoS Class in the rangeof [0; 7].

RADIUS Assigned
VLAN Enabled

When RADIUSAssigned VLAN is both globally enabled and enabled
(checked) for a given port, the switch reacts to VLAN ID information
carried in the RADIUS AccessAccept packet transmitted by the
RADIUS server when a supplicant is successfully authenticated. If
present and valid, the port's Port VLANID will be changed to this
VLAN ID, the port will be set to be a member of that VLAN ID, and
the port will be forced into VLAN unaware mode. Once assigned, all
traffic arriving on the port will be classified and switched on the
RADIUSassigned VLAN ID.
If (re-)authentication fails or the RADIUS Access-Accept packet no
longer carries a VLAN ID or it's invalid, or the supplicant is
otherwise no longer present on the port, the port's VLAN ID is
immediately reverted to the original VLAN ID (which may be
changed by the administrator in the meanwhile without affecting
the RADIUSassigned).
This option is only available for single-client modes, i.e.
hPort-based 802.1X
h"Ukping":24032Z
For trouble-shooting VLAN assignments, use the
"MonitorY VLANsY VLAN Membership and VLAN Port" pages.
These pages show which modules have (temporarily) overridden
the current Port VLAN configuration.

RADIUS attributes used in identifying a VLAN ID:
RFC2868and RFC3580form the basis for the attributes used in
identifying a VLAN ID in an Access-Accept packet. The following
criteria are used:
h " VTurmel-Medium-Type, Tunnel-Type, and Tunnel-Private-Group-
ID attributes must all be present at least once in the Access -Accept
packet.
h"Vjg"uykvej nggmu"hqgt"vjg"hktu
same Tag value and fulfil the following requirements (if Tag==0is
used, the Tunnel-Private-Group-ID does not need to include a Tag):
- Value of Tunnel-Medium-Type must be set to "IEEE802" (ordinal
6).
- Value of Tunnel-Type must be set to "VLAN" (ordinal 13).
- Value of Tunnel-Private-Group-ID must be a string of ASCII

characters in the range '0'-'9', which is interpreted as a decimal

Unchecked
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string representing the VLAN ID. Leading '0's are discarded. The
final value must be in the range of [1; 4095].

Guest VLAN Enabled

When Guest VLAN is bothglobally enabled and enabled (checked)
for a given port, the switch considers moving the port into the Guest
VLAN according to the rules outlined below.
This option is only available for EAPOL-based modes, i.e.:
hPort-based 802.1X
h"Ukping":24032Z
h® Ownvk":24032Z
For trouble-shooting VLAN assignments, use the
"Monitor Y VLANsY VLAN Membership and VLAN Port" pages.
These pages show which modules have (temporarily) overridden
the current Port VLAN configuration.

Guest VLAN Operation:

When a Guest VLAN enabled port's link comes up, the switch starts
transmitting EAPOL Request Identity frames. If the number of
transmissions of such frames exceeds Max. Reauth. Countand no
EAPOL frames have been received in the meanwhile, the switch
considers entering the Guest VLAN. The interval between
transmission of EAPOL Request Identity frames is configured

with EAPOL Timeout If TAllow Guest VLAN if EAPOL Seehiis
enabled, the port will now be placed in the Guest VLAN.

If disabled, the switch will first check its history to see if an EAPOL
frame has previously been received on the port (this history is
cleared if the port link goes down or the port's Admin State is
changed), and if not, the port will be placed in the Guest VLAN.

Otherwise it will not move to the Guest VLAN, but continue
transmitting EAPOL Request Identity frames at the rate given by
EAPOL Timeout.

Once, in the Guest VLAN, the port is considered authenticated, and
all attached clients on the port are allowed access on this VLAN.
The switch will not transmit an EAPOL Success frame when
entering the Guest VLAN.

While in the Guest VLAN, the switch monitors the link for EAPOL
frames, and if one such frame is received, the switch immediately
takes the port out of the Guest VLAN and starts authenticating the
supplicant according to the port mode. If an EAPOL frame is
received, the port will never be able to go back into the Guest VLAN
if the "Allow Guest VLAN if EAPOL Seen" is disabled.

Unchecked

Port Status

The current state of the port. It can undertake one of the following
values:

Globally Disabled: NAS is globally disabled.

Link Down: NAS is globally enabled, but there is no link on the port.
Authorized: The port is in Force Authorized or a single-supplicant
mode and the supplicant is authorized.

Unauthorized: The port is in Force Unauthorized or a single-
supplicant mode and the supplicant is not successfully authorized
by the RADIUS server.

X Auth/Y Unauth: The port is in a multi-supplicant mode. Currently
X clients are authorized and Y are unauthorized.

Globally
Disabled

Restart

Two buttons are available for each row: Reauthenticate, and
Reinitialize. The buttons are only enabled when authentication
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is globally enabled and the port's Admin State is in an EAPOL-based
mode. Note that clicking on these buttons will not cause settings
changed on the page to take effect.

Reauthenticate: Schedules a reauthentication whenever the quiet-
period of the port runs out (EAPOL:-based authentication).

The button only has effect for successfully authenticated clients on
the port and will not cause the clients to get temporarily
unauthorized.

Reinitialize: Forces a reinitialization of the clients on the port and
thereby a reauthentication immediately. The clients will transfer to
the unauthorized state while the reauthentication is in progress.

Click Refresh button to refresh the page. Click Save button to save changes. Click Reset button to undo any
changes made locally and revert to previously saved values.

2.6.24 ACL

ACL (Access Control List) is the list table of ACEs, containing Access Control Entries that specify individual users
or groups permitted or denied to specific traffic objects, such as a process or a program. Each accessible traffic

object contains an identifier to its ACL. The privileges determine whether there are specific traffic object access
rights.

ACL implementations can be quite complex, for example, when the ACEs are prioritized forvarious situations. In
networking, the ACL refers to a list of service ports or network services that are available on a host or server, each
with a list of hosts or servers permitted or denied using the service. ACL can generally be configured to control
inbound traffic, and in this context, they are similar to firewalls.

There are three webpages associated with the manual ACL configuration: ACL Ports, ACL Rate Limiters, and ACL
Access Control List. Figure 2.58 shows the list of ACL menus. The following subsections will describe each ACL
configuration.

Security
Switch
MNetwork
Port Security
NAS
ACL
Ports
Rate Limiters
Access Control List
IP SourceGuard
ARP Inspection
AAA

Figure258Ceeguu" Egqpvtgn”" NkuvXu"Uwdogpwu

2.6.2.41 ACL Ports

The ACLA Ports webpage is depicted in Figure 2.59. The ACL Ports configuration is used to assign a Policy ID to
an ingress port. This is useful to group ports to obey the same traffic rules. Traffic Policy is created under the

"Access Control List" page. You can also set up specific traffic properties (e.g., Action / Rate Limiter / Port copy)

for each ingress port. Although they will only be applied if the frame gets past the Access Control Matching Entry
(ACE) without getting matched. In that case a counter associated with that port is incremented. Table 2.37
summarizes description for each specific port property.
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Figure 2.59 Webpageto Configure Network ACL Ports
Table 2.37 Descriptions of Network ACL Ports
Label Description Factory Default
Port The logical port for the settings contained in the same row. Port ID from 1to 11
Policy ID Select the policy to apply to this port. The allowed values are 0 through 0
Y 255. The default value is 0.
. Select whether forwarding is permitted ("Permit") or denied ("Deny"). The .
Action . - gisp ( ) ( ) Permit
default value is "Permit".
Rate Select which rate limiter to apply on this port. The allowed values are Disabled

Limiter ID Disabled or the values 1 through 16. The default value is "Disabled".

Select which port frames are redirected on. The allowed values are
Disabled, or a specific port number and it can't be set when action is Disabled
permitted. The default value is "Disabled".

Port
Redirect

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.

Disabled: Frames received on the port are not mirrored. The default
value is "Disabled".

Mirror Disabled

Specify the logging operation of this port. Notice that the logging
message doesn't include the 4 bytes CRC. The allowed values are:
Enabled: Frames received on the port are stored in the System Log.
Logging Disabled: Frames received on the port are not logged. The default value
is "Disabled".
Note: The logging feature only works when the packet length is less than
1518 (without VLAN tags) and the System Log memory size and logging
rate is limited.

Disabled
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Specify that the device shut down operation of this port. The allowed
values are:

Enabled: Port shut down feature is enabled. If a frame is received on the
port, the port will be disabled.

Disabled: Port shut down feature is disabled. The default value is
"Disabled".

Note: The shutdown feature only works when the packet length is less
than 1518 (without VLAN tags).

Specify the port state of this port. The allowed values are:

Enabled: To reopen ports by changing the volatile port configuration of
State the ACL user module. Enabled
Disabled: To close ports by changing the volatile port configuration of
the ACL user module.

Counter Counts the number of frames that match this ACE. 0

Shutdown Disabled

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.6.2.5 ACL Rate Limiters

The ACLA Rate Limiters webpage is shown in Figure 2.60. Under this webpage, the users can configure the rate
limiters. There can be 15 different rate limiters, each ranging from 1-1024K packets per seconds. Under "Ports" and
"Access Control List" webpages, user can assign a Rate Limiter ID to the ACE(s) or ingress port(s). Table 2.38
describes the labels of ACL Rate Limiters Configuration.

Technologies I

Configuration ~

Managed Switch a = Q

System ACL Rate Limiter Configuration
Paoris
PoE Rate Limiter ID | Rate | Unit
ERPS = 1 [== w
DHCPwv4
Security 1 1] |pps v
Switch 2 1 |pps v
Metwaork 3 1 pps W
Paort Securi
Nas 4 1 |lpps v
ACL 5 1 [pps w
Poris
Rate Limitars 6 1) |pps +
Ancess Control List 7 1 |pps v
IP Source Guard a8 1 ops v
ARF Inspecti
Py nspection 9 1 —
Aggregation 10 1| |pps v
Spanning Tree
IPMC 11 1 |pps v
LLDP 12 1 |pps v
SyncE 13 1 (pps v
MAC Table 14 1| [pps w
VLAMNSs 15 ; -
VEL [pps w|
QoS 16 1| [pps w|
Mirroring
PP
oomMi
uoLD
3D Backup

Modbus Selting
Figure 2.60 Webpageto Configure Network ACL Rate Limiters
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Table 2.38 Descriptions of Network ACL Rate Limiters
Label Description Factory Default

The rate limiter ID for the settings contained in the Limiter ID 1 to 16
same row and its range is 1 to 16.
The valid rate is 0 - 99, 100, 200, 300, ..., 1092000 in | 1

Rate Limiter ID

Rate pps or 0, 100, 200, 300, ..., 1000000 in kbps.
Specify the rate unit. The allowed values are: pps
Unit pps: packets per second.

kbps: Kbits per second.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.6.2.6 ACL Access Control List

The ACLA Access Control List webpage shows the ACEs in a prioritized way, highest (top) to lowest (bottom). By

default, the table is empty as shown in Figure 2.61. When click on the plus sign icon at the end of the table, a
set of parameters are listed as three tables under the ACE Configuration webpage as shown inFigure 2.62.

In Figure 2.61, users can select auto-refresh option by checking the Auto-refresh box to refresh the page
automatically. Automatic refresh occurs every 3 seconds. Users can click Refresh button to refresh the page; any
changes made locally will be undone. Users can click Clear button to clear the counters. Lastly, users can click
Remove All button to remove all ACEs.

An ingress frame will only get a hit on one ACE even though there are more matching ACEs. The first matching ACE
will act (permit/deny) on that frame and a counter associated with that ACE is incremented. An ACE can be
associated with a Policy, 1 ingress port, or any ingress port (the whole switch). If an ACE Policy iscreated, then that
Policy can be associated with a group of ports under the "Ports" web-page. There are number of parameters that
can be configured with an ACE. Table 2.39 provides additional information for each parameter to configure the
ACL. The maximum number of ACEs is 64.

Managed Switch “ 9

Technologies I Auto-refresh [ | Refresh | [ Clear | [ Remove All |

Configuration - ) . )
System Access Control List Configuration
Poris
PoE ACE | Ingress Port [ Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |
ERPS
DHCPv4
Security

Switch
MNetwork

Port Security
MNAS
ACL
Ports
Rate Limiters
Ancess Control List
IP Souree Guard
ARP Inspection

Figure 2.61 Webpageto Configure Network ACL Access Control

Table 2.39 Summary of Label, Description, and Factory Default for ACL (Access Control List)
Label Description Factory
Default

ACE Configuration

ACE Indicates the ACE ID. Disabled
Indicates the ingress port of the ACE. Possible values are: All
All: The ACE will match all ingress port.

Ingress Port
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Port: The ACE will match a specific ingress port.

Policy/Bitmask

Indicates the policy number and bitmask of the ACE.

Any

Frame Type

Indicates the frame type of the ACE. Possible values are:

- Any: The ACE will match any frame type.

- EType: The ACE will match Ethernet Type frames. Note that an Ethernet Type
based ACE will not get matched by IP and ARP frames.

- ARP: The ACE will match ARP/RARP frames.

- IPv4: The ACE will match all IPv4 frames.

- IPv4/ICMP: The ACE will match IPv4 frames with ICMP protocol.

- IPv4/UDP: The ACE will match IPv4 frames with UDP protocol.

- IPv4/TCP: The ACE will match IPv4 frames with TCP protocol.

- IPv4/Other: The ACE will match IPv4 frames, which are not ICMP/UDP/TCP.
- IPv6: The ACE will match all IPv6 standard frames.

Any

Action

Indicates the forwarding action of the ACE.

- Permit: Frames matching the ACE may be forwarded and learned.
- Deny: Frames matching the ACE are dropped.

- Filter: Frames matching the ACE are filtered.

Permit

Rate Limiter

Indicates the rate limiter number of the ACE. The allowed range isbetween 1
to 16. When Disabled option is selected, the rate limiter operation is disabled.

Disabled

Port Redirect

Indicates port for the redirected operation of the ACE. Framesthat match the
ACE are redirected to the port number. The allowed values areeither Disabled
or some specific port number. When Disabled option is selected, the port
redirect operation is disabled.

Disabled

Mirror

Indicates whether the mirror operation of this port is enabled or disabled.
Frames that are matching to the ACEwill be mirrored to the destination mirror
port. Two options are available here:

Enabled: Framesthat are received on the port will be mirrored.

Disabled: Frames that are received on the port will not be mirrored.

Disabled

Counter

The counter indicates the number of times the ACE was hit by a frame.

Disabled

Modification
Buttons

You can modify each ACE (Access Control Entry) in the table using the
following buttons:

. Inserts a new ACE before the current row.

: Edits the ACE row.

: Moves the ACE up the list.

: Moves the ACE down the list.

: Deletes the ACE.

: The lowest plus sign adds a new entry at the bottom of the ACE listings

@PPORO®

After clicking on the plus sign to insert a new ACE (Access Control Entry), the users can configure an ACE on the
webpage, as shown in Figure 2.62 - Figure 2.66 . An ACE consists of several parameters. These parameters vary
according to the frame type that you select. First select the ingress port for the ACE, and then select theframe
type. The different parameter fields are displayed depending on what frame type is selected. That is there will be
more table and parameters available for further settings. A frame that matches each ACE will follow the
configuration previously defined here. Table 2.40 to Table 2.48 summarizes description of all ACL configuration

with different frame types.

Click Save button to save the setting. Click Reset button to change the setting back to factory default. Click Cancel

button to disregard all inputs and keep the current setting.
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Managed Switch
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Figure 2.62 Webpageto Configure Network ACL After Clicked + Sign to Add a New Entry

Table 2.40 Description of ACL Configuration

Label Description

Ingress Select the ingress port for which this ACE is applied to the matching rule.

Port All: The ACEis applied to all port.
Port n: The ACEis applied to this port number, where n is the number of the switch port.

Policy Specify the policy number for this ACEXu " hknvgt kpi

Filter Any: No specific policypwodgt " hqgt " Cigitliated.(Herevhg pokcy filter status is "d
on't-care".)

Specific: If you want to filter a specific policy with this ACE, input its value here. Two input fields
are appeared for user to enter here:a policy value, and bitmask.

Policy When "Specific" option is selected for the policy filter, you can enter a specific policy value. The
Value allowed value is ranging between 0 to 63.

Policy/ When "Specific" is selected for the policy filter, you can enter a specific policy bitmask. The
Bitmask allowed value is ranging between 0x0 to 0x3f. For the bitmask, if the binary bit value is "0", it

means this bit is "don't-care". For other values, the real matched pattern is [policy_value &
policy_bitmask]. For example, if the policy value is 3 and the policy bitmask is 0x10 (bit O is
"don't-care” bit), then policy 2 and 3 are applied to this rule.

Frame Select the frame type for this ACE. These frame types are mutually exclusive.

Type Any: Any frame can be matched to this ACE.

Ethernet Type: Only Ethernet Type frames canbe matched to this ACE. The IEEE 802.3 describes
the value of Length/Type Field specifications to be greater than or equal to 1536 decimal (equal
to 0600 hexadecimal) and the value should not be equal to 0x800(IPv4), 0x806(ARP) or
0x86DD(IPv6).

ARP: Only ARP frames canbe matched to this ACE. Note that the ARP frames cannot be
matched to the ACE with ethernet type.

IPv4: Only IPv4 frames canbe matched to this ACE. Note that the IPv4 frames cannot be
matched to the ACE with ethernet type.

IPv6: Only IPv6 frames canbe matched to this ACE. Note that the IPv6 frames cannot be
matched to the ACE with Ethernet type.

Action Specify the action that will happen to a frame that are matched to this ACE.
Permit: Frames that are matched to this ACE will be granted permission for the ACE operation.
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Label

Description

Deny: Frames that are matched to this ACE will be dropped.
Filter: Framesthat are matched to this ACEwill be filtered.

Rate
Limiter

Specify the rate limiter in the number of base units. The allowed value is ranging
between 1 to 16. Disabled option indicates that the rate limiter operation is disabled.

Port
Redirect

Frames that are matched to this ACEwill be redirected to the port number specified here. The

rate limiter will be performed on these ports. The allowed value is within the range of the switch X U
port number. Disabled option indicates that the port redirect operation is disabled , and user
cannot set a specific port number evenwhen action is permitted.

Mirror

Specify the mirror operation of this port. Frames that are matched to the ACEwill be mirrored to
the destination mirror port. The rate limiter will not be performed at the frames on the mirror port.
Two options are allowed here.

Enabled: Framesthat are received on the port will be mirrored.
Disabled: Framesthat are received on the port will not be mirrored.
The default value is "Disabled".

Logging

Identify whether data must be logged after the operation of the ACE. Note that the logging
message doesn't include the 4 bytes CRC information. Two options are allowed here:
Enabled: Framesthat are matched to the ACEwill be stored in the System Log.

Disabled: Framesthat are matched to the ACEwill not be logged.

Note: The logging feature only works when the packet length is less than 1518 Bytes (without
VLAN tags), and the System Log memory size and logging rate is limited.

Shutdown

Identify whether the port is shut down after the operation of the ACE. Two options are allowed
here:

Enabled: If a frame is matched to the ACE, the ingress port will be disabled.

Disabled: Port will not be shutdown even if only one frame is matched to the ACE.

Note: The shutdown feature only works when the packet length is less than 1518 Bytes (without
VLAN tags).

Counter

The counter indicates the number of times that frames are matched to the ACE.
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Figure 2.63 Configuration->Security->Network->ACL-> Access Control List Submenu: Add New Entry:
Frame Type Ethernet Type

Table 2.41 Description of ACL Configuration with MAC Parameters

Label Description
SMAC (Only displayed when the frame type is Ethernet Type or ARP.)
Filter Specify the source MAC address (SMAC) that is used for filtering with this ACE.
Any: Choose this option if do not want to specify any source MAC address for filtering with this ACE.
(SMAC filter status is "don't-care".)
Specific: If you want to filter a specific source MAC address with this ACE, chooseuUr g e k h k €
Ater selecting it, afield for entering a SMAC valuewill be appeared.
SMAC When "Specific" is selected for the SMAC filter, you can enter a specific source MAC address. The
Value valid format is "XX-XX-XX-XX-XX-XX" OF "XX.XX.XX.XX.XX.XX" Or "XXXXXXXXXXXX" Where X is a hexadecimal
digit). Any frames that are matched to this ACE will be fltered with this SMAC value.
DMAC Specify the destination MAC address (DMAC) that is used for filtering with this ACE.
Filter Any: Choose this option if you do not want to specify any destination MAC address for filtering with
this ACE. (DMAC filter status is "don't-care".)
MC: Frame must be multicast.
BC: Frame must be broadcast.
UC: Frame must be unicast.
Specific: If you want to filter a specific destination MAC address with this ACE, choose L Ur g e k h
option. After selecting it, a field for entering a DMAC value will be appeared.
DMAC When "Specific" is selected for the DMAC filter, you can enter a specific destination MAC address.
Value The valid format is "XX -XX-XX-XX-XX-XX" OF "XX.XX.XX.XX.XX.XX" OF "XXXXXXXXXXXX" {here x is a

hexadecimal digit). Any frames that are matched to this ACE will be filtered with this DMAC value.
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Table 2.42 Description of ACL Configuration with VLAN Parameters

Label Description Factory
Default

802.1Q Specify whether there will be any filter in/out if frames are matched with the 802.1Q
Tagged tagged. Three options are available:

Any: Any value is allowed ("don'tcare"). Any
Enabled: Tagged frames are allowed only.
Disabled: Untagged frame are allowed only.

VLAN ID | Specify the VLAN IDthat is used for filtering with this ACE.

Filter Any: Nofiltering according to the VLAN ID is specified. (VLAN ID filter status is "don't-
care".) Any
Specific: If user wants to filter a specific VLAN ID with this ACE, choose thisT,Ur g e |
option. After selecting it, a field for entering a VLAN ID number will be appeared.

VLAN ID | When "Specific" option is selected for the VLAN ID filter field, user can now enter a
specific VLAN ID number here. The valid range of VLAN IDis between 1 to 4095. A 1
frame that is matched with this ACEwill be filtered with this VLAN ID value.

Tag Specify the tag priority that will be filtered with this ACE. A frame thatis matched with
Priority this ACE will be further filtered with this tag priority. The valid tag priority is 0 to 7 or
range 0-1, 2-3, 4-5,6-7,0-3 and 4-7. The value Any means that no tag priority is
specified (tag priority is "don't -care".)

Any
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Figure 2.64 Configuration->Security->Network->ACL-> Access Control List Submenu: Add New Entry:
Frame Type ARP

Table 2.43 Description of ACL Configuration with ARP Parameters

Label Description Factory
Default
ARP/RARP Specify the available ARP/RARP opcode (OP) flag for this ACE.
Any: No ARP/RARP OP flag is specified. (OP is "don‘tare".) Any
ARP: Frames that will be filtered must have ARP opcode set to ARP.
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Label

Description

Factory
Default

RARP: Frames that will be filtered must have RARPopcode set to RARP.
Other: Frames that will be filtered has unknown ARP/RARP Opcode flag.

Request/Reply

Specify the available Request/Reply opcode (OP) flag for this ACE.

Any: No Request/Reply OP flag is specified. (OP is "don'icare".)

Request: Frames that will be filtered must have ARP Request or RARP
Request OP flag set.

Reply: Frames that will be filtered must have ARP Reply or RARP Reply OP
flag.

Any

Sender IP Filter

Specify the sender IP filter for this ACE.

Any: No sender IP filter is specified. (Sender IP filter is "don't-care".)

Host: Sender IP filterX u " lislseg to fiHostY If this option is selected, user
can further specify the sender IP address and target IP filter fields that will
be appeared.

Network: Sender IP filterX u " lslsef to fiNetwork Y If this option is
selected, user can further specify the sender IP address/Mask and target
IP filter that will be appeared.

Any

Sender IP
Address

When either "Host" or "Network" option is selected for the sender IP filter,
you can enter a specific sender IP address in dotted decimal notation .
Note that the invalid IP address configuration is acceptable too ; for
example, 0.0.0.0. Normally, an ACE withan invalid IP address will be
explicitly adding a deny action.

0.0.0.0

Sender IP Mask

When "Network" is selected for the sender IP filter, you can enter a
specific sender IP mask in dotted decimal notation .

255.255.255.0

Target IP Filter

Specify the target IP filter for this specific ACE.

Any: No target IP filter is specified. (Target IP filter is "don't-care".)

Host: Target IP filter is set to THostY, If this option is selected, a field of
Target IP Address field will be appeared, and user can further set its
value.

Network: Target IP filter is set to TNetworkY, If this option is selected, two
h k g n f utarget IP addrgss4gnd darget IP maskYwill be appeared.

Any

Target IP
Address

When either "Host" or "Network" option is selected for the target IP filter X u
field, user can enter a specific darget IP addressYin dotted decimal
notation. Note that the invalid IP address configuration is acceptable too ;
for example, 0.0.0.0. Normally, an ACE withan invalid IP address will be
explicitly adding a deny action.

Target IP Mask

When "Network" option is selected for the darget IP filterY " X u, yoh ¢ag n
enter a specific target IP mask in dotted decimal notation .

ARP Sender
MAC Match

Specify whether frames can cause the action according to their sender
hardware address field (SHA) settings.

0: ARP frames where SHA is not equal to the SMAC addresswill not be
matched to this entry.

1: ARP frames where SHA is equal to the SMAC addresswill be matched
to this entry.

Any: Any value is allowed ("don'tcare").

Any

RARP Target
MAC Match

Specify whether frames can cause the action according to their target
hardware address field (THA) settings.

0: RARP frames where THA is not equal to the target MAC address will
not be matched to this entry.

1: RARP frames where THA is equal to the target MAC address will be

Any
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Label

Description

Factory
Default

matched to this entry.
Any: Any value is allowed ("don'tcare").

IP/Ethernet
Length

Specify whether frames can cause the action according to their
ARP/RARP hardware address length (HLN) and protocol address length
(PLN) settings.

0: ARP/RARP frames where the HLN is not equal to Ethernet (0x06) or the

Any

(PLN) is not equal to IPv4 (0x04), will not be matched to this entry.

1: ARP/RARP frames where the HLN is equal to Ethernet (0x06) and the
(PLN) is equal to IPv4 (0x04), will be matched to this entry.

Any: Any value is allowed ("don'tcare").

Specify whether frames can cause the action according to their
ARP/RARP hardware address space (HRD) settings.

0: ARP/RARP frames where the HLD is not equal to Ethernet (1)will not
be matched to this entry.
1: ARP/RARP frames where the HLD is equal to Ethernet (1)will be
matched to this entry.
Any: Any value is allowed ("don'tcare").

Any

Ethernet

Specify whether frames can cause the action according to their
ARP/RARP protocol address space (PRO) settings.

0: ARP/RARP frames where the PRO is not equal to IP (0x80Q)will not be
matched to this entry.
1: ARP/RARP frames where the PRO is equal to IP (0x80Q)will be
matched to this entry.
Any: Any value is allowed ("don'tcare").

Any
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Figure 2.65 Configuration->Security->Network->ACL-> Access Control List Submenu: Add New Entry:
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Table 2.44 Description of ACL Configuration with IPv4 Parameters

Label Description Factory
Default
IP Protocol | Specify the IP protocol filter for this ACE.
Filter Any: No IP protocol filter is specified ("don't -care").
ICMP: Select ICMP to filter IPv4 ICMP protocol frames. Extra fields for defining ICMP
parameters will be appeared and described later on.
UDP: Select UDP to filter IPv4 UDP protocol frames. Extra fields for defining UDP
parameters will be appeared and explained later on. Any
TCP: Select TCP to filter IPv4 TCP protocol frames. Extra fields for defining TCP
parameters will be appeared and explained later on.
Other<c" Kh" {gw"ycpv"vg"hknvgt"qgvjgt"KR"rtaq
option. After selecting it, other fieldsfor f gh k pf kpi "gvj gt "rtqgvg
appeared and explained later on.
IP Protocol | When "Other” option is selected for the IP protocol valueX u " hy&ugcanfenter a
Value specific value that identify protocol type . The allowed value is ranging
between 0 to 255. Frames that are matched to this ACE will be filtered with this IP i
protocol value.
IPTTL Specify the Time-to-Live settings for this ACE.
zero: IPv4 frames with a Time-to-Live field greater than zero, will not be filtered with
this entry. Any
non-zero: IPv4 frames with a Time-to-Live field greater than zero, will be filtered with
this entry.
Any: Any value is allowed ("don‘tcare”).
IP Specify the fragment offset settings that will be matched with this ACE. This involves
Fragment the settings for the More Fragments (MF) bit and the Fragment Offset (FRAG
OFFSET) field for an IPv4 frame.
No: IPv4 frames where the MF bit is set or the FRAG OFFSET field is greater than
. . . . Any
zero, will not be filtered with this entry.
Yes: IPv4 frames where the MF bit is set or the FRAG OFFSET field is greater than
zero, will be filtered with this entry.
Any: Any value is allowed ("don'tcare").
IP Option Specify the options flag setting for this ACE.
No: IPv4 frames where the options flag is set, will not be filtered with this entry. Any
Yes: IPv4 frames where the options flag is set, will be filtered with this entry.
Any: Any value is allowed ("don'tcare").
SIP Filter Specify the source IP filter for this ACE.
Any: No source IP filter is specified. (Source IP filter is "don't-care".)
Host: Source IP filter is set to HostY, " q r. if thig gption is selected, user can
specify the source IP address in the 5P AddressUYfield that will be appeared. Any
Network: Source IP filter is set to iNetworkY, " q r. if thigjgption is selected, user can
specify the source IP address and mask in the 1P AddressHand 151P MaskUfields
that will be appeared.
SIP When either "Host" or "Network" option is selected for the T4 U KIterY, " y u, Yol &ag n
Address enter a specific Source IP address in dotted decimal notation . Note that the invalid IP
address configuration is acceptable too ; for example, 0.0.0.0. Normally, an ACE with | -
an invalid IP address will be explicitly adding a deny action.
SIP Mask When "Network" option is selected for the source IP filterY " y u, Yo &ag enfer a

specific SIP mask in dotted decimal notation .
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Label Description Factory
Default
DIP Filter Specify the destination IP address (DIP) filter for this ACE.
Any: No destination IP filter is specified. (Destination IP filter is "don't -care".)
Host: DIPfilter is set to THostY " q r. i tkiggption is selected, user can specify the
destination IP address in the DIP Address field that will be appeared. Any
Network: DIP filter is set to iNetworkY " q r. if tkigigption is selected, user can
specify the destination IP address and netmask in the ™IP AddressHand IP MaskY
fields that will be appeared.
DIP When either "Host" or "Network" option is selected for the DIP filter, you can enter a
Address specific IP addressY " y uih doked detirhal notation. Note that the invalid IP i
address configuration is acceptable too ; for example, 0.0.0.0. Normally, an ACE with
an invalid IP address will be explicitly adding a deny action.
DIP Mask When "Network" option is selected for the T, IP filter4 " y u, Yo &ag enfer a specific |
IP maskYor destination netmask in dotted decimal notation .
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Figure 2.66 Configuration->Security->Network->ACL-> Access Control List Submenu: Add New Entry:
Frame Type IPv6
Table 2.45 Description of ACL Configuration with IPv6 Parameters
Label Description Factory
Default
Next Specify the IPv6 next header filter for this ACE.
Header Any: No IPv6 next header filter is specified ("don't-care").
Filter ICMP: SelectdCMPY, " q r to filter i°v6 ICMP protocol frames. If this option is Any
selected, extra fields for defining ICMP parameters will be appeared.
UDP:. SelectwJDPY, " q r te flter i°v6 UDP protocol frames. If this option is selected,
extra fields for defining UDP parameters will be appeared.
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Label Description Factory
Default

TCP: SelectifCPY " q r to flter iPv6 TCP protocol frames. If this option is selected,
extra fields for defining TCP parameters will be appeared.
Other<c" Kh" {gw"ycpv"vg"hknvgt "qgvjgt"urgekhk
cpf"uVERY"ykvj"vjku"CEG. "ejgqug"vj ku"1uQ
for entering an IPv6 next header filter will be appeared.

Next When "Other" option is selected for the IPv6 mext header valuey, " y u, Yoo daig enter

Header a specific value that is used to identify the protocol type . The allowed value is ranging

Value between 0 to 255. Frames that are matched with this ACE must be filtered with this i

protocol value.

SIP Filter | Specify the source IPv6 filter for this ACE.

Any: No source IPv6 filter is specified. (Source IPv6 filter is "don't-care".) An
Specific: If this option is selected, two fields with source IPv6 address and netmask in y
the BIP addressH" c pf " wUKR" D kwillbbeappedtedy u" hkgnf u
SIP When "Specific" option is selected for the source IPv6 h k n v g tfitteq4 "" youl UKBHRK" (
Address can enter a specific source IPv6 address. The fieldis only supported last 32 bits for -
IPv6 address.
SIP When "Specific" option is selected for the source IPv6 filter g t " T, U K,Bsertcdnn v ¢
BitMask enter a specific u g wt e g " KR x 8 'SIP BitmaskY.The'figld chlyisupported last
32 bits for IPv6 address. Note that for bitmask, if the binary bit value is "0", it means
this bit is "don't-care". The real matched pattern is [sipv6_address & sipv6_bitmask] -
(last 32 bits). For example, if the SIPv6 address is 2001::3 and the SIPv6 bitmask is
OXFFFFFFFE (bit O is "dontare" bit), then SIPv6 address 2001::2 and 2001::3is
applied to this rule.
Hop Limit | Specify the hop limit settings for this ACE.
zero: IPv6 frames with a hop limit greater than zero will not be matched to this entry. Any
non-zero: IPv6 frames with a hop limit greater than zero will be matched to this entry.
Any: Any value isallowed ("don't-care").
Table 2.46 Description of ACL Configuration with ICMP Parameters
Label Description Factory
Default

ICMP Specify the ICMP filter for this ACE.

Type Any: No ICMPfilter is specified (ICMP filter status is "don't -care").

Filter Specific: If user wants to filter a specific ICMP filter with this ACE, user can enter a Any
specific ICMP value.Chv gt "ugngevkpi "fieldfor gneeting &ndCP g r v
value will be appeared.

ICMP When "Specific" option is selected for the ICMP filter, user can enter a specific ICMP

Type value. The allowed value is ranging between 0 to 255. Frames that are matched to this | -

Value ACEwill be matched to this ICMP value.

ICMP Specify the ICMP code filter for this ACE.

Code Any: No ICMP code filter is specified (ICMP code filter status is "don't-care").

Filer Specific: If user wants to filter a specific ICMP code filter with this ACE, user can enter | Any
a specific ICMP code value.Chv gt "ugngevkpi "figldfor gneeting &ne 4 "
ICMP code valuewill be appeared.

ICMP When "Specific" option is selected for the ICMP code filter, user can enter a specific

Code ICMP code value. The allowedvalue is ranging between is 0 to 255. Frames that are -

Value matched to this ACEwill be matched to this ICMP code value.
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Table 2.47 Description of ACL Configuration with TCP/UDP Parameters

Label

Description

Factory
Default

TCP/UDP
Source Port
Filter

Specify the TCP/UDP sourceport filter for this ACE.

Any: No TCP/UDP sourceport filter is specified (TCP/UDP source filter status is
"don't-care").

Specific: If you want to filter a specific TCP/UDP source port filter with this
ACE, you can enter a specific TCP/UDP sourceport value. After selecting

T Ur g e k h k efidld fgrrentekirgg @ TCPR&IDP source port number will be
appeared.

Range: If you want to filter a specific TCP/UDP source port range with this ACE,
you can enter a specific value of TCP/UDP source port range here. After
ugngevkpi " nUr fiekl lohekteribg'agalue &f @@P/UDF source port
range will be appeared.

Any

TCP/UDP
Source Port No.

When "Specific" option is selected for the TCP/UDP source port filter, you can
enter a specific TCP/UDP source port value. The allowed value is ranging
between 0 to 65535. Frames that are matched to this ACE will be filtered with
this TCP/UDP source value.

TCP/UDP
Source Range

When "Range" is selected for the TCP/UDP source filter, you can enter a
specific TCP/UDP source range value. The allowed range isO to 65535. A
frame that hits this ACE matches this TCP/UDP source value.

TCP/UDP
Destination Port
Filter

Specify the TCP/UDP destination port filter for this ACE.

Any: No TCP/UDP destinationport filter is specified (TCP/UDP destination filter
status is "don't-care").

Specific: If you want to filter a specific TCP/UDP destination port with this ACE,
you can enter a specific value of TCP/UDP destination port. A field for entering
a specific value of TCP/UDP destination port will be appeared.

Range: If you want to filter a specific range TCP/UDP destination port with this
ACE, you can enter a specificvalue of TCP/UDP destination range. A field for
entering a value of TCP/UDP destination port will be appeared.

Any

TCP/UDP
Destination Port
Number

When "Specific" option is selected for the TCP/UDP destination port filter, you
can enter a specific value of TCP/UDP destination port number. The allowed
value is ranging between 0 to 65535. Frames that are matched to this ACE will
be filtered with this TCP/UDP destination value

TCP/UDP
Destination
Range

When "Range"option is selected for the TCP/UDP destination port filter, you
can enter a specific value of TCP/UDP destination range. The allowedvalue is
ranging between 0 to 65535. A frame that are matched to this ACE will be
filtered with this TCP/UDP destination range.

TCP FIN

Specify the TCP "No more data from sender" (FIN) value for this ACE.

0: TCP frameswhere the FIN field is set, will not be matched to this entry.
1: TCP frameswhere the FIN field is set, will be matched to this entry.
Any: Any valueof FIN field is allowed ("don't-care").

Any

TCP SYN

Specify the TCP "Synchronize sequence numbers" (SYN) value for this ACE.
0: TCP frameswhere the SYN field is set, will be matched to this entry.

1: TCP frames where the SYN field is set will be matched to this entry.

Any: Any value is allowed ("don'tcare").

Any

TCP RST

Specify the TCP "Reset the connection” (RST) value for this ACE.

0: TCP frames where the RST field isset, will be matched to this entry.
1: TCP frames where the RST field is sefwill be matched to this entry.
Any: Any value is allowed ("don'tcare").

Any

TCP PSH

Specify the TCP "Push Function" (PSH) value for this ACE.
0: TCP frames where the PSH field is set will be matched to this entry.

Any
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Description

Factory
Default

1: TCP frames where the PSH field is set will be matched to this entry.
Any: Any value is allowed ("don'tcare").

TCP ACK

Specify the TCP "Acknowledgment field significant" (ACK) value for this ACE.
0: TCP frames where the ACK field is set will be matched to this entry.

1: TCP frames where the ACK field is set will be matched to this entry.

Any: Any value is allowed ("don'tcare").

Any

TCP URG

Specify the TCP "Urgent Pointer field significant" (URG) valuefor this ACE.
0: TCP frames where the URG field is setwill be matched to this entry.

1: TCP frames where the URG field is setwill be matched to this entry.
Any: Any value is allowed ("don'tcare”)

Any

Table 2.48 Description of ACL Configuration with Ethernet Type Parameters

Label

Description

Factory
Default

EtherType
Filter

Specify the Ethernet type filter for this ACE.

Any: No EtherType filter is specified (EtherTypefilter status is "don't -care").

Specific: If you want to filter a specific Ethernet Type with this ACE, you can enter a
specific Ethernet Type valuehere.Yj gp " wUr ge k hk e Y" dfieldfdrg p "
entering an EtherType valuewill be appeared.

K

Any

Ethernet
Type Value

When "Specific" option is selected for the EtherType filter, you can enter a specific
Ethemet Type value. The allowedvalue is ranging between 0x600 to OXFFFF but
excluding 0x800(IPv4), 0x806(ARP) and 0x86DD(IPv6).Frames that are matched with
this ACEwill be filtered with this Ethernet Type value.

2.6.2.7 |P Source Guard

IP Source Guard is a secure feature used to restrict IP traffic on DHCP snooping untrusted ports by filtering traffic
based on the DHCP Snooping Table or manually configured IP Source Bindings. It helps prevent IP spoofing attacks
when a host tries to spoof and use the IP address of another host. This is to prevent a malicious host from

korgtugpcvkpi

c"ngikvkocvg"jquv"d{"cuuwokpi

vig"ngikvko

Under the Configuration->Security->Network->IP Source Guard submenus, there are two options available:
Configuration and Static Table, as shown in Figure 2.67.
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2.6.2.7.1 IP Source Guard Configuration

IP Source Guard Configuration webpage is shown in Figure 2.68. For each port, select the option for Mode and
Max Dynamic Clients under the Port Mode Configuration table. Table 2.49 describe the options under IP Source
Guard Configuration.

t Managed Switch A = 9
Technologies I
Configuration . )
Syslem IP Source Guard Configuration
Poris
PoE [ Mode | [Disabled v
ERPS
DHCPv4 Translate dynamic to static
Security L
Switch
Metwork
Part Securi .
NAS sty Port Mode Configuration
ACL =
IP Seource Guard Port | Mode [ Max Dynamic Clients
Configuration * [ w | == |
AR%?:::E:?i:r 1 =[:iisab ed v || Unlimited v
L 2 |Disabled v | Unlimited v
’;gg ;elﬁnall ”_if'[ee 3 [Disabled * || Unlimited v
|ppM.C o 4 | Disabled v || Unlimited v
LLDP 5 |Disabled w || Unlimited w
SyncE 6 [Disabled w | Unlimited v
VAL able 7 [Disabled w || Unlimited v
VCL 8 [Disabled v | Unlimited v
QoS 9 [Disabled v | Unlimited v
’;"T'F',"”“g 10 [Disabled v || Unlimited v
GVRP 11 | Disabled w || Unlimited v
Do
uDLD Save || Reset
SD Backup

Modbus Setfing
Monitor
Diagnostics
Maintenance

Figure 2.68 Webpage to IP Source Guard Configuration

Table 2.49 Descriptions of Network IP Source Guard Configuration
Label Description Factory
Default

IP Source Guard Configuration

Enable or Disable the Global IP Source Guard.Note that, for a port to
Mode cevwcnn{"ku"gpcdngf . " wu opMdde elumn'acdn | Disabled
port row under Port Mode Configuration part.
Port Mode Configuration
Specify which ports that IP Source Guard is enabled on. Only when both
Global Mode (select Enabled underIP Source Guard Configuration) and
Port Mode on a given port here are enabled, IP Source Guard isactually
enabled on this given port.

Specify the maximum number of dynamic clients that can be learned on
given port. This value can be 0, 1, 2 or unlimited. If the port mode is

Max Dynamic Clients | enabled and the value of max dynamic client is equal to 0, it means only Unlimited
allow the IP packets forwarding that are matched in static entries on the
specific port.

Mode Disabled

Click the Save buttons to save changes. Click Reset buttons to undo any changes made locally and revert to
previously saved values. Click Translate dynamic to static button below the IP Source Guard Configuration to
translate all dynamic entries to static entries.

2.6.2.7.2 |IP Source Guard Static Table

User can configure staic IP Source Guard Static rules in this webpage. A new entry can be added to the IP Soruce
Guard table as shown in Figure 2.69. Note that the maximum number of rules is 112 on the switch. Table 2.50
summarizes the column labels for Static IP Source Guard Table.
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atop

Technologies

Configuration
System
Ports
PoE
ERPS
DHCPv4
Security

Switch
Metwork
Port Security
HAS
ACL
Poris

Managed Switch

Static IP Source Guard Table
[Delete | Port | VLANID | IP Address | MAC address |
Add New Entry
Delete | Port [ VLANID | IPAddress | MAC address

TDelete | 1 v] | B N

Rate Limiters
Access Control List
IP Source Guard
Configuration
Static Table
ARP Inspection
AAA

Aggregation
Figure 2.69 Webpageto Configure Network IP Source Guard Static Table
Table 2.50 Descriptions of Network IP Source Guard Static
Label Description Factory Default
Delete Click entry Delete button to delete the entry. It will be deleted during the
next save.

Port The logical port for the settings. 1
VLAN ID The VLAN Id for the entry. Null
IP Address Allowed Source IP address. Null
MAC Address Allowed Source MAC address. Null

Click Add New Entry button to add a new entry to the Static IP Source Guard table. Click Save button to save

changes. Click Reset button to undo any changes made locally and revert to previously saved values.

2.6.2.8 ARP Inspection
ARP Inspection is a secure feature. Several types of attacks can be launched against a host or devices connected

to Layer 2 networks by "poisoning” the ARP caches. For example, marn-the-middle attack occurs when a malicious

node intercepts packets intended for other nodes by poisoning the ARP caches of its unsuspecting neighbours. To
create the attack, the malicious pqgf g" ugpf u" CTR"t gswguvu

own MAC address. This feature is used to block such attacks. Only valid ARP requests and responses can go

qt

tgurqgpugu

through the switch device. Figure 2.70 shows the list of submenus under the Security A Network A ARP Inspection.
It contains Port Configuration , VLAN Configuration , Static Table and Dynamic Table.
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2.6.2.8.1 Port Configuration

To configure ARP Inspection for port(s) on the managed switch, the users can use the webpage shown in Figure
2.71. There are two parts here: ARP Inspection Configuration, and Port Mode Configuration . Under the ARP
Inspection Configuration part, user have to globally enable the ARP Inspection by selecting . G p ¢ d ntigefMgde k p "
option. Then, under the Port Mode Configuration part, user can configure Mode, Check VLAN and Log Type for

each port. Table 2.51 summarizes the descriptions of column labels of Port Mode Configuration.

Managed Switch A>O

atop

Technologies

Configuration

System ~ ARP Inspection Configuration
EEES [Mode | Disabled v| |
ERPS
DHCPv4 [ Translate dynamic to static |
Security
Switch
MNetwark )
Ei"és““”'? Port Mode Configuration
ﬁ;’ClSTource Guard Port | Mode | Check VLAN | LWT!E
ARP Inspection === v] [= vl [== T‘
AN o 1 [Disabledv| [Disabledw| [None w]
Static Table 2 | Disabled Disabled » Mone
aan Tramic Table 3 [Disabledw| [Disabledw| [None w
Aggregation 4 |Disabledw| [Disabledv| [Mone w|
Spanning Tree 5 [Disabledw| [Disabledv| [None |
ILT_PSE 6 |Disabledw| [Disabledw| [Mone w]|
SyncE 7 | Disabledw Dizabled v Mone
MAC Table 8 | Disabledw | |Disabled v None w
VLANs 9 [Disabledw| [Disabledw| [Mone w]|
ggé 10 |Disabledw| [Disabledw| |[Mone w]|
Mirroring 11 [Disabledv| [Disabledw| [None w|
GRP
DOMI -

Figure 2.71 Webpageto Configure Network ARP Inspection Port

Table 2.51 Descriptions of ARP Inspection Port Configuration
Label Description Factory
Default

ARP Inspection Configuration

Mode | Enable or Disable the Global ARP Inspection. | Disabled
Port Mode Configuration
Port Indicates port number. -

Enable or Disable ARP Inspection on any specific ports. ARP Inspection is only
enabled on a given portwhene n k e mk p i " t@&pModerfiglds:‘$riemndér
ARP Inspection Configuration part, and another underPort Mode Configuration
Mode part. Disabled
Possible modes are:

Enabled: Enable ARP Inspection operation.

Disabled: Disable ARP Inspection operation.

If you want to inspect the VLAN configuration, you have to click 7, @blef Y " wp
the "Check VLAN' X u " hwhegnrthle setting of "Check VLAN" is enabled, the log
type of ARP Inspection will refer to the VLAN setting. However, if it is set to
isabledY the log type of ARP Inspection will refer to the port setting.

Possible setting of "Check VLAN" are:

Enabled: Enable check VLAN operation.

Disabled: Disable check VLAN operation.

Check VLAN Disabled

Page 89 of 248



Industrial Managed Ethernet

Switch T EHG77XX User Manual
Label Description Factory
Default
Yigp" enkemkpi " 1veqediedds: gre tinter ARP dnhgpectich
Configuration part, and another under Port Mode Configuration part, and select
T FKkuc drChgetkWLAND ™ yiu " h k dypefof ARR linspéectiom will'refer to the
Log Type port setting. There are four log types: None

None: Log nothing.

Deny: Log the denied entries.
Permit: Log the permitted entries.
ALL: Log all entries.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.6.2.8.2 VLAN Configuration

Figure 2.72 illustrates the ARP Inspection->VLAN Configuration webpage. Each page can show upto 20 VLAN
gpvtkgu"*vjg"fghcwnv" xcnwg+" th 4005. Th&lfitsPdispldyed avill eghé one with the i " d g
lowest VLAN ID found in the VLAN Table. The Starting from VLAN" input fields allow the user to select the starting

VLAN number to show in the entries of VLAN Table.

Clicking the refresh button will update the displayed table starting from th at starting VLAN or the closest next VLAN.
The right arrow button will show the next 20 entries. Use theleft arrow button to show the entries in the previous
page. Table 2.52 summarizes the column labels of the page within the Configuration -> Security > Network -> ARP
Inspection -> VLAN Configuration submenus.

Managed Switch A=>O

Technologies

Configuration

System VLAN Mode Configuration
Ports
PoFE Start from VLAN [1 | with [20 | entries per page.
ERPS
DHCEV4 Delete [ VLANID [ Log Type
Security | Delete | | | [None +]
Switch
Metwork
-
MNAS

ACL
IP Source Guard

ARP Inspection
Port Cenfiguration
VLAN Configuration
Static Table
Dynamic Table

AAA
,ﬂggregatig_n
Figure 2.72 VLAN Configuration Webpage within Network->ARP Inspection Submenus

Table 2.52 Descriptions of ARP Inspection VLAN Table
Label Description Factory
Default
Delete Click eleteYbutton in each entry in you want to delete it. -
Specify which VLANs that the ARP Inspection is enabled on.
Before that, user have to enable the port setting on Port mode
configuration webpage under Configuration -> Security ->
VLAN ID Netwc_ark -> ARP inspgction-> Port_ Configuration submenus, as |
described in the previous subsection. Note that the ARP
Inspection is enabled on a given port only when both tModeY "
fields are enabled: one under ARP Inspection Configuration
part, and another under Port Mode Configuration part.
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Label Description Factory
Default

After setting it , user can specify which VLAN will be inspected
on the VLAN mode configuration Webpage under
Configuration -> Security -> Network -> ARP inspection-> VLAN
Configuration submenus.
The log type can also be configured per VLAN setting.
Possible log types are:
None: Log nothing.

Log Type Deny: Log the denied entries. None
Permit: Log the permitted entries.
ALL: Log all entries.

Click Add New Entry button to add a new entry to the VLAN table of the ARP Inspection. Click Save button to save

changes. Click Re

set button to undo any changes made locally and revert to previously saved values.

2.6.2.8.3 Static Table

To configure Stati
Figure 2.73. After

¢ ARP Inspection for port(s) on the managed switch, the users can use the webpage shown in
clicking the Add New Entry button, select the Port number from the drop down. Then, enter the

VLAN ID, MAC Address and IP Address for each port to have static ARP Inspection. Table 2.53 summarizes the

descriptions of col

umn labels of Static ARP Inspection Table.

Managed Switch

at p A0

Technologies

Configuration

System ~  static ARP Inspection Table
Ports
PoE Delete | Port [ VLANID | MAC Address | IP Address.
ERPS [ Delete | [1 v | || | |
DHCPv4
Security Add Mew Entry
Switch
Metwork
Port Security
MAS
ACL
IP Source Guard
ARP Inspection

Port Configuration
WLAN Configuration
Static Table
Dynamic Table

,f\g';?ggatin_n
Figure 2.73 Webpageto Configure Static ARP Inspection Static Table

Table 2.53 Descriptions of Static ARP Inspection Table

Label Description Factory
Default

Delete Cn k e m" 1 F g ntg delgté| thedentry .\t gifp be deleted during the -

next save.

Port The logical port for the settings. 1

VLAN ID The VLAN ID for the settings. Null

MAC Address Source MAC addressthat are allowed in the ARPrequest packets. Null

IP Address Source IP addressthat are allowed in the ARP request packets. Null

Click Save button
saved values.

to save changes. Click Reset button to undo any changes made locally and revert to previously

2.6.2.8.4 Dynamic Table
User can configure Dynamic ARP Inspection for port(s) on the managed switch, as shown in Figure 2.74. Within

the configuration page, the Dynamic ARP Inspection TableX u
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the Dynamic ARP Inspection Table can be displayed per pageat the time, the table can contain up to 256 entries,
where sorted in the order of port, VLAN ID, MAC address, andIP address, respectively. Note that all dynamic entries
are learned from the DHCP Snooping.

From the "entries per page" input field, each webpage can show up to 20 entries by default from the Dynamic ARP
Inspection table. Currently, user still cannot change the maximum entries per page.

The "Start from port address ", 'VLAN", 'MAC address" and 'IP address" input fields allow user to select the starting
point to display in the Dynamic ARP Inspection Table.Clicking the Refresh button will update the displayed table
starting from the specified input or the closest value available.

The right arrow >> button will show the next 20 entries. Use theleft arrow |<< button to show the entries in the
previous page. Table 2.54 summarizes the column labels of the page within the Configuration -> Security-> Network
-> ARP Inspection-> Dynamic Table submenus.

Managed Switch

at p i X ?)

Technologies

Configuration

System Dynamic ARP Inspection Table Auto-refresh [
Ports
PoE Start from | Port 1w |, VLAN (1 . MAC address|[][]-00—[lﬂ-—0[]-t}[]-[10 |and
ERPS IP address [0.0.0.0 [with |20 | eniries per page.
DHCPv4
Segmwiﬁ[g Port | VLAN ID | MAC Address [ IP Address | Translate to static
Netwark No more entries

Port Security

NAS Reset

ACL

IP Source Guard

ARP Inspection
Port Configuration
VLAM Configuration

Static Table
Dynamic Table
ALK
Aggregation
Spanning Tree
IPMC
Figure 2.74 Webpageto Configure Dynamic ARP Inspection Table
Table 2.54 Descriptions of Dynamic ARP Inspection Table
Label Description Factory Default
Port Startmg_port number of the switch that are displayed in Portl
the entries.
VLAN ID VLAN-ID in which the ARP traffic is permitted. 1
MAC Address UserX MAC address that is displayed in the entry. 00-00-00-00-00-00
IP Address UserX P address that is displayed in the entry. 0.0.0.0
Translate to Select the checkbox to translate the dynamic entry to i
static static entry.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.6.3 AAA

The authentication, authorization, and accounting (AAA) features allows you to verify the identity of, grant access
to, and track the actions of users managing EHG77XXswitches. The EHG77XXswitches support Remote Access
Dial-In User Service (RADIUS or Terminal Access Controller Access Control System Plus (TACACSH) protocols.
Based on the user ID and password combination that users provide, the EHG77XXswitches perform local
authentication or authorization using the local database or remote authentication /authorization using one or
more AAA servers. A preshared secret key provides security for communication between the switch and AAA
servers. You can configure a common secret key for all AAA servers or for only a specific AAA server.
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AAA security provides the following services:

9 Authentication Y Identifies users, including login and password dialog, challenge and response, messaging
support, and encryption depending on the security protocol that you select. Authentication is the process of
verifying the identity of the person or device accessing the EHG77XXswitches. This process is based on the
user ID and password combination provided by the entity trying to access the switch. The EHG77XXswitches
allow user to perform local authentication (using the local lookup database) or remote authentication (using one
or more RADIUS or TACACS+ servers).

9 Authorization Y Provides access control. AAA authorization is the process of assembling a set of attributes that
describe what the user is authorized to perform. Authorization in EHG77XXswitches is provided by attributes
that are downloaded from AAA servers. Remote security servers, such as RADIUS and TACACS+, authorize users
for specific rights by associating attribute -value (AV) pairs, which define those rights with the appropriate user.

1 Accounting Y Provides the method for collecting information, logging the information locally, and sending the
information to the AAA server for billing, auditing, and reporting. The accounting feature tracks and maintains a
log of every management session used to access EHG77XXswitches. You can use this information to generate
reports for troubleshooting and auditing purposes. You can store accounting logs locally or send them to remote
AAA servers.

AAA increases flexibility and control of access configuration, scalability, standardized authentication methods,
such as RADIUS and TACACS+, and multiple backup devices.

2.6.3.1 RADIUS

RADIUS (Remote Authentication Dial in User Service) is an access server that uses authentication, authorization,
and accounting (AAA) protocol for AAA services. It is a distributed security system that secures remote access to
networks and network services against unauthorized access. The RADIUS specification is described inRFC 2865
which obsoletes RFC 2138 Figure 2.75 shows the RADIUS Server Configuration webpage which allows the users
to configure up to five RADIUS servers. It is divided into two parts:Global Configuration and Server Configuration .
Table 2.55 summarizes the parameters for the RADIUS Server Configuration.

Managed Switch

Technologies p
Configuration ~ ) )
System RADIUS Server Configuration
Port
ngS Global Configuration
ERPS
DHCPv4 Timeout [5 | seconds
Security Retransmit [ |times
Switch
Metwork Deadtime 0 minutes
A DILS Change Secret Key | [No v
A TAGACS+ NASIP-Address || |
ggregation
Spanning Tree NASJPv6-Address || |
IPMC NAS Identifier [ |
LLDP
aﬁg‘éﬁ_ bl Server Configuration
able
VLANs Auth | Acct | Change Secret
gcé Delete Hostname Port Port Timeout | Retransmit ?(q
0
Mirroring | Delete || |[1812 |[1813 || | | |
PTP
GVRP
DOMmI
UDLD
SD Backup
Modbus Setting
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Table 2.55 Descriptions of AAA RADIUS
Label Description Factory
Default

Global Configuration

Timeout is the number in seconds to wait for a reply from a RADIUS 5
Timeout server before retransmitting the request. The valid value of this field is
ranging between 1 to 1000.

Indicates the number of times that a RADIUS request is retransmitted to a | 3
server that is not responding. After reaching the preset maximum number
of retransmissions , the server will be considered dead. The valid value of
this field is ranging between 1 to 1000.

Deadtime is the period when the switch does not send any new requestto | 0
a server that has failed to respond to a previous request. This parameter
will stop the switch from continually trying to contact a server that it has
Deadtime already determined as dead. The valid value of this field is an integer
number ranging between 0 to 1440 minutes.

To enable this feature, in case of more than one configured server, set the
Deadtime to a value greater than 0 (zero).

Specify whether user wants to change the secret key or not. If "Yes" No
option is selected in the option, you can change the secret keywhich is
shared between the RADIUS server and the switchThe secret key can be
up to 63 characters long.

Identify the IPv4 addressthat will be used in attribute 4 of RADIUS Null
NAS-IP-Address Access-Request packets. If this field is left blank, the IP address of the
outgoing interface will be used instead.

Identify the IPv6 addressthat will be used as attribute 95 of RADIUS Null
NAS-IPv6-Address | Access-Request packets. If this field is left blank, the IPv6 address of the
outgoing interface will be used instead.

This field is the identifier that will be used as attribute 32 in RADIUS Null
Access-Request packets. NAS-Identifier can be up to 253 characters long.
If this field is left blank, the NAS-Identifier will not be included in the
packet.

Retransmit

Change Secret Key

NAS-Identifier

Server Configuration

Click the 1y EleteYputton to delelte a RADIUS server entryThe entry will
be deleted during the next Save.

Hostname The IPv4/IPv6 address or hostname of the RADIUS server. Null
The UDP port that the RADIUS servemwill use for authentication. Set to 0 1812

Delete

Auth Port to disable authentication.
The UDP port that the RADIUS servewill use for accounting. Set to 0 to 1813
Acct Port . .
disable accounting.
Timeout This field overrides the setting of the global timeout value. By leaving this | Null
field blank, RADIUS servemwill use the global timeout value instead.
Retransmit This field overrides the setting of global retransmit value. By leaving this Null

field blank, RADIUS servewill use the global retransmit value instead.
Specify whether user wants to change the secret key or not. By inputing a | Null
Change Secret Key | new key, you can override the setting of the global key. By leaving it blank,
RADIUS servemill use the global key instead.

After clicking on the Add New Server button to add a new RADIUS server, an empty row is added to the table, and
the RADIUS server can be configured as needed. Up tdive servers are supported. The Delete button can be used
to undo the addition of the new server. Click Save button to save changes. Click Reset button to undo any changes
made locally and revert to previously saved values.
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2.6.3.2 TACACS+

TACACS+is an acronym for Terminal Access Controller Access Control System Plus. It is a networking protocol
which provides access control for routers, network access servers, and other networked computing devices via one
or more centralized servers. TACACS+ provides separate authentication, authorization and accounting services.

TACACSt+ (Terminal Access Controller Access -Control System Plus) TACACS+ isa remote authentication
protocol, which allows a remote access server to communicate with an authentication server to validate user
access onto the network. TACACS+ allows a client to accept a username and password and pass a query to a
TACACS+ authentication server.Table 2.56 compares the differences between the RADIUS and TACACS+.

Table 2.56 Comparison of Authentication Server Settings between RADIUS and TACACS+

RADIUS TACACS+
Transport Protocol UDP TCP
Authentication and | Separates AAA Combines authentication and
Authorization authorization
Multiprotocol No Yes, support AppleTalk Remote
Support Access (ARA) and NetBIOS

protocol

Confidentiality Only password is encrypted Entire packet is encrypted

Figure 2.76 shows the TACACS+ Server Configuration webpage. It consists of Global Configuration and Server
Configuration parts. Table 2.57 summarizes descriptions of parameters for setting up the TACACS+ Server.

Managed Switch

at p LC X7

Technologies

Configuration

System - TACACS+ Server Configuration
Port:
ngS Global Configuration
ERPS
DHCPv4 Timeout [5 | seconds
Se;"u_ftit!-'h Deadtime 0 minutes
WWILC
Metwork Change Secret Key | [MNo v
AlN
RADIUS Server Configuration
TACACS+

Aggregation Delete | Hostname | Port [ Timeout | Change Secret Key
Spanning Tree
IPMC | Delete || |49 || | | |
LLDP
SyncE
MAC Table
VLANs
VCL
QoS v

Figure 2.76 Webpageto Configure AAA TACACS+

Table 2.57 Descriptions of AAA RADIUS
Label Description Factory
Default

Global Configuration

Timeout is in seconds, ranging between 1 to 1000. After timeout run out, if
there is no reply from a TACACS+ serverit will be considered dead.
Deadtime is the period when the switch does not send any new request to a
server that has failed to respond to a previous request. This parameter will
Deadtime stop the switch from continually trying to contact a server that it has already 0
determined as dead. The valid value of this field is an integer number
ranging between 0 to 1440 minutes.

Timeout
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Label Description Factory
Default

To enable this feature, in case of more than one configured server, set the
Deadtime to a value greater than 0 (zero).
Specify whether user wants to change the secret key or not. If "Yes" option is

Change Secret Key selected in the option, you can change the secret key which is shared NoO
between the TACACS+ server and the switch. The secret key can be up
to 63 characters long.

Server Configuration
Enkem"vj g" 1wF gngvagACAGSyservgrritry. dHe engrynvgll ey

Delete .
deleted during the next Save.

Hostname The IPv4/IPv6 address or hostname of the TACACS+ server. Null
Indicates the TCP port number to be used on the TACACS+ server for

Port o 49
authentication.

Timeout This field overrides the setting of the global timeout value. By leaving this Null
field blank, TACACS+ server will use the global timeout value instead.
Specify whether user wants to change the secret key or not. By inputing a

Change Secret Key | new key, you can override the setting of the global key. By leaving it blank, Null
TACACS+ server will use the global key instead.

After clicking on the Add New Server button to add a new TACACS+ server, an empty row is added to the table, and
the TACACS+ server can be configured as needed. Up tdive servers are supported. The Delete button can be used
to undo the addition of the new server. Click Save button to save changes. Click Reset button to undo any changes
made locally and revert to previously saved values.

2.7 Aggregation

Aggregation is a technique to use multiple ports in parallel to increase the link speed beyond the limits of a port
cpf"vg"kpetgcug"vjg"tgf wpf c ERG/TXKajdws thekaggregatioh onxite gonscHigkre k v { 0
2.77 lists the submenus under the Configuration A Aggregation .

Configuration
System
Ports
PoE
ERPS
DHCPv4
Security
Aggregation

Common
Groups
LAC

Spanning Tree
Figure 2.77 Configuration->Aggregation Submenus

2.7.1 Common

The webpage in Figure 2.78 is used to configure the Aggregation hash mode. The configured mode is applied to
the whole network elements. Four contributors can be selected and used to create the hash code which are
Source MAC Address, Destination MAC Address, IP Address, and TCP/UDPort Number. Table 2.58 summarizes
the descriptions of hash code contributors under the Common Aggregation Configuration.
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Managed Switch

at p a0

Technologies

Configuration . ) )
System Common Aggregation Configuration

Port;
PoE. Hash Code Contributors

ERPS Source MAC Address
DHCEvd Destination MAC Address [
Security IP Address

Aggregation
Common TCP/UDFP Port Number

Groups

LACP Reset

Spanning Tree
IPMC

LLDP

SyncE

MAC Table
VLANs

VCL

Qo3

Mirroring

PTP

GVRP

DDMI

ubLD

SD Backup
Modbus Setting

Figure 2.78 We-bpage to Configure Common Aggregation

Table 2.58 Descriptions of Common Aggregation Configuration

Label Description Factory
Default

Hash Code Contributors
Source MAC The Source MAC address can be used to calculate the destination port for Checked
Address the frame. Check to enable the use of the S(_)urce MACaddress or uncheck to

disable it. By default, Source MAC Address is enabled.
Destination The Destination MAC Address can be used to calclulat.e the destination port Unchecked
MAC Address for the frame: Check to enable the use of Fhe Destination MAC Address or

uncheck to disable it. By default, Destination MAC Address is disabled.

The IP address can be used to calculate the destination port for the frame. Checked
IP Address Check to enable the use of the IPAddress or uncheck to disable it. By default,

IP Address is enabled.
The TCP/UDP port number can be used to calculate the destination port for Checked
the frame. Check to enable the use of the TCP/UDP PortNumber or uncheck
to disable it. By default, TCP/UDP Port Number is enabled.

TCP/UDP Port
Number

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.7.2 Groups

This webpage allows user to aggregate different port(s) to an aggregation group. The Aggregation Group
Configuration is shown in Figure 2.79. After selecting which port number(s) belong to which aggregation group
ID, the user can choose the mode of aggregation group from Disabled, Static, LACP (Active), LACP (Passive).
Table 2.59 summarizes the descriptions of Aggregation Group Configuration .
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System - Aggregation Group Configuration
ESES Port Members Group Configuration
ERPS GrouplID [1]2]3]a]s[s[7[s]a]10]n Mode
DHCPv4 Nomal ® @ ® @ ® @ ® ® ® ® ®
Security 1 olel el e elele eleee Disabled v
Aggregation 2 Disabled v
Gommon 3 Disabled v
LACP 4 Disabled v
Spanning Tree 5 OO0 OO0OO00O0 Disabled v
LLDF
IébEEE Static
MAC Table LACP (Active)
VLANs LACP (Passive)
VCL
QoS
Mirroring
PTP
GVRP
DOMI
uDLD
SD Backup
__Modbus Setting -
Figure 2.79 Webpage to Configure Group Aggregation
Table 2.59 Descriptions of Aggregation Group Configuration
Label Description Factory
Default
Indicates the aggregation group ID for the settings within the same row. Group
Group ID ID "Normal" indicates that there is no aggregation. Only one group ID is valid per | -
port.
Each switch port is listed for each group ID. Select a radio button to include a
port in an aggregation, or clear the radio button to remove the port from the
Port Members | aggregation. By default, no ports belong to any aggregation group. Only full Unchecked
duplex ports can join an aggregation and ports must be in the same speed in
each group.

This parameter determines the mode for the aggregation group.
9 Disabled: The group is disabled.
9 Static: The group operates in static aggregation mode.
1 LACP (Active): The group operates in LACP active aggregation mode. Disabled
See IEEE 801.AX2014, Section 6.4.1 for details.
I LACP (Passive): The group operates in LACP passive aggregation
mode. See IEEE 801.AX014, Section 6.4.1 for details.

Mode

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.7.3 LACP

The users have an option to enable Link Aggregation Control Protocol (LACP) which is an IEEE standard (EEE
802.3ad, IEEE 8021AX-2008) by selecting on LACP aggregation mode in previous subsection. LACP allows the
managed switch to negotiate an automatic bundling of links by sending LACP packets to the LACP partner or
another device that is directly connected to the managed switch and also implements LACP. The LACP packets
will be sent within a multicast group MAC address. If it finds a device on the other end of the link that also has
LACP enabled, it will also independently send packets along the same links enabling the two units to detect multiple
links between themselves and then combine them into a single logical link. During the detection period LACP
packets are transmitted every second. Subsequently, keep alive mechanism for link membership will be sent
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periodically. Each port in the group can also operate in either LACP active or LACP passive modesThe LACP active
mode means that the port will enable LACP unconditionally, while LACP passive mode means that the port will
enable LACP only when an LACP partner is detected Note that in active mode LACP port will always send LACP

packets along the configured links. Kp" rcuukxg" ogf g"jgygxgt." NCER" rygamd" cev

therefore can be used as a way of controlling accidental loops (as long as the other device is in active mode).

Figure 2.80 shows the LACP System Configuration webpage. It allows the user to configure the System Priority and
LACP System Configuration. Table 2.60 summarizes the descriptions of LACP Aggregation Configuration.

Managed Switch
C N2
Technologies

Configuration

System ~ LACP System Configuration

Ports

PoE [System Priority | [32763 ||

ERPS

DHCPv4 LACP Port Configuration

Securi

Aggregnign Port | LACP [ Timeout
Common * [
m"gs 1 Mo [Fastw

Spanning Tree 2 No | Fastwv

IPMC 3 MNo Fast »

LLDP 4 Mo  |Fastw

SyncE 5 No  |Fast v

MAC Table 6 No |Fastw

VLANs 7 Mo |Fastw

\égé 2 No Fast v

Mirrering g No Fast w

PTP 10 No Fast w

GVRP 1 No  |Fastw

DDMI

upLD Save || Reset

SD Backup

Modbus Setting

-

Figure 2.80 Webpage to Configure LACP Aggregation

Table 2.60 Descriptions of LACP Aggregation Configuration

Label Description Factory
Default

Port The switch port number. -

LACP Show whether LACP is currently enabled on this switch port. No

The Timeout controls the period between BPDU
transmissions. Fast will transmit LACP packets each second,
while Slow will wait for 30 seconds before sending a LACP
packet.

Timeout Fast

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.8 Spanning Tree

KGGG" : 2403F" Uvecpfctf"urcppkpi " vt ggG7ixd¥pamagédswitchesk v { " ku" uwr

Spanning Tree Protocol (STP) provides a function to prevent switching loops and broadcast radiation at the OSI
layer 2. A switching loop occurs in a network when there are multiple connections or redundant paths between two
network switches or at least two ports are connected on both sides of the two network switches. The switching
loop can create a broadcast radiation, which is the accumulation of broadcast and multicast traffics in a computer

network. As broadcast and multicast messages are forwarded by bridges/switches to every port, the
bridges/switches will repeatedly rebroadcast the broadcast messages, and this accumulation of traffic can flood

the network. STP creates a spanning tree topology and disables those links of the network that are not part of the
spanning tree, which leaves only a single active path between two nodes. This function can avoid flooding and
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kpetgcug"pgvygqt m"ghhkekgpe{ 0" "Vjgtghqgtg. " Cvqgr Xu
set up connection or port redundancy or fault-tolerance in their network.

ocpcigf

RSTP (Rapid Spanning Tree Protocol). " KGGG" : 2403Y. " ku" c mampded switcheg.tltvisgahn" k p "
evolution of the STP, but it is still backwards compatible with standard STP. RSTP has the advantage over the STP.

When there is a topology change such as link failure in the network, the RSTP will converge significantly fasterto a

new spanning tree topology. RSTP improves convergence on pointto-point links by reducing the Max-Age time to

3 times Hello interval, removing the STP listening state, and exchanging a handshake between two switches to

quickly transition the port to f orwarding state.

MSTP (Multiple Spanning Tree Protocol) is also a standard defined by the IEEE 802.1s that allows multiple VLANs
to be mapped to a single spanning tree instance called MST Instance, which will provide multiple pathways across

the network. It is compatible with STP and RSTP. To support lager netvork, MSTP groups bridges/switches into

regions that appear as a single bridge to other devices. Within each region, there can be multiple MST instances.
MSTP shares common parameters as RSTP such as port path costs. MSTP also help prevent switching loop and
has rapid convergence when there is a topology change. It is possible to have different forwarding paths for

different MST instances. This enables load balancing of network traffic across redundant links.

The following subsections describe how to setup the spanning tree protocol (STP), rapid spanning tree protocol
(RSTP), andMultiple Spanning Tree Protocol (MSTP) . The Spanning Tree menu consists of Bridge Settings, MSTI
Mapping, MSTI Priorities , CIST Ports, and MSTI Ports.

2.8.1 Bridge Settings

To select a variant of Spanning Tree Protocol, the user can select the Protocol Version and set related parameters
for that particular protocol version in this STP Bridge Configuration webpage as shown in Figure 2.81. The settings

are grouped into Basic Settings and Advanced Settings. These settings are used by all STP Bridge instances in the
managed switch. Table 2.61 summarizes the description of each parameter under the STP Bridge Configuration

webpage.

Managed Switch

at p A>O

Technologies

Configuration

System ~ STP Bridge Configuration
Ports . .
PoE Basic Setlings
ERPS -
DHCPv4 Prutood \_lusnon MSTP L
Security Bridge Priority
£agregation Hello Time
Spanning Tree
Bridge Setfings Forward Delay 15
MSTI P R
MSTI Priorities Max Age 20
Eﬂ'gTTI F;f";'ts Maximum Hop Count | |20
e YT Transmit Hold Count | 5 |
LLDP
s . /\dvanced Setiings |
MAC Table —
VLANS Edge Port BPDU Filtering 0
\é% Edge Port BPDU Guard 0
Mirroring Port Error Recovery O
PTP
GVRP Port Error Recovery Timeout
DOMI
ubLD
SD Backup Reset
Meodbus Setting

Figure 2.81 WebpaZ]e to Configure Bridge Settings of Spanning Tree
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Table 2.61 Descriptions of Bridge Settings Configuration of Spanning Tree

Label Description Factory
Default
Basic Settings
Protc_)col The MSTP/ RSTP/ STP protocol version setting. MSTP
Version
Controls the bridge priority. The lower numeric values have the better priority.
The bridge priority plus the MSTI instance number, concatenated with the 6-
Bridge Priority byte MAC address of the switch forms a Bridge Identifier. 32768
For MSTP operation, this is the priority of the CIST. Otherwise, this is the
priority of the STP/RSTP bridge.
The interval between sending STP BPDU's. Valid values are in the rangef 1 to
10 seconds. The default is 2 seconds.
Hello Time 2
Note: Changing this parameter from the default value is not recommended, and
may have adverse effects on your network.
The delay used by STP Bridges to transit Root and Designated Ports to
Forward Delay | Forwarding (used in STPcompatible mode). Valid values are in the range 4 to 15
30 seconds.
The maximum age of the information transmitted by the Bridge when it is the
Max Age Root Bridge. Valid values are in the rangeof 6 to 40 seconds, and MaxAge 20
must be <= (FwdDelay1)*2.
This defines the initial value of remaining Hops for MSTI information generated
Maximum Hop | at the boundary of an MSTI region. It defines how many bridges a root bridge 20
Count can distribute its BPDU information to. Valid values are in the range of 6 to 40
hops.
Transmit Hold The number of BPDU's a bridge port can send per second. When exceeded,
transmission of the next BPDU will be delayed. Valid values are intherange 1 | 6
Count .
to 10 BPDU's per second.
Advanced Settings
Edge Port Control whether a port explicitly configured as Edge will transmit and receive Unchecked
BPDUFiltering | BPDUs.
Edge Port Control whether a port explicitly configured as Edge will disable itself upon
reception of a BPDU. The port will enter theerror-disabled state, and will be Unchecked
BPDU Guard .
removed from the active topology.
Control whether a port in the error-disabled state automatically will be enabled
Port Error after a certain time. If recovery is not enabled, ports have to be disabled and re- Unchecked
Recovery enabled for normal STP operation. The condition is also cleared by a system
reboot.
;Zrctol\zlrer:)yr The time to pass before a port in the error-disabled state can be enabled. Valid Null
Timeout values are between 30to 86400 seconds (24 hours).

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously

saved values.

2.8.2

MSTI Mapping

MSTI Mapping webpage is shown in Figure 2.82, with the heading called MSTI Configuration . This page allows
the user to inspect and/or change the current STP MSTI bridge VLAN Mapping configurations. The MSTI
Configuration consists of Configuration Identification part and MSTI Mapping part. Table 2.62 summarizes the
description of parameters under MSTI Configuration.
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Managed Switch

MSTI Configuration

Add VLANs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).

 AC X2

Configuration Identification

[0 |

MSTI Mapping

MSTI

MSTI2

MSTI3

MSTI4

MSTI

MSTle

MSTI?

Figure 2.82 Webpage to Configure MSTI Mapping of Spanning Tree

Table 2.62 Descriptions of Bridge Priorities Configuration of Spanning Tree

Label Description Factory
Default
Configuration Identification
The name identifying the VLAN to MSTI mapping. Bridges must share FWV X u
Configuration the name and revision (see below), as well as the VLANto-MSTI MAC
Name mapping configuration in order to share spanning trees for MSTI's (Intra -
. address
region). The name can be at most 32 characters long.
Configuration | The revision of the MSTI configuration named above. This field must be 0
Revision input with an integer between 0 and 65535.
MSTI Mapping
This field indicates t he bridge instances. The CIST is not available for
MSTI L ) o . g
explicit mapping, as it will not receive the explicitly mapped VLANS.
The list of VLANSs mapped to the MSTI. The VLANS can be given as a
single (xx, xx being between 1 and 4094) VLAN, or a range Xx-yy), each
VLANs : .
Mapped of which must be separated with comma and/or space. A VLAN can only | Null
be mapped to one MSTI. An unused MSTI should just be left empty (.e.,
not having any VLANs mapped to it.). Example: 2, 5, 20-40.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously

saved values.
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2.8.3 MSTI Priorities

MSTI Priorities webpage is shown in Figure 2.83. This page allows the user to inspect and/or change the current
STP MSTI bridge instance priority configurations. Table 2.63 summarizes the description of parameters under
MSTI Configuration.

Managed Switch

Technologies |
Porls "
PoE MSTI Configuration
ERPS
DHCPv4
Security —_—
Aggregation MSTI [ Priority
Spanning Tree * = W
Bridge Settings CIST |32768 w
mgﬂ ’I;qr?:?r?lligg MSTI
CIST Pors MSTIZ2 _
MSTI Ports 22708 >
IPMC MSTI3 |32768
LLDP MSTI4 |32768 »
SyncE MSTI5 |32768 v ]|
VLANs
VCL MSTIT |327658
QoS
Mg
GVRP
DDmI
UDLD
SD Backup
Modbus Setting

Figure 2.83 Webpage to Configure Bridge Priorities of Spanning Tree

Table 2.63 Descriptions of Bridge MSTI Priorities Configuration of Spanning Tree

Label Description Factory
Default
MSTI Ind_icat_es the bridgg instances. The CIST is thedefault instance, i
which is always active.
Controls the bridge priority. The lower numeric values have the better
Priority priority. The bridge priority plus the MSTI instance number, 32768

concatenated with the 6-byte MAC address of the switch forms
a Bridge ldentifier.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.8.4 CIST Ports

The CIST Ports webpage in Figure 2.84, allows the user to inspect and change the current STP CIST port
configurations. This webpage contains settings for physical and aggregated ports. Within this webpage, there are
two tables: CIST Aggregated Port Configuration and CIST Normal Port Configuration . Table 2.64 provides the
descriptions of all column labels of the two tables under the STP CIST Port Configuration.
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Figure 2.84 Webpage to Configure CIST Ports of Spanning Tree
Table 2.64 Descriptions of CIST Ports Configuration of Spanning Tree
Label Description Factory
Default
CIST Aggregated Port Configuration
Port Indicates the switch port number of the logical STP port. -
STP Enabled Clicked to enable STP on this switch port. Unchecked
This field controls the path cost incurred by the port. There are two
options in this fields: Auto, and Specific.
If the Auto option is chosen, the appropriate path cost will be set
according to the physical link speed, as recommened by IEEE802.1D.
But if the Specific option is chosen, a field beside it will be active and
Path Cost . A . g Auto
user will be able to input some value in the path cost. This input path cost
will be used when the active topology of the network is establised. Note
that, as forwarding ports is in the favour of the higher path cost ports, the
lower path cost ports are chosen. The valid values are in the rangeof 1 to
200000000.
Priority This field controls the porj[ p.I’IOIthy gh"rqtvu"vjcv"jcxg 128
(See above). The lower priority is the better.
This field sometimes is called State Flag. Operational flag describes
whether the port is connecting directly to edge devices (No Bridges
attached). Transition to the forwarding state is faster for edge ports
. (operEdgeis true) than for other ports. The value of this flag is based on i
Admin Edge AdminEdge and AutoEdge fields. This flag is displayed as Elge in STP Non-Edge
detailed Bridge Status webpage, which is shown after user clicked
hyperlink in MSTI column under Monitor ->Spanning Tree-> Bridge Status
submenu.
Controls whether the bridge should enable automatic edge detection on
Auto Edge the bridge port. This allows operEdgeto be derived from, whether BPDU's | Checked
are received on the port or not.
. If enabled, this option field causes the port not to be selected as Root
Restricted | Role Port for the CIST or any MSTI, even if it has the best spanning tree priority Unchecked
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Label

Description

Factory
Default

vector. Such a port will be selected as an Alternate Port after the Root
Port has been selected. If set, it can cause lack of spanning tree
connectivity. It can be set by a network administrator to prevent bridges
external to a core region of the network influence the spanning tree
active topology, possibly because those bridges are not under the full
control of the administrator. This feature is also known as Root Guard.

TCN

If enabled, this option restricts the port from propagating the received
topology change and its notifications to other ports . As a result of a
persistently incorrect learning of the station X location information, it can
cause temporary loss of the connectivity after changes in a spanning
tree's active topology.

This option is intended for a network administrator to prevent bridges
external to a core region of the network, causing address flushing in that
region, possibly because those bridges are not under the full control of
the administrator or the physical link state of the attached LANSs transits
frequently.

Unchecked

BPDU Guard

If enabled, this option causes the port to disable itself upon receiving
valid BPDU's.In the contrary to the similar bridge setting, the port Edge
status does not affect this setting.

A port entering error-disabled state due to this setting is subject to the
setting of a bridge PortX urforgecovery as well.

Unchecked

Point-to-point

This option controls whether the port connects to a point -to-point LAN,
rather than to a shared medium. This can be automatically determined, or
forced to be either true or false. Transition to the forwarding state is
faster for point -to-point LANs than for shared media.

Forced True

CIST Normal Port Configuration

Port

Indicates the switch port number of the logical STP port.

STP Enabled

Clicked to enable STP on this switch port.

Unchecked

Path Cost

This field controls the path cost incurred by the port. There are two
options in this fields: Auto, and Specific.

If the Auto option is chosen, the appropriate path cost will be set
according to the physical link speed, as recommened by IEEE 802.1D.
But if the Specific option is chosen, a field beside it will be active and
user will be able to input some value in the path cost. This input path cost
will be used when the active topology of the network is establised. Note
that, as forwarding ports is in the favour of the higher path cost ports, the
lower path cost ports are chosen. The valid values are in the range of 1 to
200000000.

Auto

Priority

Vi ku"hkgnf"eqpvtgnu
(See above). The lower priority is the better.

vig"rqgtv"rtkaqgl

128

Admin Edge

This field sometimes is called State Flag. Operational flag describes
whether the port is connecting directly to edge devices (No Bridges
attached). Transition to the forwarding state is faster for edge ports
(operEdge is true) than for other ports. The value of this flag is based on
AdminEdge and AutoEdge fields. This flag is displayed as Elge in STP
detailed Bridge Status webpage, which is shown after user clicked
hyperlink in MSTI column under Monitor->Spanning Tree-> Bridge Status
submenu.

Non-Edge

Auto Edge

Controls whether the bridge should enable automatic edge detection on
the bridge port. This allows operEdgeto be derived from, whether BPDU's
are received on the port or not.

Checked

Restricted

Role

If enabled, this option field causes the port not to be selected as Root
Port for the CIST or any MSTI, even if it has the best spanning tree priority
vector. Such a port will be selected as an Alternate Port after the Root

Port has been selected. If set, it can cause lack of spanning tree

Unchecked
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Description

Factory
Default

connectivity. It can be set by a network administrator to prevent bridges
external to a core region of the network influence the spanning tree
active topology, possibly because those bridges are not under the full
control of the administrator. This feature is also known as Root Guard.

TCN

If enabled, this option restricts the port from propagating the received
topology change and its naotifications to other ports. As a result of a
rgtukuvgpvn{"kpeqttgev"ngctpkpi
cause temporary loss of the connectivity after changes in a spanning
tree's active topology.

This option is intended for a network administrator to prevent bridges
external to a core region of the network, causing address flushing in that
region, possibly because those bridges are not under the full control of
the administrator or the physical lin k state of the attached LANSs transits
frequently.

q

Unchecked

BPDU Guard

If enabled, this option causes the port to disable itself upon receiving
valid BPDU's. In the contrary to the similar bridge setting, the portEdge
status does not affect this setting.

A port entering error-disabled state due to this setting is subject to the
ugvvkpi"qgh"c"dtkfig"RqtvXu"gttaqgt"H

Unchecked

Point-to-point

This option controls whether the port connects to a point -to-point LAN,
rather than to a shared medium. This can be automatically determined, or
forced to be either true or false. Transition to the forwarding state is

faster for point -to-point LANs than for shared media.

Auto

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously

saved values.

2.8.5 MSTI Ports

The MSTI Ports webpage allows user to inspect and/or change the current STP MSTI port configurations , as

shown in Figure 2.85. For each virtual MSTI port, the MSTI instance configured on the port is instantiated
separately for each active CIST (physical) port. User must select the MSTI instance before displaying the

configuration options of the actual MSTI port. After selecting a desired MSTI and clicking on the Get button, the
webpage is updated as shown in Figure 2.86. The updated webpage contains MSTI port settings for physical and

aggregated ports. Table 2.65 summarizes the descriptions of MSTI Port Configuration.

Page 106 of 248

Managed Switch

atop A®0

Configuration i i
System MSTI Port Configuration
Ports
PoE

ERPS
DHCPv4 ST v

Security
Aggregation
Spanning Tree
Bridge Settings
MSTI Mapping
MSTI Priorities
CIST Poris
MSTI Ports
IPMC

Figure 2.85 Webpage to Configure MSTI of Spanning Tree




Industrial Managed Ethernet User Manual
Switch T EHG77XX u

MST1 MSTI Port Configuration

Port | Path Cost [ Priority
- [Auo v 128w

MSTI Normal Poris Configuration

Port | Path Cost | Priority
=] = ]
1 [Aulo  w| 128 w
2
2
4
5 [Auto ]| 128 v
6
7
g [Aulc  ~| 128w
o
10
1 [Aulc v 128w

Figure 2.86 Example of MST1in the MSTI Port Configuration

Table 2.65 Descriptions of MSTI Configuration of Spanning Tree
Label Description Factory
Default

MST1

Indicates the switch port number of the corresponding STP
CIST (and MSTI) port.

This field controls the path cost incurred by the port. There are
two options in this fields: Auto, and Specific.

If the Auto option is chosen, the appropriate path cost will be
set according to the physical link speed, as recommened by
IEEE 802.1D. But if theSpecific option is chosen, a field beside
Path Cost it will be active and user will be able to input some value in the | Auto
path cost. This input path cost will be used when the active
topology of the network is establised. Note that, as forwarding
ports is in the favour of the higher path cost ports, the lower
path cost ports are chosen. The valid values are in the range of
1 to 200000000.

This field controls the port priority of ports that have identical
rqgtvXxu"equv" * Ug ogfiodtyig tkegoetter’ Vj g "

Port

Priority 128

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

29 IPMC

IP MultiCast (IPMC) menu can be configured using the submenus, as shown in Figure 2.87. Inside this
Configuration->IPMC submenu, there is IGMP Snooping and MLD Snooping submenuThe IGMP Snooping is
used for IPv4, while the MLD Snooping is used for IPv6.
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Figure 2.87 Configuration->IPMC Menu

2.9.1 IGMP Snooping

IGMP is an acronym for Internet Group Management Protocol. It is a communications protocol used to manage
the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent multicast routers
to establish multicast group memberships. It is an integral part of the IP multicast specification, such as ICMP for
unicast connections. IGMP can be used for online video and gaming and allows more efficient use of resources
when supporting these uses.

2.9.1.1 Basic Configuration

IGMP SnoopingA Basic Configuration webpage provides IGMP Snooping related configuration, as shown in Figure
2.88. The page consists of IGMP Snooping Configuration and Port Related Configuration . Table 2.66 summarizes
the descriptions of IGMP SnoopingX u " DConfigueation.

Managed Switch
at J A0
Technologies p

Configuration

System IGMP Snooping Configuration
Port:
F’gES Global Configuration
ERPS Snooping Enabled
DHCRvd Unregistered IPMCv4 Flooding Enabled
Security IGMP SSM Range [232.0.0.0 |12 ]
Aggregation
Spanning Tree Leave Proxy Enabled
IPMC Proxy Enabled O
IGMF Snooping . .
Basic Configuration Port Related Configuration
VLAMN Configuration
MLD Snooping Port | Router Port | Fast Leave | Throttling |
Basic Configuration = — = — v
VLAM Configuration —! -
LLDP 1 C C
VAC Table 2L ()7 unimied |
VLANs 3 O C
veL 4T =
a = - —
Vioring - g
PTP 6 u L | unlimited |
GVRP 7 O C 1
DDMI 2
UDLD 8 C L 3
SD Backup 9 O O p
Modbus Setting 10 [ [ 5
Monitor
Diagnostics AL U C 2 _
Maintenance 5
9
10

Figure 2.88 Basic Configuration Webpage of IGMP Snoopingwithin an IPMC Profile
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Table 2.66 Descriptions of IGMP Snoopingwithin an IPMC Profile
Label Description Factory
Default

IGMP Snooping Configuration
Snooping Enabled Click to enable the Global IGMP Snooping. Checked
Click to enable unregistered IPMCv4 traffic flooding. The flooding
control takes effect only when IGMP Snooping is enabled. When IGMP
Snooping is disabled, unregistered IPMCv4 traffic flooding is always
active in spite of this setting.

SSM (Source-Specific Multicast) Range allows the SSM-aware hosts
and routers to run the SSM service model for the groups in the address
range. Assign a valid IPv4 multicast address as prefix with a prefix
length (from 4 to 32) for the range.

Click to enable IGMP Leave Proxy. This feature can be used to avoid
forwarding unnecessary leave messages to the router side.

Click to enable IGMP Proxy. This feature can be used to avoid
forwarding unnecessary join and leave messages to the router side.
Port Related Configuration

Click to specify which ports act as router ports. A router port is a port
on the Ethernet switch that leads towards the Layer 3 multicast device
or IGMP queiier. If an aggregation member port is selected as a router
port, the whole aggregation will act as a router port.

Click to enable the fast leave on the port.

System will remove group record and stop forwarding data upon
receiving the IGMPV2 leave message without sending last member
query messages.

It is recommended to enable this feature only when a single IGMPv2
host is connected to the specific port.

Options for this field ¢ t g " T Wp loykledakilt, anél tHe numberwhich
Throttling israngingfrom1to10. Ej cpi kpi " ht go "™ 1 Wp n klimik v| unlimited
the number of multicast groups to which a switch port can belong.

Unregistered
IPMCv4 Flooding
Enabled

Checked

IGMP SSM Range 232.0.0.0/8

Leave Proxy Enabled Unchecked

Proxy Enabled Unchecked

Router Port Unchecked

Fast Leave Unchecked

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.9.1.2 VLAN Configuration

IGMP Snooping VLAN Configuration is shown inFigure 2.89. Note that user needs to enter IP configuration page
(SystemA IPA Add IP interface) to setup IP interface first before creating an IGMP VLAN interface. The IGMP
Snooping VLAN table is also displayed on this webpage. Each page can show20 entries, by default,from the VLAN
table. The number of entries within one page is set through the "entries per page" input field. The first display entry
will be the one with the lowest VLAN ID found in the VLAN Table.

The "VLAN" input field allow the user to select the starting point in the VLAN Table. Clicking the Refresh button will
update the displayed table starting from that VLAN input or the next closest VLAN.

The right arrow >> button will show the next 20 entries. Use theleft arrow |<<button to show the entries in the
previous page. Table 2.54 summarizes the descriptions of the IGMP Snooping VLAN Configuration under the
Configuration ->IPMC -> IGMP Snooping-> VLAN Configuration submenus.
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Technologies I

Configuration
System
Ports
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC
IGMP Snooping
Basic Configuration
VLAM Configuration
MLD Snooping
Basic Configuration
VLAM Configuration
LLDP

Managed Switch

IGMP Snooping VLAN Configuration
Start from VLAN with entries per page.
VLAN | Shocping | Querler | Querier Address | Compatibility ‘ PRI‘ RV ‘ Ql (sec) ‘ Q';'e.(:']” ‘ LLge'c(;” ‘URI{sec)
1 O 0.0.0.0 I[GMP-Aute_~ [ 2] | 125] | 100 | 10] | 1]
Forced IGMPv1

Forced IGMPv2
Forced IGMPv3

SyncE
MAC Table
VLANs
VCL
QoS
Mirroring
PTP
GVRP
DoMI
upLD
SD Backup
Modbus Setting
Monitor
Figure2.89Ygdrci g"vg"Eqgphkiwtg" KI OR"Upgqgr kpi Xu”" XNCP"
Table 2.67 Descriptionsof KI OR" Upgqgr kpi Xu”" XNCP" Egqphki wtcvkqgp" hct
Label Description Factory
Default
VLAN ID The VLAN ID ofthe entry. 1
Snooping Check to enable the per-VLAN IGMP Snooping. Up to 8 VLANSs can be selected
. Unchecked
Enabled for IGMP Snooping.
Querier Check to enable joining IGMP Querier election in the VLAN.Uncheked to disable
. ) . Checked
Election acting as an IGMP NonQuerier.
Define the IPv4 address asa source address used in IP header for IGMP
Querier election. When the Querier address is not set, system uses IPv4
Querier management address of the IP interface associated with this VLAN. When the 0.0.0.0
Address IPv4 management address is not set, system uses the first available IPv4 T
management address. Otherwise, system uses a pre-defined value. By default,
this value will be 0.0.0.0.
Compatibility is maintained by hosts and routers taking appropriate actions
- depending on the versions of IGMP operating on hosts and routers within a
Compatibility network. The allowed selection is IGMP-Auto, Forced IGMPv1, Forced IGMPv2, IGMP-Auto
Forced IGMPV3. The default compatibility value is IGMP -Auto.
This setting is for the priority of Interface. It indicates the IGMP control frame
PRI priority level generated by the system. These values can be used to prioritize 0
different classes of traffic. The allowed range is O (best effort) to 7 (highest) .
The default priority value of an interface is 0.
This setting is called the Robustness Variable (RV), which allows tuning the
RV expected packet loss on a network. The allowed value is ranging between 1 to 2
255, where thedefault value is 2.
This setting is for Query Interval (Ql). The Query Interval is the interval between
QI (sec) General Queries sent by the Querier. The allowed/alue is ranging between 1 to | 125
31744 seconds, where the default query interval is 125 seconds.
This setting is for Query Response Interval(QRYI), which is the Maximum
Response Delay used to calculate the Maximum Response Code inserted into
QRI (0.1 sec) | the periodic General Queries. The allowedvalue is ranging between 0 to 31744 | 100
in tenths of seconds, where the default value is 100 in tenths of seconds (10
seconds).
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Label Description Factory
Default
This setting is for the Last Member Query Interval (LLQI), which is the time
value represented by the Last Member Query Interval, multiplied by the Last
LLQI (0.1 sec) | Member Query Count. The allowedvalue is ranging between 0 to 31744 in 10
tenths of seconds, where the default value is 10 in tenths of seconds (1
second).

This setting is for Unsolicited Report Interval (URI), which is the time between
repetitions of a host's initial report of membership in a group. The allowed value | 1
is ranging between 0 to 31744 seconds, where the default value is 1 second.

URI (sec)

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.9.2 MLD Snooping

MLD is an acronym for Multicast Listener Discovery for IPv6. MLD is used by IPv6 routers to discover multicast
listeners on a directly attached link, in the same way that IGMP is used in IPv4. The protocol is embedded in
ICMPV6, instead of using a separate protocol. There are two submenus under the Configuration->IPMC->MLD
Snooping submenus: Basic Configuration , and VLAN Configuration.

2.9.2.1 Basic Configuration

MLD SnoopingA Basic Configuration webpage provides MLD Snooping related configuration as shown in Figure
2.90. The page consists of Global Configuration and Port Related Configuration. Table 2.68 summarizes the
descriptions of MLD Snooping Configuration.

atop

Technologies

M d Switch
anaged Switc A0

Configuration

Figure 2.90 Basic Configuration Webpage of MLD Snooping within an IPMC Profile

System MLD Snooping Configuration
Port
F’gES Global Configuration
ERPS Snooping Enabled
DHCE\M Unregistered IPMCv6 Flooding Enabled
igg‘;‘:gé‘mm MLD SSM Range = lijs ]
Spanning Tree Leave Proxy Enabled []
IPMC Proxy Enabled M
IGMP Snooping ] ]
Basic Configuration Port Related Configuration
VLAN Configuration
Ml-g S_nogpiﬂg ) Port | Router Port | Fast Leave | Throttling
asic ” — =
VLAN Configuration - 4 |—|<= bl
LLDP 1 C 0
VA Table 200 C
VLANs 3 C C
veL Ao .
Mirorin s O g
PR . 0
GVRP 7O 0
UoLD . 0
SD Backup o 0
" M(_:tdbus Setting 10 [ ]
onitor —
Diagnostics 1 [ [ unlimited v
Maint
aintenance

Table 2.68 Descriptions of MLD Snooping Configuration within an IPMC Profile

Label Description Factory
Default

MLD Snooping Configuration

Snooping Enabled | Click to enable the Global MLD Snooping. | Checked
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Label Description Factory
Default
MLD Snooping Configuration
Unreaistered Click to enable unregistered IPMCv6 traffic flooding.
IPMCgv6 Floodin The flooding control takes effect only when MLD Snooping is enabled. Checked
9 When MLD Snooping is disabled, unregistered IPMCv6 traffic flooding is
Enabled S . : )
always active in spite of this setting.
SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and
routers run the SSM service model for the groups in the address range. .
MLD SSM Range Assign a valid IPv6 multicast address as prefix with a prefix length (from 8 ff3e.:/96
to 128) for the range.
Leave Proxy Click enable MLD Leave Proxy. This feature can be used to avoid
. . Unchecked
Enabled forwarding unnecessary leave messages to the router side.
Proxy Enabled Click to enable MLD Proxy. This feature can be used to avoid forwarding Unchecked

unnecessary join and leave messages to the router side.

Port Related Configuration

Click to specify which ports act as router ports. A router port is a port on
the Ethernet switch that leads towards the Layer 3 multicast device
Router Port or MLD querier. Unchecked
If an aggregation member port is selected as a router port, the whole
aggregation will act as a router port.

Click to enable the fast leave on the port.

System will remove group record and stop forwarding data upon receiving
Fast Leave the MLDv1 leave message without sending last member query messages. | Unchecked
It is recommended to enable this feature only when a single MLDv1 host is
connected to the specific port.
Qrvkgpu"hqgt"vjku"hkgnf"ctg" gyuWpnkok
Throttling rangingdgvyggp"3"vqgq"320"Ejcpi kpi " ht qo] unlimted
the number of multicast groups to which a switch port can belong.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.9.2.2 VLAN Configuration

MLD Snooping VLAN Configuration is shown in Figure 2.91. Note that user needs to enter IP configuration page

(SystemA IPA Add IP interface) to setup IP interface first before creating an MLD VLAN interface. The MLD

Snooping VLAN table is also displayed on this webpage. Each page can show 20 entries, by default, from the VLAN
table. The number of entries within one page is set through the "entries per page" input field. The first display entry

will be the one with the lowest VLAN ID found in the VLAN Table.

The "VLAN" input field allow the user to select the starting point in the VLAN Table. Clicking the Refresh button will
update the displayed table starting from that VLAN input or the next closest VLAN.

The right arrow >> button will show the next 20 entries. Use theleft arrow |<< button to show the entries in the
previous page. Table 2.69 summarizes the descriptions of the IGMP Snooping VLAN Configuration under the
Configuration -> IPMC-> MLD Snooping-> VLAN Configuration submenus.
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Managed Switch

atop Ao

Configuration
Sys%em ~ MLD Snooping VLAN Configuration
Poris

PoE Start from VLAN with entries per page.

ERPS
DHCPv4 VLAN | Snooping | Querier - QRI(0.1 | LLQI [01
Security D Enabled | Election Compatibility ‘ PRI ‘ RV ‘ Ql (sec) ‘ — ‘ ‘ URI (sec)

Aggregation N v v
Spanning Tree 1 O [MLD-Auto | | 2| | 125) | 100 | 1]
IPMC
IGMP Snooping
Basic Configuration
VLAN Configuration
MLD Snooping
Basic Configuration
VLAN Configuration
LLDP
SyncE
MAC Table
VLANs
VCL
QoS

Mirroring

PTP

GVRP

DDMI

UDLD

SD Backup
Modbus Setting

Monitor
Figure291Ygdrci g"vqg"Egphki wtg" ONF" Upqgqqgr kpi Xu" XNCP" |

Table 2.69 Descriptionsof ONF" Upgqgr kpi Xu" XNCP" Eqphki wtcvkqgp"hgqg

Label Description Factory
Default
VLAN ID Indicates the VLAN ID of the entry.
MLD Snooping | Check to enable the perVLAN MLD Snooping. Up to 8 VLANSs can be selected
) Unchecked
Enabled for MLD Snooping.
Querier Check to enable joining MLD Querier election in the VLAN. Uncheked to disable
. ) : Checked
Election acting as an MLD Non-Querier.
Compatibility is maintained by hosts and routers taking appropriate actions
- depending on the versions of MLD operating on hosts and routers within a
Compatibility network. The allowed selection is MLD-Auto, Forced MLDv1, and Forced MLD-Auto
MLDv2. The default compatibility value is IGMP-Auto.
This setting is for the priority of Interface. It indicates the MLD control frame
PRI priority level generated by the system. These values can be used to prioritize 0

different classes of traffic. The allowed range is 0 (best effort) to 7 (highest).
The default priority value of an interface is 0.

This setting is called the Robustness Variable (RV), which allows tuning the
RV expected packet loss on a network. The allowed value is ranging between 1to | 2
255, where the default value is 2.

This setting is for Query Interval (QI). The Query Interval is the interval between
QI (sec) General Queries sent by the Querier. The allowed value is ranging between 1 to| 125
31744 seconds, where the default query interval is 125 seconds.

This setting is for Query Response Interval QRYI), which is the Maximum
Response Delay used tocalculate the Maximum Response Code inserted into
QRI (0.1 sec) the periodic General Queries. The allowed value is ranging between 0 to 31744 | 100
in tenths of seconds, where the default value is 100 in tenths of seconds (10
seconds).

This setting is for the Last Listener Query Interval LLQI), which is the
Maximum Response Delay used to calculate the Maximum Response Code
inserted into Multicast Address Specific Queries sent in the response to
Version 1 Multicast Listener Done messages. It is also the Maximum
Response Delay used to calculatethe Maximum Response Code inserted into
Multicast Address and Source Specific Query messages. The allowed value is
ranging between 0 to 31744 in tenths of seconds, where the default value is 10
in tenths of seconds (1 second).

LLQI (0.1 sec) 10
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Label Description Factory
Default

This setting indicates the unsolicited Report Interval, which is the time

URI (sec) dgvyggp"tgrgvkvkgpu"gh"c"pgfgXu" kpky
The allowed value is ranging between 0 to 31744 seconds, where the default

value is 1 second.

Click Refresh button to refresh the displayed table starting from the "VLAN" input fields. Click |<<button to update
the table starting from the first entry in the VLAN Table, i.e., the entry with the lowest VLAN ID. Click>> button to
update the table, starting with the entry after the last previously displayed entry. Click Save button to save changes.
Click Reset button to undo any changes made locally and revert to previously saved values.

2.10 LLDP

Link Layer Discovery Protocol (LLDP) is an IEEE802.1ab standard OSI laye2 protocol. LLDP allows Ethernet
network devices to advertise details about themselves, such as device configuration, capabilities and identification.

The advertise packets are periodically sent to directly connected devices on the network that are also using LLDP

or so called its neighboursO " NNFR" ku"c" wgpg"jgr Y"wpkf ktgevkgpcn"rtgvge

LLDP information can only be sent to and received by devices, no solicit information or state changes between
nodes. The device has a choice to turn on and off sending and receiving function independently. Advertised
information is not forward on to other devi ces on the network. LLDP is designed to be managed with SNMP.
Applications that use this protocol include topology discovery, inventory management, emergency services, VLAN
assignment, and inline power supply.

2.10.1 LLDP

The LLDP webpage allows user to inspect and configure the current settings of LLDP interface, as shown in
Figure 2.92. The webpage consists of LLDP Parameters and LLDP Interface Configuration . Table 2.70
summarizes the descriptions of the LLDP Configuration.

Managed Switch
A
atop
Technologies

Configuration

System LLDP Configuration
Ports
PoE LLDP Parameters
ERPS
DHCPvd Tx Interval | 30 seconds
iecurity ] TxHold |4 times
ggregation
Spanning Tree Tx Delay |2 seconds
IPMC Tx Reinit |2 seconds
LLDP
LLDP LLDP Interface Configuration
SyncE
MAC Table [ Optional TLVs
E‘é’?NS Interface [ Mode [ CDP aware [ Trap | Port Descr | Sys Name | Sys Descr | Sys Capa [ Mgmt Addr
QoS * [ w [] [] v v
Mirroring 2 5GigabitEthemet 1/1  [Enabled w O O
EL%P 2.5GigabiEthemnet 1/2 = 0
oDMI GigabitEthernet 1/1 D D
uDLD GigabitEthernet 1/2 . (]
%DO d%i?gzﬂinq GigabitEthemet /3 [Enabled w O O
Monitor ’ GigabitEthernet 1/4 Enabled v [ [
Diagnostics GigabitEthemet 1/5 Enabled v O O
Maintenance GigabitEthemnet 1/6 0 C
GigabitEthernet 1/7 O D
GigabitEthernet 1/3 . ]
GigabitEthernet 1/9 Enabled v O

Figure 2.92 Webpage to Configure LLDP
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Table 2.70 Descriptions of LLDP Configuration

Label |

Description

| Factory Default

LLDP Parameters

Tx Interval

The switch periodically transmits LLDP frames to its neighbours for having
the network discovery information up -to-date. Tx Interval is the interval
between each LLDP frames. Valid values are restricted to 5 - 32768
seconds.

30

Tx Hold

Each LLDP frame contains information about time that the information in
the LLDP frame shall be considered useable. The LLDP usable period is set
to Tx Hold multiplied by Tx Interval seconds. Value between 2 to 10 times is
considered valid.

Tx Delay

If some configuration is changed ( e.g.,the IP address), a new transmitted
LLDPframe is needed. However, the time between the LLDP frames will
always be at least the value of Tx Delay seconds. Tx Delay cannot be larger
than 1/4 of the Tx Interval value. Valid values are restricted to 1 - 8192
seconds.

Tx Reinit

When an interface or LLDPis disabled, or the switch is rebooted, the
followings must be done. A LLDP shutdown frame must be transmitted to
the neighbouring units, so they knows that the LLDP information isn't valid
anymore. Tx Reinit controls the number of seconds between the shutdown
frame and a new LLDP initialization. Valid values are restricted to 1 - 10
seconds.

LLDP Interface

Configuration

Interface

Indicates the switch interface name of the logical LLDP interface.

GigabitEthernet
or FastEthernet

Mode

The following options are available.

Rx only The switch will not send out LLDP information, but LLDP information
from neighbour units is analysed.

Tx only The switch will drop LLDP information received from neighbours,
and will send out LLDP information.

Disabled The switch will not send out LLDP information, and will

drop LLDP information received from neighbours.

Enabled The switch will send out LLDP information, and will also

analyse LLDP information received from neighbours.

Enabled

CDP Aware

Indicate whether CDPis aware or not. Unchecked means unaware.

The CDPoperation is restricted to decoding incoming CDPframes (The
switch doesn't transmit CDPframes). CDPframes are only decoded

if LLDP on the interface is enabled.

Only CDPTLVs that can be mapped to a corresponding field in

the LLDPp g k i j dtable areidécoded. All other TLVs are discarded
(Unrecognized CDP TLVs and discarded CDP frames are not shown in the
LLDP statistics.). CDPTLVs are mapped onto LLDPp g k i | dtableréasu X
shown below.

A CDPTLV "Device ID" is mapped to theLLDP "Chassis ID" field.

A CDPTLV "Address" is mapped to the LLDP "Management Address"
field. The CDPaddress TLV can contain multiple addresses, but only
the first address is shown in the LLDP neighbours table.

A CDPTLV "Port ID" is mapped to the LLDP "Port ID" field.

A CDPTLV "Version and Platform" is mapped to the LLDP "System
Description" field.

Both the CDPand LLDP support "system capabilities”, but
the CDP capabilities cover capabilities that are not part of the LLDP. These
capabilities are shown as "others" inthe LLDPp g k i j dtaplt u X

Unchecked
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Label Description Factory Default

If all interfaces have CDPawareness disabled the switch

forwards CDPframes received from neighbour devices. If at least one

interface has CDPawareness enabled all CDPframes are terminated by the

switch.

Note: When CDPawareness on an interface is disabled the CDPinformation

isn't removed immediately, but gets removed when the hold time is

exceeded.
Optional TLV | When checked, the "port description” is included in LLDP transmitted

. . Unchecked
- Port Descr information.
Optional TLV | When checked, the "system name" is included in LLDPtransmitted

. . Checked
- Sys Name information.
Optional TLV | When checked, the "system description” is included in LLDP transmitted

. . Checked
- Sys Descr information.
Optional TLV | When checked, the "system capability" is included in LLDP transmitted

. . Checked
- Sys Capa information.
Optional TLV | When checked the "management address" is included in LLDPtransmitted

. . Checked
- Mgmt Addr | information.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously

saved values.

2.11 MAC Table

Unicast and Multicast MAC addresses in the memory of the managed switch , which is the MAC Address Table,can
be configured in this webpage, as shown in Figure 2.93. User can set timeouts for entries (called aging time) in the
dynamic MAC Table and configure the static MAC table. The MAC Address Table Configuration webpage consists
of four parts: Aging Configuration, MAC Table Learning, VLAN Learning Configuration, and Static MAC Table

Configuration .

Configuration

System Disable Automatic Aging ||
EarEts Aging Time |3[JO—| seconds
o
ERPS ;
DHCEU:! MAC Table Learning
Security [ Port Members
Aggregation [1]2]3]4[5][6]7]8]9][10]1
;SFPﬁEnlng Tree Autd & & 6 @ 6 & & @ 6 & @
LLDP Disable sNeNels 3 O
SyncE Secure () () () (
MAC Tabl
VLANsa € VLAN Learning Configuration
VCL
QoS | Leaming-disabled VLANSs | | ']
Mirroring . ] .
FTP Static MAC Table Configuration
GVRP
DDMI Port Members
uDLD Delete [ VLANID | MAC Address 1]2[3J4[s]s[7]8]9 [10]n
3D Backup [ Delete |[1 | [00-00-00-00-00-00 00000000 0ac
Modbus Setting
e
System Add New Static Entry
Ports
e .

Managed Switch

Technologies

at p A6

Figure 2.93 Webpage to Configure MAC Table
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Table 2.71 Description of MAC Address Table Configuration

Label | Description | Factory Default
Aging Configuration
Disable Automatic Aging tl?:;atl)tgi the automatic aging of dynamic entries by checking Unchecked
Configure aging time by entering a value in this field in unit of 300

seconds. The allowed range is 10 to 1000000 seconds.
By default, dynamic entries are removed from the MAC Table
after 300 seconds. This removal is also called aging.

MAC Table Learning
Note: If the learning mode for a given port is greyed out, another module is in control of the mode, so that it
cannot be changed by the user. An example of such a module is the MAGbased Authentication under 802.1X.
Each port can do learning based upon the following settings:
Learning is done automatically as soon as a frame with

Aging time

Auto unknown SMAC is received. i
Disable There is no learning done. -

Only static MAC entries are learned, all other frames are

dropped.

Note: Before changing to secure learning mode, user should
Secure ensure that the weblink for managing the switch is added to -

the Static Mac Table. Ctherwise, if the management link is lost,
it can only be restored through another non-secure port or via
the serial interface.
VLAN Learning Configuration

This field shows the list of Learning-disabled VLANs. When a
new MAC address arrives into a learning-disabled VLAN, the
MAC address won't be learnt. This field is empty by the default.
User can create a learningdisabled VLANSs by using a list
syntax, where the individual elements are separated by
commas. A range of VLANSs are specified with a dash,
separating the lower and upper bound of VLANS.
The following example input (i.e., 1,10-13,200,300) will create
VLANs 1, 10, 11, 12, 13, 200, and 300Note that spaces are
allowed between the delimiters.

Static MAC Table Configuration
Note: The static entries in the MAC table are shown in this table. The static MAC table can contain 64 entries at
most. The MAC table is first sorted by VLAN ID and then by MAC address.
Click here to delete the entry. It will be deleted during the next

Learning-disabled VLANs Null

Delete -
save.

VLAN ID Indicate the VLAN ID of the entry. -

MAC Address Indicate the MAC address of the entry. -

Port Members Check to indicate which ports are members of the entry. -

Click Add New Static Entry button to add a new entry to the
Adding a New Static Entry | static MAC table. Specify the VLAN ID, MAC address, and port | -
members for the new entry before clicking "Save" button.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.12 VLANs

VLAN or Virtual LAN is a method to restrict communication between switch ports. At layer 2, the network is
partitioned into multiple, distinct, mutually isolated broadcast domains. A Virtual Local Area Network (VLAN) is a
group of devices that can be located anywhere on a network, but all devices in the group are logically connected
together. In other words, VLAN alows end stations to be grouped together even if they are not located on the same
network switch. With a traditional network, users usually spend a lot of time on devices relocations, but a VLAN

Page 117 of 248



Industrial Managed Ethernet

Switch T EHG77XX User Manual

reconfiguration can be performed entirely through software. Also, VLAN provides extra security because devices
within a VLAN group can only communicate with other devices in the same group. For the same reason, VLAN can
help to control network traffic. Tra ditional network broadcasts data to all devices, no matter whether they need it
or not. By allowing a member to receive data only from other members in the same VLAN group, VLAN avoids
broadcasting and increases traffic efficiency (see Figure 2.94).

WMLAMN 1 WLAMN 2 WMLAMN 3

PRRRS

YLAN switch =

) Nlnll

E l 1 II
Vo : . Floor 3

E)

YLaM switch -

! MZ21 |

4 l . !
| ! Floor 2

B )

g—-a

v M1

4 l J -
YLAN switch A Floor 1

Router
Figure 2.94 Example of VLAN Configuration

2.12.1 Configuration

VLANA Configuration webpage allows the user to control VLAN configuration on the switch. The page is divided
into a global section and a per-port configuration section , as shown in Figure 2.95. Table 2.72 and Table 2.73
provide descriptions of the options on Global VLAN Configuration and Port VLAN Configuration, respectively.
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Managed Switch

at A0
Technologies p
Configuration - ) .
System Global VLAN Configuration
EEES Allowed Access VLANs 1
[E)E&Sjvd Ethertype for Custom S-ports | (3343
igg:;ig;ﬁm Port VLAN Configuration
N T O I A I - I v v
lébEfE * [z= ~ 1] [== v| [== == v |1 |
MAC Table 1 [Accessw| 1 1
VLANs 2 [Accessw 1] C-Por v Tagge I v ag A v
Configuration 3 ACCESS w 1 1
VCL 4 [Accessw 1] [C-Por v Tagge L v ag A v
S‘Iiorrsoring 5 |Accessw 1 1
PTP 6 |Accessw 1| C-Por v Tagge: [ e ag A v
GVRP 7 [Accessv| 1 1
Bgm‘) & |Accessw 1]  C-Por v Tagge: L v ag A i L
5D Backup 9 |Accessw 1 1
M::]?fgus Setting 110 |iccessv| : C-Por v Tagge L v | Untag A v 1
System CCES55 v
P
Qo8 Staistes.
QCL Status
Detailed Statistics
MName Map
PoE
Figure 2.95 Webpage for VLANs Configuration
Table 2.72 Description of Global VLAN Configuration
Label Description Factory
Default
This field shows the allo1,10-13,200,300wed Access VLANS, i.e. it only
affects ports configured as Access ports. Ports in other modes are members
of the VLANSs specified in the Allowed VLANS field.
Allowed Access By default, only VLAN 1 is enabled.User may create a list of VLANSs by using 1
VLANSs a list syntax where the individual elements are separated by commas. Range
of VLANSs are specified with a dash, separating the lower and the upper
bound of VLANSs.
The following example of setting: 1,10-13,200,300, will create VLANs 1, 10,
11,12, 13, 200, and 300 Note that space is allowed between the delimiters.
Ethertype for This field specifies the ethertype/TPID (in hexadecimal) for Custom S-ports. 88A8
Custom S-ports The setting is forced for all ports of which type is set to S-Custom-Port.
Table 2.73 Description of Port VLAN Configuration
Label Description Factory
Default
Port Indicate the logical port number of this row. -
The port mode determines the fundamental behaviour of the port. A port can be in
one of three modes: Access, Trunk, and Hybrid as described below.
When a particular mode is selected, some of the remaining fields in that row will be
either greyed out or editable depending on what mode is selected. Greyedout
fields show the value that the port will get when th e mode is applied.
Mode P g PP Access
Access:
Access ports are normally used to connect to end stations. Dynamic features like
Voice VLAN may add the port to more VLANSs behind the scenes. Access ports
have the following characteristics:
1 Member of exactly one VLAN. By default, it is VLAN 1.
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Label

Description

Factory
Default

1 Accepts untagged and C-tagged frames
1 Discards all frames that are not classified to the Access VLAN
1 On egress, all frames are transmitted untagged .

Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally
used to connect to other switches. Trunk ports have the following characteristics:
1 The number of VLANS for a trunk port is limited by the setting of the
Allowed VLANS.

1 By default, a trunk port is member of all VLANs (1-4095).

1 Frames of a non-member VLAN for a trunk port will be discarded.

1 By default, frames classified to the Port/Native VLAN do not get C -tagged
on an egress, while all others get tagged on egress.

1 Egress tagging can be changed to tag all frames, in which case only
tagged frames are accepted on an ingress.

Hybrid:
Hybrid ports resembles trunk ports in many ways, but adding some additional port
configuration features. In addition to the characteristics described for trunk ports,
hybrid ports have these abilities:

1 Canconfigure port type more varieties: VLAN tag unaware, C-tag aware, S
tag aware, or Scustom-tag aware.
Ingress filtering can be controlled .
User can configure an ingress frame filtering independently from egress
tagging.

f
f

Port VLAN

Determines the Port's VLAN ID (PVID).Allowed VLANS are in the range of 1
through 4095, where the default value is 1.

Onan ingress, if configuring port as a VLAN unaware or VLAN aware with frame
priority tagged (VLAN ID = 0), or untagged frames, frames will be classified to the
Port VLAN.

Onan egress, if configuring Egress Tagging to untagged Port VLAN, frames that
are classified to the Port VLAN will not be tagged.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native
VLAN for ports in Trunk or Hybrid mode.

Port Type

In hybrid mode, user can change port type depending on whether VLAN tag is used
to classify the frame on an ingress or not. If so, which TPIDthat it reacts on.
Similarly, onan egress, if a tag is required, the Port Type determines the TPID of
the tag.

Unaware:
Onan ingress, all frames, whether carrying a VLAN tag or not,are classified to the
Port VLAN, and possible tags are not removed onan egress.

C-Port:

Onan ingress, frames with a VLAN tag with TPID = 0x8100are classified to the
VLAN ID embedded in the tag.

If a frame is untagged or priority tagged, the frame is classified to the Port VLAN.
If frames must be tagged on an egress, they will be tagged with a Gtag.

S-Port:

Onan egress, if frames must be tagged, they will be tagged with an Stag.
Onan ingress, frames with a VLAN tag with TPID = 0x88A8are classified to the
VLAN ID embedded in the tag.

Priority-tagged frames are classified to the Port VLAN.

C-Port
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Label Description Factory
Default
If the port is configured to accept Tagged Only frames (see Ingress
Acceptance field below), frames without this TPID are dropped.
Note:
If the S-port is configured to accept Tagged and Untagged frames (see Ingress
Acceptance field below), frames with a C-tag are treated like frames with an S-tag.
If the S-port is configured to accept Untagged Only frames, Stagged frames
except the priority ones will be discarded. C-tagged frames are initially considered
untagged, andtherefore will not be discarded. Later on, in the ingress classification
process, they will be classified as tagged instead of the port VLAN ID.
S-Custom-Port:
Onan egress, if frames must be tagged, they will be tagged with the custom S-tag.
Onaningress,v j g " 1 Ew'u v gftamas With tag (VLAN) and Ethertype (TPID)
values ) will be classified to the VLAN ID embedded in the tag. Priority-tagged
frames are classified to the Port VLAN. If the port is configured to accept Tagged
Only frames (see Ingress Acceptance field below), frames without this TPID are
dropped.
Note:
If the custom S-port is configured to accept Tagged and Untagged frames
(see Ingress Acceptance field below), C-tag frames will be treated like custom S-
tag frames.
If the Custom S-port is configured to accept Untagged Only frames, custom S-
tagged frames will be discarded (except for priority custom S -tagged frames). C-
tagged frames are initially considered untagged and will therefore not be
discarded. Later on, in the ingress classification process, they will be classified to
the VLAN embedded in the tag instead of the port VLAN ID.
Ingress filtering can be enabled/disabled in hybrid ports, while always enabled in
Access and Trunk ports.
Ingress If an ingress filtering is enabled, frames classified to a non-member VLAN will be Unchecked
Filtering discarded. If ingress filtering is disabled, frames classified to a non-member VLAN
will be accepted and forwarded to the switch engine.
However, the port will never transmit frames classified to non-menber VLANS.
Hybrid ports allow changes in accepted frame type on an ingress.
Tagged and Untagged
Both tagged and untagged frames are accepted. See Port Type for a description of
atagged frame. Tagged
Ingress and
Acceptance | Tagged Only Untagged
Only frames tagged with the corresponding Port Type are accepted on an ingress.
Untagged Only
Only untagged frames are accepted onan ingress. See Port Type for a description
of an untagged frame.
In Trunk and Hybrid mode, ports may control the tagging of frames on an egress.
Egress Untag Port VIT'.A‘N .
Tagging Frames classified to the Port VLAN are transmitted untagged. Other frames are Untag All

transmitted with the relevant tag.

Tag All

Page 121 of 248



http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#tpid
http://10.0.50.1/help/help_vlan.htm#tpid
http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#IngrAccept
http://10.0.50.1/help/help_vlan.htm#PortType
http://10.0.50.1/help/help_vlan.htm#PortType
http://10.0.50.1/help/help_vlan.htm#PortType

Industrial Managed Ethernet

Switch T EHG77XX User Manual
Label Description Factory
Default
All frames, whether classified to the Port VLAN or not, are transmitted with a tag.
Untag All
All frames, whether classified to the Port VLAN or not, are transmitted without a
tag. This option is only available for ports in Hybrid mode.
In Trunk and Hybrid mode, ports may control which VLANSs they are allowed to
become members of. Access ports can only be members of one VLAN, called the
Access VLAN.
Allowed The field's syntax is identical to the syntax used in the Enabled VLANsfield. By 1
VLANSs default, a Trunk or Hybrid port will become member of all VLANSs, and is therefore
setto 1-4095.
The field may be left empty, which means that the port will not become member s
of any VLANS.
A port may be configured to never become member of one or more VLANS. This is
particularly useful when dynamic VLAN protocols like GVRP must be prevented
Forbidden from d_yne_xmically adding ports to VLANs_. _ _ _
VLANS The trick is to mark such VLANs as forbidden on the port in question. The syntax is | Null

identical to the syntax used in the Enabled VLANSsfield.
By default, the field is left blank, which means that the port may become a member
of all possible VLANS.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.12.2 SVL

Shared VLAN Learning Configuration (SVL) can be set on the managed switch through this webpage, as shown in
Figure 2.96. In SVL, one or more VLANscan be mapped to a Filter ID (FID). In case of an Independent VLAN Learning
(IVL) bridge switch, there is only one-to-one mapping from VLAN to FID by default. However, with SVL, multiple

VLANs may share the same MAC address table entries. ClickAdd FID button to add a new row to the SVL table.

The FID will be prefilled with the first unused FID. Table 2.74 summarizes the descriptions of Shared VLAN Learning

(SVL) Configuration.

Managed Switch

at p A >0

Technologies

Configuration

System < shared VLAN Learning Configuration
Port
PoE. Delete | _FID | VIANs
ERPS [ Delete | [1 | 1 ]
DHCPv4
Security Add FID
Aggregation
g ing T
Spanning Tree
LLDP
SyncE
MAC Table
VLANs
Configuration
SVL
VCL

Figure 2.96 Webpage to the Shared VLAN Learning (SVL) Configuration

Table 2.74 Description of Shared VLAN Learning (SVL) Configuration

Label | Description Factory

Default

Delete |[Enkem" vj ku" ©wF g n g yprgusly allucatedpg-IDv q" f gngvg" c -
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Label | Description Factory
Default

When SVL isin effect, the Filter ID (FID)will be learned in the MAC table. FID is the ID of
FID tthat VLANSs get. No rows in the table that will have the same FID and the FID must be a 1
number between 1 to 63.

This field shows the list of VLANs that are mapped into FID.

The syntax is as follows: Individual VLANSs are separated by commas. Rangeof VLANs
are specified with a dash, which is separating the lower and the upper bound. The
following example: 1, 10-13, 200, 300 will map to VLAN 1, 10, 11, 12, 13, 200, and 300.
Spaceis allowed in between the delimiters. The valid VLANSs is ranging between

VLANs | 1104095, )

OneVLAN can only be a member of one FID. Awarning message will be displayed if one
VLAN is grouped into two or more FIDs.

All VLANs must map to a particular FID, and by default VLAN x maps to FID x. This
implies that, if FID x is defined then VLAN x is implicitly a member of FID x unless it is
specified for another FID. If FID x doesn't exist, awarning message will be displayed,
asking whether to continue adding VLAN x implicitly to FID x.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.13 VCL

2.13.1 MAC-based VLAN

The MAC address to VLAN ID mappings can be configured as shownin Figure 2.97. In this webpage, user allows
to add/delete entries based on the MAC-based VLAN Classification and assign the entries to different ports.
Figure 2.85 summarizes the descriptions of MAC -based VLAN Membership Configuration.

Managed Switch

at p N2’

Technologies

Configuration
syggem ~ MAC-based VLAN Membership Configuration Auto-refresh [
Port
PoE Port Members
ERPS Delete | MACAddress | VLANID [1[2[3[4[5[s[7[8]9]10[n
DHCPv4 | Delete | | 00-00-00-00-00-00] | 1100000000000
Security
Agregaton
Spanning Tree Add Mew Entry
IPMC
i
SyncE
MAC Table
V0LANs
VCL

MAC-based VLAN
Protocol-based VLAN
IP Subnet-based VLAN

QoS
Mirroring
Figure 2.97 Webpage to Configure MAGbased VLAN of VCL
Table 2.75 Descriptions of MAC-based VLAN Configuration of VCL
Label Description Factory Default
Delete To delete a MAC to VLAN ID mapping entry, check this box and press
save. The entry will be deletedon the next launch. i
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Label Description Factory Default
MAC Address Indicates the MAC address of the mapping. 00-00-00-00-00-00
VLAN ID Indicates the VLAN ID the above MACthat will be mapped to. 1

A row of checkboxes for each port is displayed for each MAC to VLAN
ID mapping entry. To include a port in the mapping, check the box. To
Port Numbers remove or exclude the port from the mapping, make sure the box is -
unchecked. By default, no ports are members of the mapping entry,
and so all boxes are unchecked.

Click Add New Entry button to add a new MAC to VLAN ID mapping entry. An empty row is added to the table, and
the mapping can be configured as needed. Any unicast MAC address can be used to configure the mapping. No
broadcast or multicast MAC addresses are allowed. Valid values for a VLAN ID are 1 through 4095. Themapping

of MAC to VLAN ID entry is enabled when you click on Save" button. A mapping entry without any port members

will not be added when you click "Save" button. The Delete button can be used to undo the addition of new

mappings. The maximum possible MAC to VLAN ID mapping entries is limit to 256.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.

2.13.2 Protocol-based VLAN
2.13.2.1 Protocol to Group

As shown in Figure 2.98, user is allowed to add a new Protocol to Group Name mapping entries. Note that each
protocol can be part of only one Group. The web configuration also allows you to view/delete current mapped
entries for the switch. Table 2.76 provides the descriptions of the Protocol to Group Mapping Table.

Managed Switch

at p A0

Technologies

Configuration

System “  Protocol to Group Mapping Tableauto-refresh O
Port

ngs Delete | Frame Type | Value |  Group Name
ERPS | Delete | [Ethermnet~|  Etype: 060800 | | |
DHCPv4

Seourty

Aggregation

S ing Ti

Spaming T

LLDP

SyncE

MAC Table

VLANs

VCL

MAC-based VLAN

Profocol-based VLAN
Protocol to Group
Group to VLAN

IP Subnet-based VLAN

Figure 2.98 Webpage to Configure Protocol to Group Mapping Table

Table 2.76 Descriptions of Protocol to Group Mapping Table Configuration

Label Description Factory Default
Delete | To delete a Protocol to Group Name map entry, check this box. The entry will be | -
deleted from the switch during the next Save.
Frame | The following values will be one of the Frame TypeX u " hlkEherfet, 2) LLC, Ethernet
Type and 3) SNAP. Note that the validity of an input in the Value field (in the next
textbox), will depend on what the Frame Type field is chosen.

Value Valid value that can be entered in this text field depends on the option selected | 0x0800
from the preceding Frame Type selection menu. Below are the criteria for the
three different Frame Types:
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Label

Description

Factory Default

1. Ethernet: Value in the text field when Ethernet is selected as a Frame Type is
called etype. Valid values for etype are ranging between 0x0600 and OXxffff .

2. LLC: Valid value in this case is comprised of two different sub -values: a) DSAP:
1-byte long string (0x00-0xff), and b) SSAP: byte long string (0x00-0xff) .

3. SNAP: Valid value in this case is also comprised of two different sub -values
as follows:

a) OUL OUI (Organizationally Unique Identifier) is a parameter in the format of
XX-XXxX where each pair (xx) in the string is a hexadecimal value ranging
between 0x00 and Oxff.

b) PID: PID (Protocol ID).Follow these rules for the setting of to the protocol
running on top of SNAP. If OUI isa hexadecimal (000000), the protocol ID
will be set to EtherType value in the Ethernet type field. But if OUI isin the
other particular organization, the value of protocol ID here will be assigned
by that organization instead.

In other words, if the value of OUI field is 00-00-00, then the value of PID will

be etype (0x0600-0xffff) . If the value of OUI is other than 00-00-00, then valid

values of PID will be any value between 0x0000 and OXxffff.

Group
Name

A valid Group Namemust be a 16-character long string and unique for every
entry, which consists of a combination of alphabets (a -z or A-Z) and integers (0-

9). Note that special characters and underscores (_) are not allowed here.

Click Add New Entry button to add a new entry in the mapping table. An empty row is added to the table, where
Frame Type, Valug and the Group Name can be configured as needed. TheDelete button can be used to undo the
addition of new entry. The maximum number of possible Protocols added to the Group map is limit to 128. Click

Save button to save the setting configuration. Click Reset button to keep to the original setting.

2.13.2.2 Group to VLAN

This page allows the userto map a Group Name, which is already configured or going to be configured in the future,
to a VLAN for the managed switch. Figure 2.99 shows the Group Name to VLAN mapping Table. Description of

gcej "egnwopXu" ncdape2&cp"dg" hgwpf " kp"
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Figure 2.99 Webpage to Configure Groupname to VLAN Mapping Table
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Table 2.77 Descriptions of Group nhame to VLAN Mapping Table Configuration
Label Description Factory
Default
Delete To delete a Group Name to VLAN mapping, check this box. The entry will be -
deleted from the switch during the next Save.
Group Name A valid Group Name is a string, at the most 16 characters long, which consists Null
of a combination of alphabets (a -z or A-Z) and integers (0-9) with no special
characters allowed.

User may either use a Group that already includes one or more protocols (see
2.13.2.1 Protocol to Group mappings). Or user may create a Group to VLAN ID
mapping that will become active the moment one or more protocols are added
inside that Group.

Furthermore, the Group to VLAN ID mapping is not unique, as long as the port
lists of these mappings are mutually exclusive (e.g., Groupl can be mapped to
VID 1 on port#1 and to VID 2 on port#2).

VLAN ID Indicates the VLAN IDto which the Group Name will be mapped. A valid VLAN Null
IDis ranging from 1 to 4095.
A row of check boxes for each port is displayed for each Group Name to VLAN Unchecked
Port Members | ID mapping. To include a port in the mapping, check the box. To remove or
exclude the port from the mapping, make sure the box is unchecked.

Click Add New Entry button to add a new entry in the mapping table. An empty row is added to the table, where the
Group Name, VLAN IDand port members can be configured as needed. Valid values for a VLAN ID areranging
from 1 through 4095. The Delete button can be used to undo the addition of new entry. The maximum possible
Groups to VLAN mappings are limit to 256. Click Save button to save the setting configuration. Click Reset button
to keep to the original setting.

2.13.3 |IP Subnetbased VLAN

The IP subnet to VLAN ID mappings can be configuredon the webpage, as shown in Figure 2.100. This webpage
allows adding, updating, and deleting IP subnet to VLAN ID mapping entries and assigning them to different
ports. Table2.78f guet kdgu" vj g" e qn wo p XasédVicAtNl gmembérghip eopfigutaioR." Uwd p g v
Managed Switch

at p (C X 2)
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System “ IP Subnet-based VLAN Membership Configuration  Auto-refresh (]

Port:

PgES [ Port Members

ERPS Delete | IPAddress | Mask Length | VLANID [1[2[3[4[s[6[7[8[9 [10][1
DHCPv4 [ Delete | [0.0.0.0 | 24 ] | 100000000000
Security

Qagegeten

Spanning Tree Add New Entry

L10p

SyncE

MALC Table

VLANs

VCL

MAC-based VLAN
Profocol-based VLAN
Protocol to Group

Group to VLAN
IP Subnei-based VLAN
QoS
Figure 2.100 Webpage to Configure IP Subnetbased VLAN of VCL
Table 2.78 Descriptions of IP Subnet-based VLAN Configuration

Label Description Factory
Default

Delete To delete a mapping, check this box and press save. The entry will be deleted in | -

the next launch.
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IP Address Indicates the subnet's IP address. Any of the subnet's host addresses can be 0.0.0.0
also provided here, the application will convert it automatically.
Mask Length Indicates the subnet's mask length. 24

Indicates the VLAN IDto which the subnet will be mapped. IP Subnet to VLAN 1
ID is a uniqgue matching.

A row of check boxes for each port is displayed for each IP subnet to VLAN ID
mapping entry. To include a port in a mapping, simply check the box. To remove
or exclude the port from the mapping, make sure the box is unchecked.

VLAN ID

Unchecked
Port Members

Click Add New Entry to add a new IP subnet to VLAN ID mapping entry. An empty row is added to the table, and the
mapping can be configured as needed. Any IP address/mask can be configured for the mapping. Valid values for
the VLAN ID areranging from 1 to 4095. The IP subnet to VLAN ID mapping entry isin use,when you click on "Save"
button. The Delete button can be used to undo the addition of new mappings. The maximum possible IP subnet to
VLAN ID mappingsis limit to 128.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting. Check the
Auto-refresh box to refresh the page automatically. The automatic refresh occurs every 3 seconds. Otherwise, click
Refresh box to refresh the page immediately.

2.14 QoS

Quiality of Service (QoS) is the ability to provide different priority to different applications, users, or data flows . QoS
guarantees a certain level of performance to a data flow by using the following metrics : transmitted bit rate, bit
error rate, delay, jitter, and probability of packet dropping. QoS guarantees are important if the network capacity is
insufficient, especially for application that requires certain bit rate and is delay sensitive . For any network that is
best effort, QoS cannot be guaranteed, exceptin case that resource is more than sufficient to serve users.

For controlling network traffic , a set of rules is needed for classification different types of traffic , and how each
type is treated as being transmitted . To provide consistent classification, t his managed switch can inspect both
802.1p Class of Service (CoS) tags and DiffServ tags called Differentiated Services Code Point (DSCP.

2.14.1 Port Classification

In the QoS Port Classification webpage, user can configure the basic QoS Ingress Classification of all managed
switch ports, as shown in Figure 2.101. Table 2.79 provides the descriptions of the setting parameters of QoS
Port Classification.
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4 [0w]| [0w] [0v]| [0w] Disabled () [ Normal v| [Source |
SyncE _— =
N'I?JAC Table 5 Disabled O [Normal v| [Source  v|
g‘(-:ntNS 3 Disabled » [Normal v| [Source  +]|
7 Disabled O [Normal v] [Source  v]
QoS
Eoﬂ Slalggi'ﬁcaliun 3 Disabled » [ Normal v| [Source  w|
Q?Jeu:g,gﬁging 9 Disabled O [Normal v| [Source  w]
Port Scheduler 10 Disabled (] Mormal v| [Source W
Port Shapi - -
Port Tagagg‘fnarking 1 Disabled ] Mormal v| [Source  w
Port DSCP
DSCP-Bazed QoS

DSGCP Translation

DSCP Classification

(05 Control List

Storm Palicing
Mirroring
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Technologies |
Configuration ) )
System QoS Ingress Port Tag Classification Port1
Port
ngS Tagged Frames Settings
ERPS — .
DHCPv4 | Tag Classification | Disabled v |
Security
Aggregation (PCP, DEI) to (CoS, DPL) Mapping
Spanning Tree
IPMC PCP [DEI | CoS | DPL
LLDP = o | = | == w |
SyncE
MAC Table 0 0 11 w0 ~
VLANs 0 1 1 w1 w
VCL 10
QoS 1o
Port Classification
Port Policing 2 0 (2 w0 v
Cueue Policing 2 1 2 w1 v
Port Scheduler
Port Shaping 3 0 3 v|[0 bt
Port Tag Remarking 3 1 3 w1 ~
Port DSCP
DSCP-Based QoS 4 0 [4 ~|0 ~
DSCP Translation 4 1 4 K] o
DECP Classification
QoS Control List 5 0 15 w0 ~
M_Slor!’n Policing 5 1 5 w1 v
irrering 6 0
M
6 1
GVRP
DOoMI T 0 7 w|[0 w
UDLD 7 1 7 1
SD Backup
Modbus Setting [ save |[ Reset || Cancel |
Monitor
Diagnostics =

Figure 2.102 Webpage to Configure Tag Class. after Clicking Hyperlink in the QoS Port Classification

Table 2.79 Descriptions of Port Classification Configuration of QoS

Label

Description

Factory
Default

Port

Indicates port number that the setting in the Ingress Column is applied.

Ingress 1 CoS

This field indicate s the default class of service (CoS) value
All frames must be classified with a CoS where there isa one-to-one mapping
between CoSand queue/ priority. A CoS of 0 (zero) has the lowest priority.

If the port is VLAN aware where the frame is tagged and Tag Class is enabled,
then the frame is classified to a CoS that is mapped from the PCP and DEI
value in the tag. Otherwise, the frame is classified to the default CoS. The
classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual default
CoS is shown inthe parentheses after value of the default setting.

0

Ingress T DPL

Indicates the default Drop Precedence Level (DPL) value All frames must be
classified with a Drop Precedence Level.

If the port is VLAN aware where the frame is tagged and Tag Class is enabled,
then the frame is classified to a DPL that is mapped from the PCP and DEI
value in the tag. Otherwise, the frame is classified to the default DPL.

Note that the classified DPL can be overruled by a QCL entry.

Ingress - PCP

Indicates the default Priority Code Point (PCP) value. All frames must be
classified with a PCP value. If the port is VLAN aware and the frame is tagged,
then the frame is classified to the PCP value in the tag. Otherwise, the frame is
classified to the default PCP value.

Note: PCP is a 3bit field storing the priority level for the 802.1Q frame. It is
also known as User Priority.
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Label Description Factory
Default
Ingress - DEI Indicates the default Drop Eligible Indicator (DE)) value. It is a 1-bit field in the 0
VLAN tag. All frames must be classified with a DEI value. If the portis VLAN
aware and the frame is tagged, then the frame is classified to the DEI value in
the tag. Otherwise, the frame is classified to the default DEI value.

Ingress - Tag Shows the classification mode for tagged frames on this port. Disabled
Class. Disabled: Use default CoS and DPL for tagged frames.

Enabled: Use mapped versions of PCP and DEI for tagged frames.

Click on the hyperlink of the mode in order to configure the mode and/or
mapping. Details setting webpage is as shown in Figure 2.102.

Note: This setting has no effect if the port is VLAN unaware. Tagged frames
received on VLAN unaware ports are always classified to the default CoS and
DPL.

Ingress - DSCP | Click to Enable Differentiated Services Code Point (DSCP Based QoS Ingress | Unchecked
Based Port Classification. It is a field in the header of IP packets for packet
classification purposes. If click to enable in the first row (Port *), DSCP of all
ports will be enabled. But if user wants to enable DSCP for each port in
particular, click this field to enable only for that port.

Ingress - Key Indicates the key generated for frames which are received on the port. The Normal
Type allowed values are:

Normal: Half key, match outer tag, SIP/DIP and SMAC/DMAC.

Double Tag: Quarter key, match inner and outer tag.

IP Address: Half key, match inner and outer tag, SIP and DIP. For no#P
frames, match outer tag only.

MAC and IP Address: Full key, match inner and outer tag, SMAC, DMAC, SIP
and DIP.

Note that the filtering on DMAC type (unicast/multicast/broadcast) is
supported for any key type.

Ingress - The IP/MAC address mode specifying whether the QoS Control List Source
Address Mode (QCL classification is based on source (SMAC/SIP) or destination
(DMAC/DIP) addresses on this port. This parameter is only used when the key
type is Normal. The allowed values are:

Source: Enable SMAC/SIP matching.

Destination: Enable DMAC/DIP matching.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.

2.14.2 Port Policing

QoS Ingress Port Policer webpage allows the user to configure the Policer settings for all switch ports , as shown
in Figure 2.103. By located in front of the ingress queue, a policer can limit the bandwidth of received frames. The
descriptions of QoS Ingress Port Policers are explained in Table 2.80.
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Managed Switch

at p A0

Technologies

Configuration

System ~ QoS Ingress Port Policers
Port
PoE. Port | Enable | Rate | Unit | Flow Control
ERPS = C 500 [== w '
geHgJ':i‘t;“ 1O 500| [Kbps w O
Aggregation 2 L 500 [kbps w| O
Spanning Tree 3 u| 500 [kbps | O
ILT_%% 4 [] 500 [kbps v 5
SyncE 5 [ 500| [kbps w O
MAC Table 6 [ 500 |kbps w n
ﬁ”s 7L 500| [kbps v C
Qo5 8 [ 500| |kbps w [
Port Classificafion g B 500 |kbps w B
Port Policing o o
Queue Policing 10 L 500| |kbps w []
Port Scheduler m m!
Port Shaping 11 — 500 kbps —
Port Tag Remarking

DSCP-Based QoS
DSCP Translation
DSCP Classification
(oS Control List
Storm Policing
Mirroring
PTP
Figure 2.103 Webpage to Configure Port Policing of QoS

Table 2.80 Descriptions of Port Policing Configuration of QoS

Label Description Factory
Default

Port Indicates the port number which the settings of near columns are applied to. -

Enable Click to enable the policer of this switch port. Unchecked

Rate Indicates the rate which the port policer must be enforced. This value is 500

restricted to
a) 100-3276700 when the "Unit" is kbps or fps
b) 1-3276 when "Unit" is Mbps or kfps
The rate is internally rounded up to the nearest value supported by the port

policer.
Unit Indicates the unit of measure for the port policer rate as kbps, Mbps, fps or kfps. | Kbps
Flow Control | If flow control is enabled for that port, then frames are pause instead of Unchecked

discarding frames.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.

2.14.3 QueuePolicing

To configure the QoS IngressQueue Policer for some particular switch ports, the user cancheck the
corresponding boxes in the table, as shownin Figure 2.104. Table 2.81 describes the labels in QoS Ingress Queue
Policers Table.
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Figure 2.104 Webpage to Configure Ingress Queue Policer of QoS

Table 2.81 Descriptions of Ingress Queue Policer Configuration of QoS

Label Description Factory
Default

Indicates port number for which the near-column settings of the same
table are applied.

Queue (X) Click to Enable the priority queue x for this switch port , where Queue 0
Enable has the lowest priority.

Port

Unchecked

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.

2.14.4 Port Scheduler

This webpage provides an overview of QoS Egress Port Schedulers for all switch ports, as shown in Figure 2.105.
Table 2.82 describes the labels of the QoS Egress Port Schedulers.
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at

Technologies

Configuration

System Qos Egress Port Schedulers
Ports
PoE Weight
ERPS Port| Mode pT@i[aza3]Qd[as]Q6]ar
DHCPv4 1 Sirict Priority - - - - - - - -
Security 2 Strict Priority - - - - E
Aggregation 3 Strict Priority - - -
Spanning Tree 4 Strict Priority - - - - -
ILT_%E 5 Strict Priority - - - - -
SyncE 6 Sftrict Priority - - - - =
MAC Table 7 Strict Priority - - - - -
VLANs & Strict Priority - - - = -
VCL 9 Sirict Prionity - - - - -
QDFSﬂ Classironti 40 Strict Priority - = = ==
il ASSMcalion i i i
Port Policing 11 Strict Priority - - - - -

Clueue Policing
Port Scheduler
Port Shaping
Port Tag Remarking
Port DSCP
DSCP-Based Qo3
DSCP Translation
DSCP Classification
CGloS Control List
Storm Policing
Mirroring

P

i

Managed Switch

A0

Figure 2.105 Webpage to Configure Egress Port Scheduler of QoS

Table 2.82 Descriptions of Egress Port Scheduler Configuration of QoS

Label Description Factory
Default
Port Indicates port that near-column settings within the same row are -
enforced to. Click on the hyperlink of each port number in order to
configure the detailed schedulers.
Mode Indicates the scheduling mode of this port. Strict Priority
Weight - Qn Indicates the weight used for this queue and port. -

After Clicking hyperlink on any port, another webpage configuration will be launched, as shown in Figure 2.106.

Table 2.83 describes the QoS Egress Port Scheduler and Shapers Port Configuration.
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Managed Switch
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Figure 2.106 Webpage to Configure QoS Egress Port Scheduler and Shapers PorX)

Table 2.83 Descriptions of QoS Egress Port Scheduler and Shapers Pori(X) Configuration

Label Description Factory
Default
Scheduler Mode | Indicates Scheduler Mode for Port X. There areeight options of this port: Strict
Strict Priority, 2Queues Weighted, 3Queues Weighted, 4Queues Priority
Weighted, 5Queues Weighted, 6Queues Weighted, 7Queues Weighted,
8Queues Weighted.
When strict priority is selected, frames from all queues are forwarded
using strict priority rule. However, if other nQueues Weighted are
selected, it means n number of Queues using the priority weighted rule,
and the rest of the queues using strict priority rule.
Queue Shaper
Enable Click to enable whether to use the queue shaper on this queue or not. Unchecked
Rate Indicates rate used for the queue shaper. This value is restricted to two 500
options.
a) 100-3281943 when the "Unit" is kbps
b) 1-3281 when "Unit" is Mbps
The rate is internally rounded up to the nearest value supported by the
gueue shaper.
Unit Indicates the measuring unit for the queue shaper rate as kbps or Mbps. Kbps
Rate-type Indicates rate type of the queue shaper. Theavailable options are: Line
Line: Specify that this shaper operates on line rate.
Data: Specify that this shaper operates on data rate.
Excess Click here to enable queue for anexcess bandwidth. If this field is Unchecked
checked, user will be unabled to click Credit.
Credit Click here to enable queue for a credit-based shaper. If this field is Unchecked
checked, user will be unabled to click Excess.
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Queue Scheduler
Fields within this section will only appear when XQueued Weighted is selected inScheduler Mode field.
Weight Indicates the weight of this queue using for scheduler. This value is 17
restricted to 1-100.
Percent Indicates the weight in percent of this queue using for scheduler. 100%/X
Port Shaper
Enable Click to enable whether to use the port shaper on this port or not. Unchecked
Rate Indicates rate used for the port shaper. This value is restricted to two 500
options.
c) 100-3281943 when the "Unit" is kbps
d) 1-3281 when "Unit" is Mbps
The rate is internally rounded up to the nearest value supported by the
port shaper.
Unit Indicates the measuring unit for the port shaper rate as kbps or Mbps. Kbps
Rate-type Indicates rate type of the port shaper. The available options are: Line
Line: Specify that this shaper operates on line rate.
Data: Specify that this shaper operates on data rate.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values. Click Back button to undo any changes made locally and return to the previous page.

2.14.5 Port Shaping

This webpage provides an overview of QoS Egress Port Shapers for all switch ports as shown in Figure 2.107.

Table 2.84 describes the labels in QoS Egress Port Shapers.

at p A0

Technologies

Managed Switch

Configuration ~

System

Ports

PoE

ERPS

DHCPv4

Security

Aggregation

Spanning Tree

IPMC

LLDP

SyncE

MAC Table

VLANs

VCL

QoS
Port Classificafion
Port Policing
Queue Paolicing
Port Scheduler
Port Shaping
Port Tag Remarking

QoS Egress Port Shapers

Shapers
Q0 Q1 [Q2[Q3[Q4[Q5[Q6][ Q7 [ Port

H= ;
e | |25 [0 [ i ) s 103 [P |

Figure 2.107 Webpage to Configure Port Shaping of QoS
Table 2.84 Descriptions of Port Shaping Configuration of QoS

Label Description Factory
Default
Port Indicates port that near-column settings within the same row are enforced to. -
Click on the hyperlink of each port number in order to configure the detailed
shapers.
Qn Whenthe shaper feature is disabled "-" is shown here; otherwise, it will show an -
actual queue shaperrate, e.g., "800 Mbps".
Port When the shaper feature is disabled, "-" is shown here; otherwise, it will show an -
actual port shaper rate, e.g., "800 Mbps".

After Clicking hyperlink on any port, another detailed webpage configuration will be launched, as shown in Figure
2.106 of which descriptions are described in Table 2.83. It is the same webpage as shown in the previous
subsection: Configuration -> QoS-> Port Scheduler.
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2.14.6 Port Tag Remarking

This webpage provides an overview of QoS Egress Port Tag Remarking for all switch ports as shown in Figure
2.108. Table 2.85 describes the labels in QoS Egress Port Tag Remarking.

Managed Switch

at p A0

Technologies

Configuration

System QoS Egress Port Tag Remarking
Ports
PoE Port | Mode
ERPS 1 Classified
DHCPv4 2 Classified
Security 3 Classified
Aggregation 4 Classified
Spanning Tree 5 Classified
IPMC & Classified
LLDP 7 Classified
SyncE 8 Classified
MAC Table 9 Classified
VLANs 10 Classified
VCL 11 Classified
QoS

Port Classification

Port Policing

Clueue Policing

Port Scheduler

Port Shaping

Port Tag Remarking

Port DSCP

Figure 2.108 Webpage to Configure Port Tag Remarking of QoS
Table 2.85 Descriptions of Port Tag Remarking Configuration of QoS

Label Description

Port Indicates logical port that the near-column settings within the same row are enforced to.
Click on the hyperlink of each port number in order to configure the detailed tag remarking.

Mode Indicates the tag remarking mode for this port. The following options are available.

Classified: In the tag remarking mode, use the classified PCP/DEI values.
Default: Use the default PCP/DEIlvalues in the tag remarking mode.
Mapped: In the tag remarking mode, use mapped versions of QoS class and DP level.

After clicking into any port, the following webpage will be launched as shown in Figure 2.109. Table 2.86
describes the labels in Each Port Tag Remarking Mode of QoS

QoS Egress Port Tag Remarking Port 1 QoS Egress Port Tag Remarking Port1 [F

| Tag Remarking Mode | Classified v | [ Tag Remarking Mode | Mapped v |
[ Save || Reset || Cancel | (CoS, DPL) to (PCP, DEI) Mapping
CoS [ DPL | PCP | DEI
(a) * £ e |
1] 0 1 w| 0 v
QoS Egress Port Tag Remarking Port 1 o 1
_ 10
Tag Remarking Mode | Default  ~ | 1 1
PCPIDEI Configuration 2 0 [2 w[o v (@
2 1 2 w1~
T 3 o0
Default DEI [0 ]| 3 1 3 w1~
4 0 4 w0 w
Save || Reset || Cancel | 4 1 4 w1~
5 0 5 w0 w
5 1 5 w1 w
(b) 6 0 ] w0 v
6 1 ] w1 v
7 ] 7 w| 0 w
7 1 7T ow[1

[ save |[ Reset || Cancel |

Figure 2.109 Webpage to Configure Each Port Tag Remarking of QoSa) Classified, b) Default, and c) Mapped
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Table 2.86 Descriptions for Port Tag Remarking Configuration of Mode

Label Description
Tag Remarking Three options are available.
Mode Classified: In the tag remarking mode, use the classified PCP/DEI values.
Default: Use the default PCP/DEI values in the tag remarking mode.
Mapped: In the tag remarking mode, use mapped versions of QoS class and DP
level.
Classified
No subsetting needed
Default
Use default PCP/DEI values
PCP/DEI Indicates the default PCP and DEI values that will be used when the mode is set
Configuration to Default.
Mapped
Use mapped versions of CoSand DPL
(CoS, DPL) to (PCP, | Indicates the mapping of the classified (CoS, DPL) to (PCP, DEI) values when the
DEI) Mapping mode is set to Mapped.

2.14.7 Port DSCP

The Port DSCPwebpage allows user to configure the basic QoS PortDifferentiated Service Code Point (DSCP
Configuration settings for all switch ports. The QoS Port DSCP Configuration table is shown inFigure 2.110,
where the setting of either or both ingress or egress traffic can be configured. Table 2.87 explains the options for

each port in QoS Port DSCP Configuration.
Managed Switch

at p A0

Technologles

Configuration

System QoS Port DSCP Configuration
Ports
PoE Port Ingress Egress
ERPS Translate | Classify Rewrite
DHCE\M- = [] |{:> vl |<> v|
Security - -
Aggregation 1 O [Disable +| [Disable v
Spanning Tree 2 L] | Disable ~| |Disable v|
ﬁgg 3 O [Disable w| [Disable v|
SyncE 4 O | Disable w| |Disable v]
MAC Table 5 O [Disable | [Disable v
\"ﬁLCALNS 6 n [Disable v| [Disable v]
QoS 7 O [Disable +| [Disable v
Port Classification 8 OJ [Disable v| [Disable v]
Port Policing - -
Queue Policing 9 O |Disable w| [Disable v|
Port Scheduler ; i
Port Shaping 10 ] | D!sable v| |D!sable v
Port Tag Remarking 1" O |Disable ~| [Disable v
Port DSCP

DSCP-Based CloS

DSCP Translation
DSCP Classification

QoS Control List

Storm Paolicing

Figure 2.110 Webpage to Configure Port DSCP of QoS
Table 2.87 Descriptions of Port DSCP Configuration of QoS

Label Description Factory

Default

Port Indicates port that the near-column settings within the same row are -
enforced to. When selecting the * in the first row, all ports will be chosen.

Ingress | Translate | For each individual port, user can change ingress translation and Unchecked

classification in the ingress setting. Here is the detailed description of
subsetting in ingress setting :
1. Translate: Click to enable the Ingress Translation.
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Label Description Factory
Default
Classify 2. Classify: There are four values for each port classification. Disable

hDisable: No Ingress DSCP Classification.

hDSCP=Q Classify if incoming DSCP is 0.A translated DSCP will be used
instead of an incoming DSCP, if it is enabled.

hSelected: When enabled classify field under Configuration ->QoS >DSCP
translation submenu, classify only some selected DSCPFs.

hAll: Classify all DSCPs

Egress Rewrite Four possible options for Port Egress Rewritinginclude: Disable
hDisable: No Egress rewrite.

hEnable: Rewrite enabled without remapping.

hRemap DP Unaware DSCP fromanalyser is remapped and frame is
remarked with remapped DSCP value.DSCP value is always taken from
the IPSCP Translation>Egress Remap DPGi{table.

hRemap DP Aware DSCP fromanalyser is remapped and frame is
remarked with remapped DSCP value. Depending on the DP level of the
frame, the remapped DSCP value is either taken from the@)SCP
Translation->Egress Remap DPG®table or from the IPSCP Translation
>Egress Remap DPHtable.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.
2.14.8 DSCRBased QoS

As shown in Figure 2.111, user is allowed to configure the basic QoS DSCP based QoS Ingress Classification
settings for the managed switch. Note that the maximum number of supported DSCP (Differentiated Services
Code Point) is 64. Table 2.88 describes the options for each DSCP.

t Managed Switch A=
Technologies I
Configuration o
System DSCP-Based QoS Ingress Classification
Ports
PoE DSCP_ [ Trust [ CoS [ DPL
ERPS * 0 21 0 = 0
DHCPv4
Securtty 0 (BE) O 22 (AF23) [ 44 ]
S L . = 0 4 ]
panning Tree
IPMC 2 O 24(Ccs3) O 46 (EF) O
SyncE g 0 2 0 a7 0
MAC Table 4 O 26 (AF31) [ as(css) [
VLANs
VCL 5 [ 27 [ 19 n)
QUFSM ot 6 0 (AFI2) O 50 0
0l assmcalon
Port Policing 7 O 29 ] 51 O
Clueue Policing
Part Scheduler 8 (CS1) 0o 0(AF3) O 52 0
Port Shaping
Port Tag Remarking 9 L] A L 53 Ll
Port DSCP
DSCP-Based QoS 10 (AF1) [ s2(csy) L 54 o
DSCP Translation
DSCP Classification M L i & 55 [l
Storm Poliing 12(AF12) O M (AFan) [ 56(CST) ()
Miroring 1 0 % 0 57 5
GVRP 14(AF13) 0O 36 (AF42) [ 58 0
ooLD 15 0 7 0 59 (]
EﬂDdEtsJadqu 16(Cs2) [ 3B (AF43) [ 60 O
odbus Settin
Monitor e 7 Ll - L 61 O]
Elliﬂ_g?ﬂsﬁcs 18 (AF21) [ 40(Css) O 62 0
aintenance
19 0 a1 0 63 a)
20 (AF22) [ 42 O
[ save || Reset |

Figure 2.111 Webpage to Configure DSCPBased of QoS
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Table 2.88 Descriptions of DSCP-Based Configuration of QoS

Label Description Factory
Default
DSCP Maximum number of supported DSCP valuesis 64, ranging from0 |
to 63.
Trust Indicates whether a specific DSCP value istrusted. Only frames
with trusted DSCP values are mapped to a specific QoS class and
Drop Precedence Level(DPL), which will be input in the next two Unchecked
fields. Frames with untrusted DSCP values are treated as a nonlP
frame.
CoS Indicates value of CoS which can be any of (0-7). 0
DPL Indicates value of Drop Precedence Level(DPL) which can be any 0
of (0-1).

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.
2.14.9 DSCP Translation

As shown in Figure 2.112, DSCP Translation webpage allows user to configure the basic QoS DSCP Translation

settings for the managed switch. DSCP translation can be done in an Ingress or Egress.Table 2.89 describes the

setting options for DSCP Translation in details.

Managed Switch N X?)
Technologies p
Configuration )
System DSCP Translation
Ports I - I T
E2PS DSCP | e_| Classity | Remap DPO | Remap DPT -
DHCPv4 . [= vl O [= v] [= V]| |21 21 v u 43 [43 vl O [= v]
E\g;«;gﬁﬂon 0@E) [0BE) ~| O [0@®E) v| [0EE) v|| |22(4F23) [22(AF23)v 0 44 [44 v O [# vl
Spanning T 1 EE-2 D O 2 - | D -2 S B a2 B = B | € S - - R B E o
L:;émng e 2 2 v O 2 v [z v 24(CS3) [24(CS3) v O 24(CS3) » 45 (EF) [46(EF) | C [46 EF) ]
3 3 v 0 3 vl 3 v 25 O 47 [a7 v| 0 [47 v|
MAC Table 4 [4 v O [4 v] [4 v| |26 @8FaD) O 43(Cse) [48(CS6) v| (1 [48(CS6) v]
Ns 5 5 vl O 5 vl [5 V]| |27 27 v » 7 v] [27 v|| |49 [48 v O [49 ]
\cggé 8 [6 v O [6 v] [B v]| |28 (AF32) [28(AF32)w ] 78 (AF32)v| [28(AF3Z)w]| | 50 [50 vl O [50 -]
Port Classification 7 7 v [ [7 vl [7 v 29 29 v () 29 v| [29 v 51 [51 v| [ [51 v|
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Port Scheduler 9 (9 v L) [9 vl [9 v 3 31 v [ 31 v| [31 ~|| |53 [53 v () [53 v
B e eking 1WEFN) [(0AFID Y] (] [10@AFIv] [10@AFIv]| |32(Cc84) [B2icsd) w] O 54 [5a 5| O [ |
poiDSCR 11 M v O @ v] @ V]| |2 . 55 [55 vl O [ ]
DSCP Translation 12(AF12) [12(AF12)v| O [12(AF12)v| [12(AF12) v 34 (AF41) [34 (AF41)w 0 56 (CS7) [56 (CS7) w| O |56 (CST) |
SR Classiication 13 13 v] O 3 v [13 vl |35 0 57 [57 v O [57 ~]
Storm Palicing 14 (AF13) [14(AF13)v]| O [14 (AF13) v ] [14(AF13) v 36 (AF42) [36 (AF42)w O 58 |58 v| O [58 v
g"{;,ﬂ”“g 15 15 v . 15 v] [15 v 37 ] 59 59 v . 59 v
GVRP 16(CS2) [16(CS2) v o 16(CS2) | [16(CS2) v 38 (AF43) [38 (AF43)w O 80 60 v 0 60 v
DOMI 17 17 v [ 17 vl [17 v 39 ] 39 v 61 61 v 0 61 v
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Moni v v v v 0 v v
Morior 20(AF22) [20(AF22)v] [ [20(AF22)v] [20(AF22)v]| |42 a2 0 4 2 [Save | [Reset]
Maintenance
Figure 2.112 Webpage to Configure DSCP Translation of QoS
Table 2.89 Descriptions of DSCP Translation Configuration of QoS
Label Description Factory
Default
DSCP Maximum number of supported DSCP values are 64, and the valid DSCP | -
value ranges from 0O to 63.
Ingress | Translate | Ingress side DSCP can be first translated to new DSCP before using the | -
DSCP for QoS class and DPL map.
Translate: DSCP at Ingress side can be translated to any of (663) DSCP
values.
Classify Click to enable Classification at Ingress side. Unchecked
Egress There are the following configurable parameters for Egress side. -
1. Remap DPAQ Indicates the remapping for frames with DP level 0.
2. Remap DP1 Indicates the remapping for frames with DP level 1.
DPO /DP1 Select the DSCP value fromthe select menu to which user want to -

remap. DSCP valueis ranging from 0 to 63.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.
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2.14.10 DSCP Classification

As shown in Figure 2.113, user is allowed to configure the mapping between 1) Class of Service (CoS)to QoS
Class, and 2) Drop Precedence Level(DPL)to DSCP valuein the DSCP Classification webpage. Table 2.90
explains the options for DSCP Classification in details.

Managed Switch

at p A0

Technologies

Configuration

System DSCP Classification
EEES CoS | DSCP DP0 | DSCP DP1
ERPS * == w| | == "
DHCPv4 0 0(BE) ~| |0(BE)
Security 1 0(BE) ~| [0(BE) w
Aggregation 2 0(BE) | |0(BE)
ISF',JJE“'”Q Tree 3 U(BE) ~| |0(BE) w
LLDP 4 0 (BE) v | |D(BE) o
SyncE 5 0(BE) | [0(BE) w
MAC Table 6 0(BE) | |0(BE) w
VLANs 7 0(BE) | |0(BE) w
VCL
QoS

Port Classification

Port Policing

Queuve Paolicing
Port Scheduler

Port Shaping

Port Tag Remarking
Port DSCP
DECP-Based QoS
DSCP Translation
DSCP Classification
QoS Control List

Figure 2.113 Webpage to Configure DSCP Classification of QoS

Table 2.90 Descriptions of DSCP Classification Configuration of QoS

Label Description Factory Default

CoS Actual Class of Service (CoS) -

DSCP DPO | Select the classified DSCP value (063) for Drop Precedence Level Ofrom the | O
drop-down list.

DSCP DP1 | Select the classified DSCP value (063) for Drop Precedence Level 1from the | O
drop-down list.

Click Save button to save the setting configuration. Click Reset button to keep to the original setting.
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2.14.11 QoSControl List

Figure 2.114 shows the QoS Control List (QCL)webpage, which consists of multiple QoS Control Entries(QCES.
Table 2.91 describes the definition of each column in the list. The maximum number of QCEs is 256 on each

switch. To add a new entry, dick on the @ plus sign to add a new QCE to the list and the webpage will be
updated as shown in Figure 2.115. This updated webpage allows the user to edit or insert one single QoS Control
Entry at a time. A QCE consists of several parameters as described in ! . - These parameters
vary according to the frame type that the user selected.

Managed Switch

bato A=

‘I'echnofugles

Configuration . i .
System QoS Control List Configuration
Ports

PoE
ERPS
DHCPv4 ®

Security

Aggregation

Spanning Tree

IPMC

LLDP

SyncE

MAC Table

VLANs

VCL

QoS
Port Classification
Port Palicing
Cueus Policing
Port Scheduler
Port Shaping
Port Tag Remarking
Port DSCP
DSCP-Based Qo3
DSCP Translation
DSCP Classification
Qo5 Control List

Figure 2.114 Webpage to Configure QoS Control List

Managed Switch
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Technologies

Configuration .
System QCE Configuration
Ports
PoE
ERPS
DHCPv4
Security
Aggregation
Spanning Tree
IPMC i
LLDP Key Parameters Action Parameters
SyncE
MAC Table
VLANs
VCL
QoS
Port Classification
Port Paolicing
Cueuve Policing
Port Scheduler
Port Shaping
Port Tag Remarking
Port DSCP
DSCP-Based QoS
DSCP Translation
DSCP Classification
QoS Control List
Storm Policing

Mirroring

PTP

GVRP

DOMI
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Figure 2.115 Adding New QCE Configuration
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Table 2.91 Descriptions of QoS Control List Configuration

Label Description Factory
Default

QCE Indicates the QoS Control Entry QCE ID. -

Port Indicates the list of ports configured withthe QCE. " gt " eAnyfld tng 't t1 ¢ " t| Checked
selection.

DMAC Indicates the destination MAC address. The following options are available: Any
Any: Match frames to any DMAC.

Unicast: Match frames to a unicast DMAC.
Multicast : Match frames to a multicast DMAC.
Broadcast: Match frames to a broadcast DMAC.
<MAC> Match frames to a specific DMAC.

SMAC Vg"ocvej "htcogu"ykvj"c"urgekhke" UOCE. "|Any
down list and put in a specific source MAC address. User can select tAny4 " h gt "
random selection. If user wants to configure a port to match on destination
addresses,ugngev " wUr g e thibfleld t4 the valtie'okOMAG v "

Tag Indicates tag type. The following options are available: Any
Any: Match frames to all tagged and untagged frames.

Untagged: Match frames to untagged frames.
Tagged: Match frames to tagged frames.

C-Tagged: Match frames to C-tagged frames.
S-Tagged: Match frames to Stagged frames.

VID Indicates either a specific VLAN ID (VID) or arange of VIDs. A valid VIDis in arange | Any
of 1-4095. User cansimply select tAny4 " h gt " cVID. cpf qo

PCP Indicate a value of Priority Code Point (PCP).PCP is a 3bit field storing the priority Any
level for the 802.1Q frame. It is also known as User Priority. The valid PCP are
specified between 0, 1, 2, 3, 4, 5, 6and 7. User can also indicate PCP ina range
(e.g.,0-1, 2-3, 45, 6-7, 0-3, 4-7). Or user can simplyu g n dAeyM " & canddm PCP.

DEI Indicates Drop Eligible Indicator (DEI). It is a 1-bit field in the VLAN tag. The valid value | Any
of DEI can be either 0, 1 ortAnyY,

Inner Tag Value of Inner Tag field can be 'Untagged’, 'Tagged',C-Tagged', 'STagged' or ‘Any'. | Any
All inner tag parameters depend on the Key Typeconfiguration in QoS Ingress Port
Classification. The key type specifying the key generated for frames received on the
port. The allowed values are: Normal, Double Tag, IP address, MAC and IP
Address.Note that filtering on DMAC type (unicast/multicast/broadcast) is
supported for any key type.

Inner VID In this field, the valid value can be any value in the rangeof 1-4095. User can enter Any
either a specific value or a range of VIDs. User can choosetAnyY " h g tafidonp { "
selection of an Inner VID.

Inner PCP Wugt "ecp"ejgqug" uUrgekhkeY" gt " 1 Caidvaluecsr | Any
any number in the range of 0 - 7, or any range (e.g.,0-1, 2-3, 4-5, 6-7, 0-3, 4-7). User
ecp" ejAygduontgg "c"tcpfgo"ugngevkgp"qgh"cp"

Inner DEI Valid value of Inner DEI can be®Y i Yor tAnyYWu gt "ecp " ej gqug" 1 Any
ugngevkgp"dgvyggp"n24"cpf"u34"hqgt"cp"K

Frame Type | Indicates the type of frame. Six options are available here: Any

Any: Match frames to any frame type.

Ethernet: Match frames to the EtherType frames.

LLC: Match frames to the LLC frames. The IEEE 802.2 Logical Link Control (LLC)
protocol provides a link mechanism for upper layer protocols. It is the upper sub -
layer of the Data Link Layer and provides multiplexing mechanisms that make it
possible for several network protocols (IP, IPX) to coexist within a multipoint
network. LLC header consists of 1 byte of DSAP (Destination Service Access Point),
1 byte of SSAP (Source Service Access Point), 1 or 2 bytes of Control field followed
by LLC information.

SNAP: Match frames to the SNAPframes. The SubNetwork Access Protocol
(SNAP) is a mechanism for multiplexing more protocols than can be distinguished

by the 8-bit 802.2 Service Access Point (SAP) fields. SNAP multiplex more
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Label Description Factory
Default
protocols using IEEE 802.2 LLC. It identifies protocols by usingEthernet type field
values. It also supports vendor-private protocol identifier.
IPv4: Match frames that are the IPv4 frames.
IPv6: Match frames that are the IPv6 frames.
Action Indicates the classification action taken on ingress frame if the configured -
Parameters | parameters are matched with the frame's content. Six options are available as

follows. More detalils is described in Table 2.92.Table 2.92 Description of Frame
Type

CoS: Indicates Class of Service value. Valid value is ranging between 0 to 7. Default
value is 0.

DPL: Indicates the Drop Precedence Levelvalue. Valid value is 0, 1, or Default.
DSCP Indicates the DSCPvalue. Valid value is ranging between 0 to 63, or Default.
PCP: Indicates the Priority Code Point (PCP) value. Valid value is ranging between 0
to 7, or Default.

DEL! Indicates the Drop Eligible Indicator (DE) value. Valid value is 0,1, or Default.
Policy: Indicates the Access Control List (ACL) Policy number. Valid value is 0-63 or
Default. The default is an empty field.

The user can modify each QCE (QoS Control Entry) in the table using the following buttons:

PPORO®

: Inserts a new QCE before the current row.

: Edits the QCE.

: Moves the QCE up the list.

: Moves the QCE down the list.

: Deletes the QCE.

: The lowest plus sign adds a new entry at the bottom of the QCE listings.

Table 2.92 Description of Frame Type

Frame Description

Type

Any Allow all types of frames.

EtherType | Valid Ether Type can be0Ox600-OxFFFF excluding 0x800(IPv4) and 0x86DD(IPv6) or 'Any".

LLC After selecting LLC in the frame type, a new table of LLC parameters appear. Three fields are
available: DSAP Address, SSAP Address, and Control.
DSAP Address: Valid DSAP (Destination Service Access Point) can vary from 0x00 to OxFF or
TANyY
SSAP Address: Valid SSAP(Source Service Access Point) can vary from 0x00 to OxFF ortAnyY
Control: A valid Control field can vary from 0x00 to OxFF or TAnyY,

SNAP After selecting SNAP in the frame type, a new table of SNAP parameters are shown, where only

one field input appears, PID.

PIDTyg" qr vkgpu"cxckncdng"vg"ejqqug<"mnUrgekhke
OxFFFF is shown in the value field located next. Aalid PID (or called Ether Type) can be 0x0000
OxFFFF ortAnyY,
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Frame Description

Type

IPv4 After selecting IPv4 in the frame type, a new table of IPv4 parameters appear. More five fields
are available to enter values: Protocol, SIP, DIP, IP Fragment, DSCP
Protocol IP protocol number: (4 Cp { 4. [TQPNGF BDthery.Yj gp" ej qug"” WFR" @
parameters appear to enter values: SPORT and DPORTH q t " T Qalig valtiels.bétween 0 to
255.
Source IP Address:
This field indicates a specific Source IP address in value/mask format or TAnyY IP address and
Mask are in the format x.y.z.w, where X, y, z, and ware decimal numbers between 0 and 255.
When Mask is converted to a 32-bit binary string and read from left to right, all bits following the
first zero must also be zero.
Destination IP Address (DIP):
This field indicates a specific Destination IP address in value/mask format or TAnyY
IP Fragment:
IPv4 frame fragmented option s are as follows: Ty esY NoY, or TAnyY
Diffserv Code Point value (DSCP):
Three options are available: TAnyY tSpecificH and YangeY It can be 14 C p 4 Sgecific value, or a
range of values. DSCP values are in the rangeof 0-63 including BE, CS1CS7, EF or AF11AF43.
Yjgp"ejgqukpi "gUrgekhkeYy" qt " uTcpi g4. " gan,dot oqgt
vjigug"vyq"qrvkgpu. "wugt"ecp”"ejqqug"uCp{Yy. "l
Sport is the Source TCP/UDP portwith a valid value betwen 0 to 65535. Dport is Destination
TCP/UDP portwith a valid value between 0 to 65535.

IPv6 After selecting IPv4 in the frame type, a new table of IPv4 parameters appear. More four fields

are available to enter values: Protocol, SIP (32LSB), DIP (32LSB), and DSCP.

Protocol :

The option of IP protocols includes: T, Q v jwlith4ahges from 0-255, T CPY WJDPY or TAnyY
Source IP Address:

This field indicatesasr gek hke" Ugwt eg”" KRx 8" cfftguu"™*54" NU
Destination IP Address (DIP):

This field indicates a specific Destination IPv6 address (32 LS bits) in value/mask format or
uCp{ 40

DSCPDiffserv Code Point value (DSCP):
Vitgg"qrvkgpu"ctg"cxckncdnge"aCp'{dHg ™ MUp {g4¥ khdk
range of values. DSCP values are in the range of 863 including BE, CS1CS7, EF or AF11AF43.
Yigp"ejgqukpi "wUrgekhkeY" gt " uTcpi g4. "gandoroqt
vigug"vyg"qrvkgpu. "wugt"ecp”"ejqqug" uCp{4. "l
Sport is the Source TCP/UDP port with a valid value betwen 0 to 65535. Dport is Destination
TCP/UDP portwith a valid value between 0 to 65535.

Click Save button to save the configuration and move to main QCL page. Click Reset button to undo any changes
made locally and revert to previously saved values. Click Cancel button to return to the previous page without

saving the configuration change.

2.14.12 Storm Policing

For the managed switch, User can configure Global storm policers, as similar to the webpage shown in Figure
2.116. There are three options of Global strom policers: unicast, multicast, and broadcast. These only affect
flooded frames ;i.e., frames with a (VLAN ID, DMAC) pair not present in the MAC Address table.More detailed

settings are described in Table 2.93.
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Managed Switch

at p  C N ?)

Technologies

Configuration . ) )
System Global Storm Policer Configuration

Port
PoE. Frame Type | Enable | Rate | Unit

ERPS Unicast fps w
DHCPv4 Multicast O fps w

Securi
Aggrega\tion Broadcast O [fps ]
Spanning Tree
BMC Reset
LLDP
SyncE
MAC Table
VLANs
VCL
QoS
Port Classification
Port Policing
Queue Policing
Port Scheduler
Port Shaping
Port Tag Remarking
Port DSCP
D5SCP-Based Qo3
DSCP Translation
DSCP Classification

s

-

—

QoS Control List
Storm Palicing
w

Figure 2.116 Webpage to Configure Storm Policing of QoS

Table 2.93 Descriptions of Storm Policing Configuration of QoS

Label Description Factory
Default

Frame Type | Indicates the frame type to which the configuration below is applied. -

Enable Click to enable the global storm policer for the given frame type. Unchecked

Rate Indicates the rate of the global storm policer. This value is restricted to 1

a) 1-1024000 when "Unit" isfps

b) 1-1024 when "Unit" is kfps
The rate is internally rounded up to the nearest value supported by the global
storm policer. Supported rates are 1, 2, 4, 8, 16, 32, 64, 128, 256 and 512 fps for
rates <= 512 fps,and 1, 2, 4, 8, 16, 32, 64, 128, 256, 512 and 1024 kfps for rates
> 512 fps.
Unit Indicates the unit of measurement for the global storm policer rate as fps or kfps. fps

Click Save button to save the setting configuration. Click Reset button to undo any changes made locally and
revert to previously saved values.

2.15 Mirroring

In order to help the network administrator keeps track of network activities, the managed switch supports port
mirroring, which allows incoming and /or outgoing traffic to be monitored by a single port that is defined as a mirror
port. Note that the mirrored network traffic can be analysed by a network analyser or a sniffer for network
performance or security monitoring purposes.

Port mirroring or traffic mirroring enables users to monitor network traffic passing in  or out. A set of ports can then
pass this traffic to a destination port on the same router. Traffic mirroring copies traffic from one or more source
ports and sends the copied traffic to one or more destinations for analysis by a network analyser or other
monitoring device. However, traffic from one source port can be copied to only one destination port. Traffic
mirroring does not affect the flow of traffic on the source ports, and allows the mirrored traffic to be sent to a
destination port. For example, you need to attach a traffic analyser to the router if you want to capture Ethernet
traffic that is sent by host A to host B. Traffic between host A and host B is also seen on the destination port.
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Figure 2.117 Traffic Mirroring Operation

When local traffic mirroring is enabled, the traffic analyser attached directly to the port of the same router is
configured to receive a copy of every packet that host A sends. This port is called a traffic mirroring port. The
other sections of this document describe how you can fine tune this feature.

The following types of traffic mirroring are supported:

Local traffic mirroring: This is the most basic form of traffic mirroring. The network analyzer or sniffer
is directly attached to the destination interface. In other words, all monitored ports are all located on
the same router as the destination port.

Layer 2 or Layer 3 traffic mirroring: Both Layer 2 and Layer 3 source ports can be mirrored.

Mirroring is a feature for switched port analyzer. The administrator can use the Mirroring to debug network
problems. The selected traffic can be mirrored or copied on a destination port where a network analyzer can be
attached to analyze the network traff ic. Remote Mirroring is an extended function of Mirroring. It can extend the
destination port in other switch , so that the administrator can analyze the network traffic on the other switches. If
you want to get the tagged mirrored traffic, you have to set VLAN egress tagging as "Tag All" on the reflector port.
On the other hand, if you want to get untagged mirrored traffic, you have to set VLAN egress tagging as "Untag ALL"
on the reflector port.

Figure 2.118 shows the Mirror Port webpage. The descriptions of port mirroring options are summarized in Table
2.94.

Managed Switch

at p [ C X ?)

Technologies

Configuration ) _ _ B
System Mirror Configuration Table [
pope Session 1D | Mode | Type
ERPS 1 Disabled Mirror
DHCPv4
Security
Aggragation
Spanning Tree
IPMC
LLDP
SyncE
MAC Table
VLANS
VCL
Qo5
Mirroring
PTP
GVRP

Figure 2.118 Webpage to Configure Mirroring
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Table 2.94 Descriptions of Mirroring Webpage

Label

Description

| Factory Default

Global Settings

Session ID

Indicates a session identification of the Mirror feature.

1

Mode

Indicate whether the Mirror feature is Enabled or Disabled.

Disabled

Type

Indicates mirroring type of a switch. Currently, only one option is
available.

Mirror : The switch is running on a mirror mode. The source port(s) and
destination port (s) are located on this switch.

Mirror

Source VLAN(s) Configuration

VLAN ID

The VLAN IDindicates where the monitoring packet will be copied to.

Port Configuration

Port

Indicate the logical port that will be affected by the settings within the
same row. The destination port is a switched port that you receive a
copy of traffic from the source port.

Note: On mirror mode, the device only supports one destination port.
On the destination port, userneeds to disable MAC Table learning.

Source

Select the mirror mode. Total of four modes are available.

Disabled : Neither transmitted nor received frames are mirrored.

Both : Received and transmitted frames are mirrored on

the Destination port.

Rx only : Received frames on this port are mirrored on the Destination
port. Transmitted frames are not mirrored.

Tx only : Transmitted frames on this port are mirrored on

the Destination port. Received frames are not mirrored.

Disabled

Destination

Click this checkbox to indicate that this port is designed for port
Mirroring.

Unchecked
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ngs Global Settings
ERPS
DHCPv4 Session ID
Security Mode Disabled v
Aggregation
Spanning Tree Type Mirror_ w
IPMC
LLDP Source VLAN(s) Configuration
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MAC Table [vianiD]] N
VLANS
VCL Port Configuration
QoS
Mirmoring Port | Source [ Destination
PTP A W [
GVRP :
DOMI Port 1 Disabled v E
UDLD Port2 | Disabled v ]
SD Backup Fort3 |Disabledw D
Modbus Sefting Port4 [Disabledw
Monitor =
Diagnostics Port5 |Disabledw
Maintenance Port6 |Disabled v

Port 7 Disabled v
Port 8 Disabled v
Port 9 Disabled v
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Port 11 | Disabled v
CPU Disabled

i
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[ Save | Reset || Cancel |

Figure 2.119 Webpage to Detailed Configure Mirroring for Session ID
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2.16 PTP

Precision Time Protocol (PTP) is defined in IEEE 1588 as Precision Clock Synchronization for Networked
Measurements and Control Systems, and was developed to synchronize the clocks in packet-based networks that

include distributed device clocks of varying precision and stability. PTP, which is a high-precision time protocol ,
can be usedwith measurement and control systems in local area network that require precise time synchronization .
PTP is designed specifically for industrial, networked measurement and control systems, and is optimal for use in

distributed systems because it requires minimal bandwidth and little processing overhead.

Smart grid power automation applications such as peak-hour billing, virtual power generators, and outage
monitoring and management, require extremely precise time accuracy and stability. Timing precision improves
network monitoring accuracy and troubleshoo ting ability.

In addition to providing time accuracy and synchronization, the PTP message-based protocol can be implemented
on packet-based networks, such as Ethernet networks. The benefits of using PTP in an Ethernet network include:

1 Low cost and easy setup in existing Ethernet networks
1 Limited bandwidth is required for PTP data packets

In an Ethernet network, switches provide a full-duplex communication path between network devices. Switches
send data packets to packet destinations using address information contained in the packets. When the switch
attempts to send multiple packets simul taneously, some of the packets are buffered by the switch so that they are
not lost before they are sent. When the buffer is full, the switch delays sending packets. This delay can cause device
clocks on the network to lose synchronization with one another .

Additional delays can occur when packets entering a switch are stored in local memory while the switch searches
the MAC address table to verify packet CRC fields. This process causes variations in packet forwarding time
latency, and these variations can result in asymmetrical packet delay times.

Adding PTP to a network can compensate for these latency and delay problems by correctly adjusting device clocks
so that they stay synchronized with one another. PTP enables network switches to function as PTP devices,
including boundary clocks (BCs) and transparent clocks (TCs).

To ensure clock synchronization, PTP requires an accurate measurement of the communication path delay
between the time source or primary clock and the client clock. Figure 2.120 shows the network diagram for Precition

Time Protocol (PTP). The system clocks can be categorized based on the role of the node in the network. They are
broadly categorized into ordinary clocks and boundary clocks. The primary clock and the client clock are known as
ordinary clocks. The boundary clock can operate as either a primary clock or a client clock. The following list

explains these clocks in detail:

0@, & 0

High Quality Low Quality
Frequency/Time Primary Clock 1 Primary Clock 2 Frequency/Time
Source Source
< > Boundary
= Clock 1
S ]
i Timer
. > [fmer |
Nt Flow
- | Soundary — | Network Connection
' Clock 2
S
[
Client Device 1 Client Device 2 Client Device 3

Figure 2.120 Network Diagram of Precition Time Protocol (PTP)
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1 Primary clockY The primary clock transmits the messages to the PTP clients (also called client node or
boundary node). This allows the clients to establish their relative time distance and offset from the
primary clock (which is the reference point) for phase synchronization. Delivery mechanism to the clients
is either unicast or multicast packets over Ethernet or UDP.

1 Member clockY located in the PTP client (also called client node), the client clock performs clock and
time recovery operations based on the received and requested timestamps from the primary clock.

1 Boundary clockY The boundary clock operates as a combination of the primary and client clocks. The
boundary clock endpoint acts as a client clock to the primary clock, and also acts as the primary to all the
slaves reporting to the boundary endpoint.

PTP sends messages between the primary clock and client clock device to determine the delay measurement.
Then, PTP measures the exact message transmit and receive times and uses these times to calculate the
communication path delay. PTP then adjusts current time information contained in network data for the calculated
delay, resulting in more accurate time information.

This delay measurement principle determines path delay between devices on the network, and the local clocks are
adjusted for this delay using a series of messages sent between masters and slaves. The one-way delay time is
calculated by averaging the path delay of the transmit and receive messages. This calculation assumes a
symmetrical communication path; however, switched networks do not necessarily have symmetrical

communication paths, due to the buffering process.

PTP provides a method, using transparent clocks, to measure and account for the delay in a time-interval field in
network timing packets, making the switches temporarily transparent to the master and slave nodes on the
network. An end-to-end transparent clock forwards all messages on the network in the same way that a switch
does.

As shown in Figure 2.121, the PTP webpage allows user to configure and inspect the current PTP clock settings.
Table 2.95 summarizes the parameters for PTP Clock Configuration.
Managed Switch

atop aee

Configuration
System

Port:
ngS PTP Clock Configuration

ERPS
Clock
DHCPv4 Delete EEEs

Securi
ty Mo Clock

Aggregation
Spanning Tree Instances Present

IPMC
LLDP Add New PTP Clock | | Save || Reset |
SyncE
MAC Table
VLANs
VCL
QoS
Mirroring
PTP
GVRP
DDMI
uDLD
3D Backup
Modbus Setting
Monitor
Diagnostics
Maintenance

HW Domain Device Type Profile

Figure 2.121 Webpage to Configure PTP
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System
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PoE. PTP Clock Configuration
ERPS Clock
DHCPv4 Delete [ HW Domain Device Type Profile
Security nSance
Aggregation Delete 0 0 | [Ord-Bound w | [No Profile v |
ﬁfﬁgﬂiﬂg Tree Delete 0 [0 | [Inactive  w]| [No Profile v |
LLDP [ Add New PTP Clock | [ § Reset el o
SyncE ew ock | | Save |[ Reset | Ord-Bound 1538
MALC Table P2pTransp G8265.1
VLANs E2eTransp 802.1A3
VCL Mastronly
I'\Q"IPS . Slaveonly

irroring i

PTP EC-frontend
GVRP
DOMI
UDLD
SD Backup
Modbus Setting

Monitor

Diagnostics

Maintenance

Figure 2.122 Webpage to Add New PTP Clock
Table 2.95 Details Descriptions of PTP Clock Configuration
Label Description Factory
Default
Delete Check this box and click on 'Save' button to delete the clock instance.

Clock Instance

Indicates the Instance of a particular Clock Instance [0€3]. Click on the
Clock Instance number to edit the Clock details.

HW Domain

Indicates the HW clock domain used by the clock.

Device Type

Indicates the Type of the Clock Instance. There are five Device Types.
1. Ord-Bound - clock's Device Type is OrdinaryBoundary Clock.

2. P2p Transp - clock's Device Type is Peer to Peer Transparent Clock.
3. E2e Transp- clock's Device Type is End to End Transparent Clock.
4. Master Only - clock's Device Type is Master Only.

5. Slave Only- clock's Device Type is Slave Only.

Profile

Indicates the profile used by the clock.

After Clicking Add NEW PTP Clock button, another webpage will belaunched, as shown inFigure 2.122. Table
2.96 summarizes the parameters for new PTP Clock Configuration.

Table 2.96 Descriptions of New PTP Clock Configuration

Label Description Factory
Default
Delete Check this box and click on 'Save' to delete the clock instance. -
Clock Indicates the instance number of a particular Clock Instance [0..3]. 0
Instance Click on the Clock Instance number to edit the Clock details.
HW Indicates the HW clock domain used by the clock. 0
Domain
Device Indicates the Type of the Clock Instance. There are five Device Types. Ord-
Type 1. Ord-Bound: Clock's Device Type is OrdinaryBoundary Clock. bound
2. P2p Transp: Cock's Device Type is Peer to Peer Transparent Clock.
3. E2e Transp Clock's Device Type is End to End Transparent Clock.
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4. Master Only: Cock's Device Type is Master Only.
5. Slave Only- clock's Device Type is Slave Only.
Profile Indicates the profile used by the clock. No
Profile

No Profile: There is no specific profile added.

1588: Use IEEE 1588 standard for the profile.|EEE 1588describe a hierarchical mastert
slave architecture for clock distribution . IEEE 1588 PTP isdesigned to provide time
transfer on a standard Ethernet network with a synchronization accuracy at a sub-
microsecond level. By leveraging hardware time stamping and PTP-aware network
devices, such as boundary clocks, it is possible to achieve synchronization accuracy in
the sub-100-nanosecond range.

G8265.1: Use GB8265.1 standard for the profile which fulfills specific frequency -
distribution requirements in telecom networks. Features of G.8265.1 profile includes
Clock Advertisement and Clock Selection In Clock Advertisement changes to values
used in Announce messages for advertising PTP clocks are specified. The clock class
value is used for advertising the quality level of the clock, while other values are not
used. In Clock Selection an alternate Best Master Clock Algorithm (BMCA) to select port
states and clocks is defined for the profile. It also requires Sync messages (or Delay-
Response messages) to qualify a clock for selection.

802.1AS: Use IEEE 801.1As standard for the profile. IEEE 802.1ASversion 2011
assumes that all communication between devices is performed on the OSI layer 2, while
IEEE 1588 versio 2008 can support various layers, i.e., from layer 2 and layer 34
communication methods .

Click Add New PTP Clock button to create a new clock instance. Click Save button to save the setting
configuration. Click Reset button to keep to the original setting.

2.17 GVRP

GVRP (GARP VLAN Registration Protocol or Generic VLAN Registration Protocol) is a standarthased protocol that
facilitates control of virtual local area networks (VLANS) within a larger network. GVRP conforms to the Institute of
Electrical and Electronics Engineers (IEEE) 802.1Q specification, which defines a method of tagging frames with
VLAN configuration data over interconnected network trunk. As the name suggested, GVRP is based on Generic
Attribute Registration Protocol (GARP) and IEEE 802.1rwhich defines procedures for end stations and switches in
a VLAN to register and deregister attributes, such as identifiers or addresses, with each other. It provides every end
station and switch with a current record of all the other end stations and swit ches that can be reached on the
network. GVRP is similar to GARP, as both eliminate unnecessary network traffic by preventing attempts to transmit
information to unregistered users. In addition, it is necessary to manually configure only one switch , while all the
other switches then being updated automatically.

Becoming part of a formal IEEE 802.1ak standard amendment in 2007, Multiple VLAN Registration Protocol
replaced GVRP, as it was found to be prone to performance issues that could potentially cause prolonged network
convergence. This delay was found to create bandwidth degradation on the network at the point where the delayed
convergence appeared. Technically, GVRP is still included as part of the IEEE standard, as the amendment did not
completely remove it. However, it may be removed later on.

GVRP can be used to keep VLAN configurations on trunk interfaces organized across the network on large networks
that consist of dozens or even hundreds of VLAN segments. There are three benefits for administrators that enable
GVRP on a network:

1 It enables switches to automatically delete unused VLANS, so that only the VLANS that are in use are
transported across 802.1Q trunk links.

1 It enables admins to configure a new VLAN on one switch, and then have it propagate the configuration
across all network switches participating in the GVRP process.
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1 GVRP can eliminate some unnecessary broadcast traffic on the network, reducing bandwidth overhead
used for network management.

GVRP works as follows. When two or more switches are connected via 802.1Q trunk ports with GVRP enabled in a
network, these switches will begin to communicate statically or dynamically through VLAN information. Switches
with statically configured VLANSs wil | advertise them to connected switches using GVRP data units. Those units are
specifically designed management packets used to share VLAN information. If a switch learns of a new VLAN from
its neighbor, this VLAN is added to the list of VLAN tags that can be transported across the link. The VLAN that
learned the new information can then pass along its own statically configured VLANS, in addition to ones learned
from its neighbor. For loop avoidance, switch cannot send dynamically learned VLAN information out the same
interface that it wa s learned on.

All the dynamically learned VLAN information is stored in switch memory. So, if power is lost or the switch is
rebooted, the dynamically learned VLAN information is lost, and the VLANs are pruned from the trunk interface.
But, once the switches begin communication again, they will relearn the shared VLAN information to bring the
network and all VLANs back into a fully informed state.

2.17.1 Global config

As shown in Figure 2.123, user is allowed to configure the global GVRP configuration settings under the
GVRMA Global submenu. In the Global config, the setting is applied to all GVRP enabled ports.

Managed Switch

at p C N2

Technologies

Configuration

System GVRP Configuration

Ports
PoE [ Enable GVRP
ERPS Parameter Value
[S}HCEM Join-time: 20

ecurity ——
Aggregation Leave-time: &0
Spanning Tree LeaveAll-time: | [1000

IPMC Max VLANSs: 20
LLDP

SyncE
M!:QC Table
VLANs
VCL
QoS
Mirroring
PTP
GVRP
Global config
Port config
DoMI
upLD
SD Backup
Modbus Setting
Monitor

Figure 2.123 Webpage to Configure GVRP Globally
Table 2.97 Descriptions of GVRP Globally Configuration

Enkem" 3Gpcdng" | XTRY"vg"gpcdng"vj ku"hgcvwtgO0"Vjg"
Label Description Factory
Default

Indicate the value of join-time in the range of 1-20cs, where cs isthe unit 20
of one hundredth of a second.
Indicates the value of leave-time in the range of 60-300cs, where cs is the | 60
unit of one hundredth of a second.
Indicates the value of LeaveAll-time in the range of 1000-5000cs, where, 1000
cs is the unit of one hundredth of a second. The default is 1000cs.
Specify a maximum number of VLANSs supported by GVRP. This number 20
can only be changed when GVRP is turned off.

Join-time

Leave-time

LeaveAll-time

Max VLANSs
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Click Save button to save the setting configuration. Click Refresh box to refresh the page immediately. Note that
unsaved changes will be lost.

2.17.2 Port config

As shown in Figure 2.124, user isallowed to enable or disable GVRP feature for eachport under GVRR> Port
Config submenu. This configuration can be performed at any time, before or after configuring GVRP globally
Table 2.98 describes parameters in each field witin GVRP Port Configurationin details.

Managed Switch
C N ?)
atop

Technologies

Configuration

System GVRP Port Configuration
Ports
BoE Port | Mode
ERPS = ~
DHCPv4 1 |Disabled h
Security ) 2 | Disabled e
Aggregation 3 |Disabled v
Spanning Tree 4 [Disabled v
IPMC ;
LLDP 5 D!Sabled w
SyncE 6 |Disabled v
MAC Table 7 |Disabled il
VLANs & |Disabled v
VCL 9 |Disabled hd
O_DS . 10 |Disabled v
g‘l%orlng 11 |Disabled v
GVRP
Global config
Port config
DMI
UDLD
SD Backup
Modbus Setting
Monitor
Diagnostics

Maintenance

Figure 2.124 Webpage to Configure Port for GVRP
Table 2.98 Descriptions of GVRP PortConfiguration

Label Description Factory
Default
Port Indicate the logical port that will be affected by the settings within the same | -
row.
Mode Kpfkecvgu"yjgvjgt"IlI XTR"hgcvwtg" gh"| Disabled
gt " 1 Gp, which tgrisdhe GVRP featuremff Yor pnYrespectively.

Click Save button to save the setting configuration. Click Reset button to undo any changes made locally and
revert to previously saved values.

2.18 DDMI

Digital Diagnostics Monitoring Interface (DDMI) allows users to perform diagnostic tests on transceiver modules ,
such as small form -factor pluggable (SFP). Select Enabled this feature from the drop-down list in the DDMI
configuration webpage to perform the test, as shown in Figure 2.125. This will allow monitoring various parameters
of the transceiver module, such as temperature, voltage, transmission power. User can view the monitoring values
and status under Monitor->DDMF>Overview or Monitor->DDMF>Detailed submenus. Table 2.99 describes the
option on DDMI Configuration webpage.
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at p Managed Switch @ % ©

Technologies

Configuration ] )
System DDMI Cenfiguration
Ports
ERPS [ Mode |
DHeRve
Security Save
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IPMC
LLDP
SyncE
MAC Table
VLANs
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QoS
Mirroring
PTP
GVRP
DoMI

Figure 2.125 Webpage to Configure DDMI

Table 2.99 Descriptions of DDMI Configuration

Label Description Factory
Default
Mode Indicates the DDMI mode operation. Two modes are available:
Enabled: Enable DDMI mode operation. Disabled
Disabled: Disable DDMI mode operation.

Click Save button to save changes. Click Reset button to undo any changes made locally and revert to previously
saved values.

2.19 UDLD

Unidirectional Link Detection (UDLD) is a layer 2protocol used to determine the physical status of a link. The
purpose of UDL) is to detect and deter issues that arise from Unidirectional Links. UDLD helps to prevent forwarding
loops and blackholding of traffic by identifying and acting on logical one-way links that would otherwise go
undetected. UDLD works with the Layer 1 mechanisms to determine the physical status of a link. At Layer 1, auto
negotiation takes care of physical signaling and fault detecti on. UDLD performs tasks that auto-negotiation cannot
perform, such as detecting the identities of neighbors and shutting down misconnected ports. When users enable
both auto-negotiation and UDLD, Layer 1 and Layer 2 detections work together to prevent physcal and logical
unidirectional connections and the malfunctioning of other protocols.

UDLD works by exchangingUDLD protocol packets that include information about the port's device and port ID
between the neighboring devices. For UDLD to work, both devices on the link must support UDLD and have it
enabled on respective ports. Each switch port configured for UDLD sends UDLD protocol packets that contain the
port's own device/port ID, and the neighbor's device/port IDs seen by UDLD on that port. Neighboring ports should
see their own device/port ID (echo) in the packets received from the other side.

Because of this, a port should receive its own device and port ID information from its neighbor if the link is bi -
directional. If a port does not receive information about its own device and port ID from its neighbor for a specific
duration of time, the link is considered to be unidirectional. This can also occur when the link is up on both sides,
but one side is not receiving packets, or when wiring mistakes occur, causing the transmit and receive wires to not
be connected to the same ports on both ends of a link.

This echo-algorithm allows detection of these issues:
91 Link is up on both sides; however, packets are only received by one side.

1 Wiring mistakes when receive and transmit fibers are not connected to the same port on the remote side.

Once the unidirectional link is detected by UDLD, the respective port is disabled. Port shutdown by UDLD remains
disabled until it is manually reenabled, or until errdisable timeout expires (if configured).
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UDLD can operate in two modes:normal and aggressive. Innormal mode, if the link state of the port was
determined to be bi-directional and the UDLD information times out, no action is taken by UDLD. The port state for
UDLD is marked asundetermined. The port behaves according to its STP state. Inaggressive mode, if the link state
of the port is determined to be bi-directional and the UDLD information times out while the link on the port is still up,
UDLD tries to reestablish the state of the port. If not successful, the port is put into the errdisable state.

Aging of UDLD information happens when the port that runs UDLD does not receive UDLD packets from the
neighbor port for duration of hold time. The hold time for the port is dictated by the remote port and depends on
the message interval at the remote side. The shorter the message interval, the shorter the hold time and the faster
the detection. Recent implementations of UDLD allow configuration of message interval.

UDLD information can age out due to the high error rate on the port caused by some physical issue or duplex
mismatch. Such packet drop does not mean that the link is unidirectional and UDLD in normal mode will not disable
such link.

It is important to be able to choose the right message interval in order to ensure proper detection time. The
message interval should be fast enough to detect the unidirectional link before the forwarding loop is created,
however, it should not overload the switch CPU. The default message interval is 7 seconds and is fast enough to
detect the unidirectional link before the forwarding loop is created with default STP timers. The detection time is
approximately equal to three times the message interval.

Forexample:  Tgetecion ~ Message_interval x 3
This is 21 seconds for the default message interval of 7 seconds.

It takes Treconvergence=mMax_age + 2x forward_delay for the STP to reconverge in case of unidirectional link failure.
With the default timers, it takes 20+2x7=34 seconds.
It is recommended to keep Tdetection < Treconvergence DY Cho0SIing an appropriate message interval.

In aggressive mode, once the information is aged, UDLD will attempt to re-establish the link state by sending
packets every second for eight seconds. If the link state is still not determined, the link is disabled.

Aggressive mode adds additional detection of these situations:
1 The port is stuck (on one side the port neither transmits nor receives, however, the link is up on both sides).
1 The link is up on one side and down on the other side. This is issue might be seen on fiber ports. When
transmit fiber is unplugged on the local port, the link remains up on the local side. However, it isdown on the
remote side.

Most recently, fiber FastEthernet hardware implementations have Far End Fault Indication (FEFI) functions in order
to bring the link down on both sides in these situations. On Gigabit Ethernet, a similar function is provided by link
negotiation. Copper ports are normally not susceptible to this type of issue, as they use Ethernet link pulses to
monitor the link. It is important to mention th at, in both cases, no forwarding loop occurs because there is no
connectivity between the ports. If the link is up on one side and down on the other, however, blackholing of traffic
might occur. Aggressive UDLD is designed to prevent this.

This UDLD webpage shownFigure 2.126 allows the user to inspect the current UDLD configurations, and possibly
change them as well. Table 2.100 provides the descriptions of UDLD Port Configuration.
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Figure 2.126 Webpage to Configure UDLD

Table 2.100 Descriptions of UDLD Port Configuration

unidirectional, it will not affect the port state.

hAggressive in aggressive mode, unidirectional detected ports will get
shutdown. To bring back the ports up, the user needs to disable UDLD on
that port.

Label Description Factory
Default
Port Port number of the switch. 1-11
UDLD Mode | Configures the UDLD mode on a port. Valid values areDisable, Normal
and Aggressive . Default mode is Disable.
h" Fkucdng" k p" f k furctibnalityy dbesrdt exgsts Sn\WeftN F "
h"Pgqtocn"kp"pgtocn"oqfg."kh"vjg"nk Disable

Click Save button to save the setting configuration. Click Reset button to undo any changes made locally and

revert to previously saved values.

2.20 SD Backup

The SD card can be used instead of the internal flash memory of the switch to update or restore configuration
settings. In addition, the SD card can be used to boot the switch. The user can also copy software and switch
configuration settings from a PC or from the switch to the SD card, and then use the SD card to copy this software

and settings to other switches.

SD Backup can be configured on this page as shown inFigure 2.127. Options for SD Backup can be set according

to the descriptions in Table 2.101.
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Figure 2.127 SD Backup Configuration Webpage

Table 2.101 Descriptions of SD Backup Configuration

(Hour)

Label Description Factory
Default
Use the The startup-config file will be replaced from the newest config file in SD Disabled
configuration file card when booting switch.
form SD as the
startup config
. Backup the startup-config into SD card folder "Automatic_backup” when | Enabled
Automatic backup . . .
saving startup-config. Only have one file be saved.
Backup the startup-config into SD card folder "Period_backup” when Enabled
Periodic backup saving startup-config.
Multiple files can be saved which depend on "Backup period time".
Backup period time The backup Periodic time setting between 1 and 720 hours. 720

Click Save button to save the setting configuration. Click Reset button to undo any changes made locally and

revert to previously saved values.

2.21 Modbus Setting

Atop)Xy managed switch can be connected to a Modbus network using Modbus TCP/IP protocol which is an
industrial network protocol for controlling automation equipment . The managed switch)§ status and settings can
be read and written through Modbus TCP/IP protocol which operates similar to a Management Information Base
(MIB) browser. The managed switch will be a Modbus slave which can be remotely configured by a Modbus master.
The Modbus slave address must be set to match the setting inside the Modbus master . In order to access the
managed switch, a Modbus Address must be assigned as described in this subsection. Figure 2.128 shows the

Modbus Setting webpage.
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